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Preface

Most network devices are constantly collecting statistics relating to the health of each interface. Network
engineers rarely have the budget, time, and resources to access this wealth of information, and very few
products exist that can help engineers detect and analyze problems before they affect users.

PathSolutions’ TotalView was created to help provide this information (collected by switches, routers,
servers, and other network devices) in an advanced and easy to use format, to identify the root cause of
network problems, and maintain maximum network performance.

Audience

Network administrators with various levels of expertise can benefit from PathSolutions’ TotalView, as the
product offers not only a rapid view of network health, but also in-depth analysis of specific issues.

To install and use PathSolutions’ TotalView, a network administrator should be able to set up a managed
switch with an IP address and an SNMP read-only community string.

Conventions
The following conventions are used in this manual:

Italic
Used for emphasis and to signify the first use of a glossary term.

Courier
Used for URLSs, host names, email addresses, registry entries, and other system
definitions.

Note: Notes are called out to inform you of specific information that is relevant to the configuration or
operation of PathSolutions’ TotalView. Notes may occasionally be used to describe best
practices for using the system.

Technical Support

For technical support: Support@PathSolutions.com
(877) 748-1444 (7x24 tier 1 telephone support)
(408) 748-1777 Select 1 for tier 2 support
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Overview

PathSolutions’ TotalView is designed to disclose network weaknesses that cause data and VolIP stability
issues. By monitoring all network interfaces for utilization, packet loss, and errors, it becomes easy to
determine exactly where network faults exist.

PathSolutions’ TotalView goes one step further by providing insight into the specific error or issue that is
causing degradation so a rapid resolution can be applied.

Continuous monitoring of all interfaces provides the ability to generate alerts if any interface degrades
below a level that will support VoIP services.

PathSolutions’ TotalView also maintains a history of utilization and errors on all interfaces so you can
troubleshoot VolP and network problems after they occur.

All network devices that support SNMP can be queried for link status and health information.
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Standard Features

PathSolutions’ TotalView is a Windows service that uses SNMP to monitor statistics and utilization for
each interface on switches, routers, and servers. If data-link errors or utilization rates rise above a
settable threshold, you can use the generated web pages to help you determine the source of the
network problems. This will help you to maintain a healthy network.

Immediate Current Utilization of any Link

Easily view the current utilization of any monitored network link from a web browser. No need to set up a
packet analyzer or analyzer port on your switch just to see what’'s happening on an interface.

Device >>10.100.36.100 Santa Clara GW
Interface Int #1 0: feil
Current Peak Interface Speed Utilization Percent
Direction Percent  Percent 100,000,000 10 £l I 4 5 B0 g B0 a0 10
Rx 26.47 26.47 EEEH 0 |

A high-water mark is kept so you can track the peak utilization of a link over time.

Daily Network Weather Reports™

Every day, a report will be emailed to you outlining the health of your network. This helps you to keep
track of the general level of errors and overall utilization of your network.
o Keep track of utilization rates on your Internet links and other WAN links to determine if you need
to add bandwidth
e Maintain an active reminder of available interfaces (never get stuck running out of switch
interfaces as you continue to add workstations to your network)
o Network Weather Reports can be fully customized
e Easy to Understand Web-based Statistics
o PathSolutions’ TotalView collects statistics and displays them in an easy to disseminate format
via web pages
¢ Web-based statistics viewing allows you to check on the health of your network from any browser

Quick Setup with the Built-in Webserver

PathSolutions’ TotalView built-in web server helps to speed up installation so more time can be spent
analyzing errors rather than configuring the system.
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Web-Based Monitoring

The web pages allow you to quickly locate the interfaces that have high error rates or high utilization
rates.

path

Path | Phones || Assessment | MOS [EVENELE Favorites | Issues | Health WAN || Interfaces || Tools

. gsed i ? Comm Ty r r}
Device Summary << >> ®Fealy - Suppresseaissuc @ lssie ol LoskGomia | General [PoE | STP Jinventory] [ Support] [ Uptime]

O35l Services
Device Device Manage #of Oper Oper Admin
Name IP Address Device 1234567 Int Up Down Down Location Contact

@ S5an Francisco GW 10.100.37.100| Telnet SSHWebHTTPS @ # & @ . 1 1 0 O | 5an Francisco ShorsTel
® Santa Clara GW |10.100.36.100|Telnet SSHWebHTTPS ® & & @ .1 1 0 0 | Headquarters ShoreTel
@ Barbera 10.100.37.5 Telnet SSH Web HTTRS| 33| 14| 19 O | Santa Clara Tim Titus
@ Bardeline 10.100.36.18 TelnetSSHWebHTTPS @ @ 26 6 20 0 SanFranciscoe www_tpink.com
® Bordeaux 182.168.202.4|Telnet S5H Web HTTRS | @ 115 3 | 4B 0 | Sunnyvale Sally Toner
@ Cabernet 192.168.202.3|Telnet SSHWeb HTTPS| | & 37| 2 | 26 1]
@ Chardonnay 10.100.36.54 |Telnet SSHWebHTTRS (@ (@ ® 28 3 25 0 | Santa Clara Sally Toner
@ Corvina 10.100.36.61 |Telnet SSHWebHTTPS o &/ @ ® 33| 7 | 26 4 | Hangzhou China Hangzhou H3C Technologies Co., Lid.
® Gamay 10.100.37.2 Telnet SSH Web HTTPS . ® 25| 6 | 19 0 | Santa Clara, CA Tim Titus
® Graciano 10.100.36.40 |Telnet SSHWeb HTTPS| . 53| 2 | 51 0 SanFrancisco SallyToner
® Grenache 10.100.37.53 |Telnet SSH Web HTTPS| (@ 25 2 23 o Sunnyvale, CA noc@pathsolutions.com
® Malbec 10.100.36.75 |Telnet S5H Web HTTPS 24 (11 13 0 | Santa Clara Sally Toner
@® Merlot 10.100.36.48 |Telnet S5H Web HTTRS ® 31 T 24 0 | Santa Clara, CA noc@pathsolutions com
® Muscat 10.100.36.51 TelnetSSHWebHTTPS @ @ 48 & 42 0 Santa Clara, CA Tim Titus
@ Palomino l0.100.38.2 Telnet 35H Web HTTPS| &/ @ 27| 4 | 23 0 | Sacramento Steve Sisk
@ Pinot 10.100.36.53 Telnet SSHWebHTTPS e @ 27 12| 15 0 Santa Clara Sally Toner
® Riesling 10.100.36.70 |Telnet S5H Web HTTRS . 36 2z2| 7 o
® Szuvignon 10.100.36.20 |Telnet SSHWebHTTPS o @ 51| & 45 0 | SanFrancisco,CA noc@pathsolutions.com
® Shiraz 10.100.37.3 Telnet SSH Web HTTPS @ 34 6 20 0 Santa Clara Sally Toner
@® Zinfandel 10.100.36.27 |Telnet SSHWebHTTPS (@@ ® 42| 4 | 3B 0 | snmplocation who@where
@ Ltlanta 10.100.37.1 Telnet SSHWeb HTTPS e e @ e 3 2 1 1 Aflanta, GA Sally Toner x 4005
@ Denver 10.100.36.60 |Telnet SSHWebHTTPS (@ #/e e 3 2 1 1 | Denver, CO sally@pathsolutions com
@ Miami 10.100.38.3 |TelnetS5HWebHTTRFS o e @ e 3 2 1 o
@ Honolulu 10.100.36.5 Telnet S5H Web HTTPS & @ @ e 3 2 1 1
@ Honolulu 10.100.38.1 Telnet S5H Web HTTRPS # ¢ @ . 3 2 1 1
® NewYork 192.168.202.1 Telnet SSHWeb HTTPS ® & @ . 3 2 1 1 MNew York, NY sally@pathsolutions.com
@ Internet 10.100.36.1 Telnet 35H Web HTTPS & & @ L=} 2 0 0 | San Francisco, GA Tim Titus k4413
® Zinfandel 10.100.36.25 TelnetSSHWebHTTPS e @ e 42| 4 38 0 snmplocation who@whers
@ CiscoRSAE 10.100.36.4 | Telnet S5H Web HTTPS . 2 7T 17 0 | Sanfa Clara, CA Tim Titus x111
@® REDSONJA 10.100.36.12 |Telnet SSHWebHTTPS @ & & @ ® 19|14 | 5 0 | Santa Clara, CA Sally Toner
® VELMR 10.100.36.10 |Telnet S5H Web HTTPS . o 1 1 0 O | Santa Clars, CA Tim Titus

Total Devices: 31 Total interfaces: 803 |166| 637 g

— —
Total\View Release 6 (6438) Copyright 22014 PathSolutions Perpetual License, licensed for 1000 interfaces Feature Reguest

PathSolutions’ TotalView web pages can be viewed from any standard browser, anywhere on your
intranet.

Errors and utilization information is collected for each interface and is presented in a format that allows
you to easily determine the source of the problem.

Analysis Engine

The errors are analyzed by an analysis engine that helps to guide you to possible solutions to the
problems with each specific interface. This gives the Network Prescription™ the ability to diagnose the
root cause of the problem without having to utilize additional tools or combine datasets from multiple
locations.
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PathSolutions TotalView

Dynamic Network Map

PathSolutions’ TotalView includes a dynamically updating network map with zoom and a click and drag
user interface. This capability gives you an “eagle’s eye” view of what your network is doing at the
current point in time. The map updates every 5 seconds and audible alerts play when links or devices go
down so you are able to remedy the problem immediately. TotalView also provides Multiple Map Views
for Multiple Locations.

Phones | Assessment | MOS | Devices | Favorites | Issues | Health | Top-10 | WAN | Interfaces | Tools

Atlantic

377:712

State is up to date

TotaNew ROEsse & (E728) Copyra €20 1Y Paeatons T - iy
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PathSolutions TotalView

Quick and Easy Installation and Configuration

The initial installation and configuration can be completed in roughly 12 minutes for virtually any sized
network with the Quick Config Wizard. This wizard will automatically scan your network and configure
PathSolutions’ TotalView to monitor all of the interfaces that are discovered.

No Desktop Security Concerns

Running as a Windows service, PathSolutions’ TotalView provides benefits over console based
monitoring tools:
* No need to remain logged in to the console for monitoring to occur
e Desktop resources (desktop real estate and
system tray space) on the console are not used

Rapid Re-Configuration when your Network Changes

When your network changes and devices are added or removed, you can rapidly update your
configuration using the Quick Config Wizard. It will detect new interfaces, include them in your
configuration, and start monitoring again.

. Poll frequency: 00:05:00
S°|utlons TotalView Last poll: 2/12/2015 3:22:43 PM
Network health: DEGRADED (0.9%)

Map | Path | Phones | Assessment T MOS UNFRERR Favoritos | lssues | Health T Top10 L WAN L interfaces I Tools
Device Summary << >> & Feaify - Suppressedissie @ ssie ¥ Comnal Lock € Gepeal [PoE ] STP Jinventon] [Support] [Uptime

O35l Services
Device Device Mant_ige of Oper Oper Admin .
Name IP Address Device 123456 7 Int Up Down Down Location Contact
® Barbera 10.100.37.5 Telnet 35H Web HTTPS | 33/ 14 18 | 0 | SantaClars Tim Titus
Interface Summary << >> LU PoE ] STPY Details] Poll JCOPILLDP
Historical Last Poll Last Poll
Avg Broadcast Broadcast Utilization
Interface P \gnore Packet Percent Percent Percent
Number Favorite Address Description Int Size Tx Rx Tx Rx Tx Rx
®|Int #2 Favorits l?g-ﬁﬁ;’ﬁ‘“ 1D0BASE-TX RJ45 Fast Etnemet Frontpans! Port 2 (Trunk Port Connscted o 00. 15 pyres 25.554% 15,0008 0.000% 0.000% 0.0008 0.000%
Interface Performance Current Utilization Jl Download Excel | View Advanced Stats

nEIVAN Weekly | Monthly |
Bits per second

LOJERS e+ eeeee et ee ettt ee Lt e
o O PP W Tx Rx
in 0 kb 0 kb
kb & = =
o) v 4 kbps 3 kbps
g dkh i} D 2]
o Max 10 kbps 10 kbps
Zkb
95th 5 kbps 5 kbps
Okh

7 % 11 13 15 17 1% 21 23 1 3 5 7 5 11 13 15 95th % 0.006% 0.006%
® Transmitrted W Raceived Time (Hours)

Packet Loss (Errors per polling period)

Errors
8]

79 11 13 15 17 19 21 23 1 3 5 7 9 11 13 15
® Errors W ino data) Time (Hours)

Network Prescription™

+ No errors detected on this interface
No prescription recommended.

Interface Notes Add Note
Date/Time Username Note
Total\View Release 6 (6436) Copyright ©2014 PathSolutions Perpetual License, licensed for 1000 interfaces Feature Reguest
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PathSolutions TotalView

Advanced Email Reporting

Email templates are included for devices, interfaces, and overall health monitoring. Templates can be
easily modified to include a variety of data elements.

Emailed Graphs
Graphs for any interface or device can be included in emailed reports.

Parent/Child Relationships for Outage Alerting

Parent-Child relationships can be established for each device so alerts are not generated for devices
located behind other devices. This insures that you receive outage alerts for only the specific device that
went down and not all devices behind that device.
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PathSolutions TotalView

VoIP Assessment Features

The VolP Assessment features are the Phones, Path, Assessment, and MOS tabs. In the Tools tab, the
VolIP Tools sub-tab is also available.

Phones Tab

PathSolutions’ TotalView makes it easy to discover where all of your VolP phones are connected to the
network. The Phones tab shows each phone and the health of the connection to the network.

M GLEEEY Assessment | MOS || Devices || Favorites || Issues || Health | Top-10 | WAN | Interfaces | Tools

Information updated as of: 2/12/2015, 3:24:02 PM Download Excel
VolP devices discovered on the network First Previous Next Last
Peak Peak Daily
VolP Switch and interface where VolP device is Connected Daily Utilization
VolP Device | Device . . MAC Error
Switch Interface Interface Description Tx Rx
IP Address MFG VLAN PoE P Addresses Rate
o fe.1.23: Unit: 1 100BASE-TX RJ45 Fast
Polycom | 1 6.4% W @ Barkbera Int #23 Ethemet Frontpans! Port 23 1 0.000%0.001%/0.000%
fe.1.19: Unit: 1 100BASE-TX RJ45 Fast
Aastra 1 6.49 W ® Barbera Int #19 Ethemet Frontpanel Port 19 (Aastra Phone in 1 0.000%|0.001%(0.000%
Guest Rm)
fe.1.3: Unit: 1 100BASE-TX RJ45 Fast
10.100.37.6 | Mitel 1 6.49 W ® Barbera Int #3 Ethemet Frontpansl Port 3 (Andy Bohart 1 0.000%0.002%/0.000%
Phong)
. fe.1.5: Unit: 1 100BASE-TX RJ45 Fast
10.100.37.8 | Mitel 1 6.49 W @ Barbera |Int #5 Ethemet Frontpansi Port 5 (Ray Kisser Phone) 1 0.000%|0.002%(0.000%
fe. 1.9 Unit: 1 100BASE-TX RJ45 Fast
10.100.37.7 | Mitel 1 6.49 W ® Barbera Int #2 Ethemet Frontpansl Port @ (Daman Tribble 1 0.000%0.002%/0.000%
Phone)
ift20 (Slot: 1 Port: 20): Mortel Ethernet Routing
10.100.36.100 ShoreTel| 1 |12.94 W @ Malbec | Int #20 Fref SR T et T Bt 1 0.000%/0.011%(0.001%
10.100.36.101 ShoreTel| 1 |12.94 W @ Palomino Int #2 Fali2: FastEthernet0i2 1 25.641%0.001%0.000%
10.100.36.164 Cisto 1 [12.94 W e|Pinot |Int #10017 Ef_?}';‘;”: B e 1 0.000%0.008% 0.000%
10.100.37.100 ShoreTel| 1 - ® Shiraz | Int #24 g24: Ethernet Interface (First Floor Closet 1) 1 0.000%0.002%/0.001%
Records 1-8 of 3 displayesd (100 per page)
VolP devices discovered on the network First Previous Next Last
R —— Ty —— —
TotalView Releaze & (6436) Copyright ©2014 PathSolutions P License, li d for 1000 interfaces Feature Reguest
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PathSolutions TotalView

Path Tab

The Call Path feature displays health and configuration information of every link involved in a call from a
starting IP address to an ending IP address. This provides unprecedented visibility into any problems that
previously occurred on all involved links.

. Poll frequency: 00:05:00
SO'UtIOI‘IS TotalView Last poll: 3/2/2015 4:49:36 PM
Network health: DEGRADED {1.7%)

 Map IR Phones | Assessment | MOS | Devices | Favorites | Issues I Health | Top-10 | WAN L Interfaces I Tools |
IF, MAC, and ARF information updated as of: 3/2/2015, 4:28:22 PM

Current mapping from one IP address to another IP address

Source IP Address: 10.100.36.1 Note: The mapping will dispiay the path that packets currently take. If the network configuration or state was

different at & previcus point in fime, the mapping may not reflect the previous conditions.
Destination IP Address: |10.100.36 53
IZVEIGIGIE LU Reverse Historical | Forward Current

Mapping from 10.100.36.1 to 10.100.36.5
Source IP: 10.100.36.1

Qutbound

Int #2 Fali: FastEthemetl/t =
IP Address 10.70.151.1 y &
Duplex: Half g S
Speed: 100,000,000 bps g 2%
Peak Error Rate: 5.531% 2 1 I
Peak Utilization Rate: 2. 562% Tx "t T IT Te 15 1T I 2 Z 4 6 & 10 1z 14 18
OUSLHI"Ig FIFO B Transnit Rate W Error Rate Time (Hours)
Inbound e
Int #17 ifci7 (Slet 1 Port: 17): Avaya Ethemet Routing Switch 4550GTS-PWR+ Module - Port 17
7 a0%
Duplex: Half g & NNEE B
Speed: 100,000,000 bps g 40% Bl BT
Peak Error Rate: 21.768% E z0% H ‘

Peak Utilization Rate 1 0% Rx g 10 1z 14 16 18 20 22 0 2 4 & 8 10 1z 14 16

® Beceive Rate mError Date  Time {Hours)
Sauvignon Switch (10.100.36.20) Device Telnst Web
outbound —
Int #7 ifc7 (Slot 1 Port: 7): Avaya Ethemet Routing Switch 4350GTS-PWR+ Module - Port 7
: o
Duplex: Full j;} | | |
Speed- 100,000,000 bps s 33% |-fH : T ' N | i ' I |
Peak Error Rate: 0.737% & e | I || | | [
Peak Utilization Rate: 92.372% Tx U* T8 1o 12 14 16 18 20 22 0 2 4 6 & Io 12 14 16
® Transmitc Rate mError Race  Time {Hours)
Inbound 5
Int $#10012 FalN2: FastEthemet0/12 (Sauv-Zink-intemet)
E .
Duplex: Full ‘2
Speed: 100,000,000 bps g 2%
5
Peak Error Rate: 0.000% 8 1% I
ot P 0% .
Peak Utilization Rate: 2.751% Rx G Lo lz La le 1l 20 2z 0 & & & & 10 1z 14 1
m Receive Rate mError Bate  Time (Hours)
Pinot Switch (10.100.36.53) (Peak CPU utilization: 8%) Device Telnet Web
Qutbound 54
Int $#10010 FaDM0:FastEthemel0/0 (To Hawail)
;.
Duplex: Half j;}
Speed: 100,000,000 bps g z%
M
Peak Error Rate: 0.092% 3 1%
Peak Utilization Rate: 0.010% Tx O TTTTh 17 1% 1e 13 20 22 T % & & 10 1z 12 15
® Transmit Rate mError Date  Time {Hours)
Queuing
Inbound 5
Int #2 Falil: FastEthemstli
IP Address 10.100.36.5 y &
. 3%
Duplex: Half g
Speed- 100,000,000 bps s 2=
u
Peak Error Rate: 0.000% 3 ag
Peak Utilization Rate: 0.009% Rx R I R AV z & 6 & 10 12 14 16

® Beceive Rate mError Rate Time {Hours)

Destination IP: 10.100.36.5

Current Utilization Call Path

PathSolutions’ TotalView also permits viewing the current utilization of all links between two IP
addresses.

Solving call-in-progress problems is now easy because you have visibility into real-time usage information
of all involved links.
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PathSolutions TotalView

Assessment Tab

PathSolutions’ TotalView with the assessment module also gives you the ability to acutely analyze your
bandwidth constrained links and their QoS configuration on the Assessment tab.

path

Path | Phones [EGEEEENLELIEN MOS | Devices | Favorites || Issues | Health § Top-10 | WAN | Interfaces | Tools

Bandwidth constrained interfaces Comprehensive Assessment Report

Maximum
Interface P Interface Q ing Simult U Status

Name  Number Address Description Speed Configuration Calls Admin Oper
Atlanta Int #3 Selid: Seriallid 1,536, 000 Weighted Fair Queuing (WFC) 23 down |down
Atlanta |Int #3 Seli: Seriallid 1,536, 000| Weighted Fair Queuing (WFG) 23 down |down
Denver Int #2 |1892.168.201.1 | Sel/l: Seriallid 256, 000/ First In First Out (FIFO) 3 up up
Denver Int #3 Sedi: Seralli1 1,544, 000| Weighted Fair Queuing (WFGQ) 23 down |down
Honolulu|/Int #1 SeliVD: SeriallVli0 1,544, 000 Weighted Fair Queuing (WFCQ) 23 down |down
NewYork |Int #2 [192.168.201.2  Selil: SerialliD (Link to Atlanta) 256, 000 Weighted Fair Queuing (WFCH) = up up
NewYork |Int #3 5eli: Serialli1 (Link to Sunnyvale) 1,544, 000| Weighted Fair Queuing (WFQ) 23 down |down
SCWANRTR Int #5 T1 0/0/0: T1 0D 1,544, 000| Undetermined 23 up |down
SCWANRTR|Int #6 T10/0M: T1 0oA 1,544, 000| Undetermined 23 up |down
SCWANRTR|Int #7 |33.104.140.182| Selil0:0: Seriall/0/0:0 1,536, 000| Weighted Fair Queuing (WFC) 23 up |down
SCWANETR Int #8 38.11259.94 | SelilV1:0: Seriald/0/:0 1,53&, 000| Weighted Fair Queuing (WFC) 23 up |down
SCWANRTR|Int #% |169.254.249.30| Tul: Tunnel1 S, 000 First In First Qut (FIFQ) [v] up up
SCWANETER Int #10| 169.254.249.26) Tu2: Tunnel2 3, 000 FirstIn First Qut (FIFQ) 1] up up

Recommendations

- Weighted Fair Queuing (WFQ) is employed
Weighted Fair Queuing should not be utilized on links slower than 10megs in a VolP environment, as it does not provide adequate prioritization for VolP
packets. Custom queuing or Modular Qos Clishould be enabled to ensure bandwidth protection for VelP packets.

= First In First Out (FIFOQ) Queuing is employed
FIFO Queuing should not be utilized on links slower than 10megs in a VolP environment, as it does not provide any prioritization for VolP packets.
Custom queuing or Modular Qos CLlshould be enabled to ensure bandwidth protection for VolP packets.

T ———————————— —
Total\iew Release 6 (6441) Copyright 22014 PathSolutions Perpetual License, licensed for 1000 interfaces
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PathSolutions TotalView

VoIP Tools

Network Address Translation

Network Address Translation can cause one-way voice problems. PathSolutions’ TotalView provides a
unique tool “Check Address Translation” to help determine if NAT is occurring.

path

Ma Path §| Phones | Assessment | MOS | Calls | Devices || Favorites || Issues | Health WAN

IP, MAC, and ARP information updated as of: 2/9/2015, §:06:28 PM

Interfaces

(T = 15a) Download IP, MAC, and ARP information to & spreadshest

IP to MAC Search | MAC to Interface Search § MAC to IP Search R 1153

Uze these fools to validate and troubleshoot Vol P Networks.

Ve T e A 511§ Download Call Simulation client (emil link)

[T ORI L )  Check for address franslation from a web client to this server (email link)
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PathSolutions

TotalView

Call Simulator

A VolIP Call Simulation Client is provided to help assess the capability of your network. Various numbers
of calls can be simulated and the performance of the network can be evaluated during the simulation.

ﬁ Call Simulator (Registered to 10.100.36.17:8084)

L=l =

Franm: |1 0.100.36.17

to [10.100.37.6

Stop | S ave result I

hd ode; I End-to-end test

Codec: ||3_?11 [Bakbitz]

B

Call Fath | Send statisticsl

I~ pscefee o

=
Calls: IE

Callz

= 20.4

=10.2
=0

! DSEF‘|

P

=1
=0

I I:Iru:ler|

=916 %
=0%

Latency

=70 ms
=35 ms

B

= mz

Jitter

=78 ms
=39 ms

86 % = 0'ms

Lozz

=111 %

=66%

A heonn cnvaale i b o ol S [|

MOS

-500"
A
Latency:
Jitter:
Logs:

48 m=
32 m=
836

-4'00"

Time:
Call ratio:
MOS:

=27
=1

=44

-300" =200 -1'00"

-0'0o™

2 ]
0.0z
0.0

2124205 3:07.39PM  Invalid DSCP:
20,0 Outk af order:;
3h

P

E xit

Device Latency, Jitter, Loss, and MOS Score
PathSolutions’ TotalView is able to provide visibility into the DSCP, Packet Order, Latency, Jitter, Packet

Loss, and MOS score for any monitored device.

With this feature, you can monitor network devices that are in remote offices and have continuous
visibility into the capabilities of the connection to that office.
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Power over Ethernet Monitoring

PoE allows you to watch the status and monitor the power usage for your PoOE switches to make sure that
you are not getting close to limitations of the switch. It also monitors the power draw for each port on the
switch so you can determine where high-power drawing devices are connected to and quickly determine
any power faults.

Note: PoE Historical Utilization can be optionally tracked over time by enabling data retention of PoE
stats. This permits organizations to track their power usage and generate reports showing when
and where additional power is being drawn from PoE switches. See Appendix B on how to
enable reporting and how to extract data from the database.

path

Path | Phones | Assessment | MOS || Calls |JENIEEN Favorites || Issues || Health | Top-10 | WAN | Interfaces || Tools

Device Summary g peatny ~ SUPErESssEd oo -_,g_nlmm Lotk

<< >> e Bl General | Traffic I3 STP] Inventory | Description | Support] Financials | Uptime
Power Supply (PSU)

Device Device Rating Present % Power Alarm
Name IP Address Group Status (Watts) Consumption Utilization Threshold
@ Barbera 10.100.37.5 1 On 39 W 17 W 44% 113
Interface Summary << >> PoE Details | Poll | CDP/LLDP
Connected Device
Interface IP lgnore PoE Max PoE Priori
Number  Favorite Address Description int PoE PSU State Draw Class ity
® Int #1 Favorite fe.1.1: Unit: 1 100BASE-TX RJ45 Fast Ethernet Frontpanel Port 1 lgnore Yez| 1 Searching - - -

fe.1.2: Unit: 1 100BASE-TX R.J45 Fast Ethernet Frontpanel Port 2 (Trunk Port
Connected to Gamay)

fe.1.3: Unit: 1 100BASE-TX RJ45 Fast Ethernst Fronipanel Port 3 (Andy Bohart

® Int #2 Favorite lgnore Yes| 1 Searching - - -

@ Int £3 Favorite lgnore ¥Yez| 1 |Delivering Power 6.4% W Low Power| Low

Phone)
@ Int #4 Favorite fe.1.4: Unit: 1 100BASE-TX RJ45 Fast Ethernet Frontpanel Port 4 lgnore Yes| 1 Searching = = =
® Int #5 | Favorte F,ff";ﬁse:}u““: 1 100BASE-TX RU45 Fast Ethernet Frontpanel Port S (Ray Kisser 00 vas| 1 Delivering Power 6.45 W|Low Power|  Low
® Int #6 Favorite fe.1.6: Unit: 1 100BASE-TX RJ45 Fast Ethernet Frontpanel Port 6 lgnore Yes| 1 |Delivering Power 6.49% W LowPower Low
Int £7 Favorite Flf:;ﬁ';:}Unit 1 100BASE-TX RJ45 Fast Ethernet Frontpanel Port 7 (Mary Ludloff gnore | Yes| 1 Searching _ _ _
Int #8 Favorite fe.1.8: Unit: 1 100BASE-TX RJ45 Fast Ethernet Frontpanel Port 5 lgnore Yes| 1 Searching = = =
® Int 5 Favorite Flf:.;ﬁi:}Unit 1 100BASE-TX RJ45 Fast Ethernet Frontpanel Port 9 (Damon Tribble gnors ¥es| 1 Delivering Power 6.49 W Low Power  Low
Int #10 |Favorte fe.1.10: Unit: 1 100BASE-TX RJ45 Fast Ethemnet Frontpanel Port 10 Ilgnore | Yes| 1 Searching = = =

fe.1.11: Unit: 1 100BASE-TX R.J45 Fast Ethernset Frontpanel Port 11 (Polycom

Int #11 |Favorte Phane in Conference Rm) lgnore Yes| 1 Searching - - -
Int §12 |Favorte fe.1.12: Unit: 1 100BASE-TX RJ45 Fast Ethemnet Frontpanel Port 12 lgnore Yes| 1 Searching = = =
Int #13 | Favorite fe.1.13: Unit: 1 100BASE-TX RJ45 Fast Ethemnet Frontpanel Port 13 lgnore Yez| 1 Searching - - -
Int #14 |Favorte fe.1.14: Unit: 1 100BASE-TX RJ45 Fast Ethemnet Fronipanel Port 14 lgnore Yes| 1 Searching - - -
Int #15 | Favorte fe.1.15: Unit: 1 100BASE-TX RJ45 Fast Ethemnet Frontpanel Port 15 lgnore Yez| 1 Searching - - -
Int #16 |Favorte fe.1.16: Unit: 1 100BASE-TX RJ45 Fast Ethemnet Frontpanel Port 16 Ilgnore | Yes| 1 Searching = = =
Int #17 | Favorite fe.1.17: Unit: 1 100BASE-TX RJ45 Fast Ethemnet Frontpanel Port 17 lgnore Yez| 1 Searching - - -
@ Int #18 | Favorte fe.1.18: Unit: 1 100BASE-TX RJ45 Fast Ethemnet Frontpanel Port 13 lgnore Yes| 1 Searching = = =

fe.1.19: Unit: 1 100BASE-TX RJ45 Fast Ethernet Frontpanel Port 19 (Aastra

® Int #19 |Favorte Phone in Guest Rm)

lgnore | Yes| 1 |Delivering Power 6.4% W LowPower| Low

® Int $#20  Favorte fe.1.20: Unit: 1 100BASE-TX RJ45 Fast Ethemnet Fronipanel Port 20 lgnore Yes| 1 Searching - - -
® Int #21 | Favorite fe.1.21: Unit: 1 100BASE-TX RJ45 Fast Ethemnet Frontpanel Port 21 lgnore Yez| 1 Searching - - -
® Int #22  Favorle fe.1.22: Unit: 1 100BASE-TX RJ45 Fast Ethemet Fronipanel Port 22 Ignore Yes| 1 Searching = = =
@ Int #23 |Favorte fe.1.23: Unit: 1 100BASE-TX RJ45 Fast Ethemnet Frontpanel Port 23 lgnore ¥Yez| 1 |Delivering Power 6.4% W Low Power| Low
@ Int #24 | Favorte fe.1.24: Unit: 1 100BASE-TX RJ45 Fast Ethemnet Frontpanel Port 24 lgnore Yes| 1 Searching = = =

Page 19



PathSolutions TotalView

Spanning Tree Monitoring

Knowing what your network is doing at Layer-2 helps to prevent unknown glitches from occurring. By
tracking STP information at the switch level as well as the interface level, it’s easy to determine when your
last STP root bridge election occurred, and which device is acting as the root bridge. Also know which
interfaces are active as well as listening so you don’t cause a reconfiguration by disconnecting the wrong
interface.

path

Path | Phones || Assessment | MOS [QICUGEER Favorites || Issues | Health | Top-10 | WAN || Interfaces | Tools

Device << »>  ®FeA - Suppressed | @lssue  # Commied Bl Inventory|
Topology

Device Device Root = Root Hold

Name IP Address Protocol Version Priority Last change Changes Root Bridge Cost | Port Time
® Brunello 10.100.37.16 ieee8021d - 32768 3% days 01:18:50.90 &7 Barbera [200000/Int #7 €00
Interface << >> A s [Poil

Interface IP Path Designated Forward

Number Address Description Priority State Enable Cost Root | Cost Bridge Port Transactions

Int #1 11 - - - - - - . Z _
®|Int 42 22 128 |forwarding| e |2000000 Barbera 200000 Brunelle 8002 3
®| Int #3 33 lze blocking . 200000 Barbkera 1z B00000a0c81dB5f4| BOOL| 3
®| Int #4 4.4 128 |forwarding . 200000 Barbera/200000 Brunellc E004 1
®|Int #5 55 128 blocking . 200000 Barbera o Barbera EO1E 2

Int #6 6.8 - - - - - = = = -
®|Int #7 77 128 |forwarding - 200000 Barbera o Barbera B012 1

Int #8 8:8 - - - - - = = = -
®|/Int #3 99 128 |feorwarding L 200000 Barkera|200000 Brunellao B009 1

Int #10 1010 - - - = = = = — -
®|/Int #11 1111 128 | blocking ® | 200000 Barbera 38 Shiraz 8011 1€

Int #12 1212 - = = = = - - _ _

Int #13 1313 - - - - - - - - -

Int #14 14: 14 - - - = = = = - -

Int #15 1515 - - - - - - - - -

Int $#16 1818 - - - - - - = = -

Int #17 1717 - - - - - - - - -

Int #18 1318 - - - - - = = = -

Int #19 19: 19 - - - - - - - - -

Int #20 2020 - - - - - = = = -

Int #21 2121 - - - - - - - - -

Int $22 2222 - - = = = = - — _

Int #23 2323 - - - - - - - - -

Int #24 24:24 - - - = = = = - -
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Inventory

Managing your network inventory has never been easier. For any make/model of device discovered on
your network, Manufacturer, Model, Serial Number, Hardware, Firmware, and Software details are now

reported on the inventory tab.

path

Path | Phones

Device Summary << >>  @Feahy - Swppressedissie  @lsus 7 Conmil  LoskConfy LD IEL Y Description] Uptime |
Inventory
Device Device load Excel Code Revision
Name IP Address Manufacturer Model Serial Num Hardware| Firmware Software

LECTEEN CN T @ El Devices

VolP Gateways (2 devices)

@|5an Francisco GW|
@ Santa Clara GW

10.100.37.100 ShoreTel, Inc
10.100.36.100 ShoreTel, Inc

Distribution Network (18 devices)

dge Network (8 devices)

Favorites

Issues

Health | Top-10

WAN

Interfaces.

Tools

@ Barbera 10.100.37.5 Enterasys Networks, Inc AZH124-24P 08133832225 01.0050 03.03.02.0002
@|Bardolino 10.100.36.18 |TP-LINK TECHMOLOGIES CO., LTD.

@ Bordeaux 192.168.202.4 D-Link Gorporation DXS3250 BH7Q15B000649 00.00.01 10025 1101
®|Cabernet 192.168.202.3|H5B25B1 PowerConnect 3424 CN-DUJ393-26296-744-0058 | 00.00.01 1.0.1.01 2.0.020
@®|Chardonnay 10.100.36.54 Hewlett-Packard J9019A CNT20WX0PB Q1002 Q11867
®|Corvina 10.100.36.61 H3C 55600-26C-PWR 210235A11GX093000001 REV.C 514 3.10 Release 1702P42
@ Gamay 10.100.237.2 ADTRAN,Inc. 120050011 G23G2T39 1 1 13.15.00

@® Graciano 10.100.36.40 Allied Telesis Labs Lid

® Grenache 10.100.37.53 |CISCOSYSTEMS, INC.

® Malbec 10.100.36.75 Nortel 5520-24T-PWR SDNIT2075K 32 5003 v5.06026

® Mexlot 10.100.36.48 Extreme Networks 800138 0531G-00251 00-04 TE3E

® |Muscat 10.100.36.51 Nortel Networks 470-48T ACC1002PX #01 3607 V36408
®|Palomino 10.100.38.2 |cisco WS-C3550-24PWR-SMI CATO718Z22GH 2] 12.2(44)SE6 12.2(44)SEE
@® Pinot 10.100.36.53 CISCOSYSTEMS, INC. WS-C3560-24P5-5 CATO847R1GA Vo5 12.2(55)SE1 12 2(55)SE1
@ Riesling 10.100.36.70 |Juniper Metworks

@® Sauvignon 10.100.36.20 Avaya 485DGTS-PWR+ 12JP512HTOHE 10 5621 v5.6.3.025

® Shiraz 10.100.37.3 NETGEAR Netgear GSTxxTP-AT | 1WW8E265M0028C 00.01.02 1010 V52011

@ Zinfandel 10.100.36.27 Cisco Systems, Inc. NSK-C5020P-BF SSI3490F6J 0.0

@ atlanta 10.100.37.1 [Cisto 2621 chassis FTX0921COMG AT 12.2(8r) [emong 8], RELEASE SOFTWARE (fc1)
® Denver 10.100.36.60 Cisco 261D chassis JABO333026P (1953273288) | 0x202

@ Miami 10.100.38.3 [Cisto CISCO2851 FTX1031A21Z Vo3 12.4(1r) [haluong 1r], RELEASE SOFTWARE (fe1)|15.1(4]M8, RELEASE SOFTWARE (fc2)
®|Honolulu 10.100.36.5 [Cisto CISCO2811 FTX1044A378 VO3

®|Honolulu 10.100.38.1 Cisto CISC02811 FTX1044A378 VO3

® NewYork 192.168.202.1/Cisto 2610 chassis JADD418D16T (4052845898) | 0x203

® Internstc 10.100.36.1 |Cisto 2621 chassis JADDGE26CGIC (3208410732) 0x00

®|zinfandel 10.100.36.25 Cisto Systems, Inc. NSK-CS020P-BF SSI13450F6) 0.0

Cisco ASA Firewall (1 devices)

® | CiscoRSh 10.100.36.4
Servers (2 devices)
® REDSONJA
®|vELMR

cisco Systems Inc ASAS505 MK 1435400 V08 1001213 &2(1)

10.100.36.12

10.100.36.10 INTEL CORPORATION

——— —
Total\View Release € (6436) Copyright ©2014 PathSolutions Perpetual License, licensed for 1000 interfaces Feature Reguest
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Description

You can optionally manually enter a description for any or all of your devices using the “Devices” tab in
the Config Tool.

path

Path | Phones | Assessment | MOS JWVENIEER Favorites | Issues | Health | Top-10 § WAN | Interfaces | Tools

Device Summary << >> @ tealfy - Supprassedissus - @lssue 7 Commial - Lock Conty [STP JInventory SIS Support] [ Uptime]
Device Device Internal
Name IP Address Device Description

\VoIP Gateways (2 devices)

@ San Francisco GW 10.100.37.100 ShorsGear2

® Santa Clara GW |10.100.36.100 ShorsGear1
® Barbera 10.100.37.5 Barbera
@ Bardeline 10.100.36.18 |TP-Link TLSG3424P
® Bordeaux 192.168.202 .4 Dlink XStack DXS 3250
@ Cabernet 152.168.202. 3 Swiich - Dell PowerConnect 3424
® Chardonnay 10.100.36.54 Switch - HP ProCurve 2510-24
® Corvina 10.100.36.61 POE Switch - H3C POE $5600
® Gamay 10.100.37.2 | Switch - Adtran Nefvanta 1224
® Graciano 10.100.36.40 POE Switch - Allied Telesis AT-x800-48FE
® Grenache 10.100.37.53
® Malbec 10.100.36.75 Device
@ Merlot 10.100.36.48 Switch - Extreme Network Summitt 300
@ Muscat 10.100.3€.51 Switch - Nortel Baystack 470-48T
® Palomino 10.100.38.2 Cisco Catalyst Switch 3550
@ Pinot 10.100.3€.53 POE Switch - Cisco Catalyst 3560
® Riesling 10.100.36.70
® Sauvignon 10.100.36.20 Sauvignon- Avaya
® Shiraz 10.100.37.3 | Device
® Zinfandel 10.100.36.27 Device
® Atlanta 10.100.37.1 Cisco 2600 - Atlanta
@ Denver 10.100.36.60 Cisco C2600-I-M - Denver
® Miami 10.100.38.3 Cisco 2800 wi Redundant Power Supply
@ Honolulu 10.100.3%.5 | Cisco 2600 - Hawaii
@ Honolulu 10.100.38.1 | Cisco 2600 - Hawaii
® New¥ork 192.168.202.1 Cisco C2600-I-M - New York
® Internet 10.100.36.1 Cisco C2600-J153-M
® Zinfandel 10.100.36.25 Cisco Nexus SD00 - Server Rm
@ Ciscol3h 10.100.36.4  ASA Firewall
® REDSONJRA 10.100.36.12 RedSonja 2008 Server
® VELMA 10.100.3€.10  Windows 2000 Server
Totalview Release 6 ma_:es} Copyright 2014 Paontons Perpetual License, licensed for 7000 miertaces Fealure Request
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Support

The Support tab provides Contract ID, Expiration Date, and Contract Phone number for your devices.
You can enter this information using the “Device” tab in the Config Tool for easy access to this
information in one location.

path

Path | Phones | Assessment | MOS [JNILERN Favorites | Issues | Health | Top-10 | WAN | Interfaces | Tools

Device Summary << > @fesfhi - Suprmsadiie - @fmue ¥ Conmsl Support Uptime |
Support Contract
Device Device Expiration Contract Contract
Name IP Address Date D Phone

®|santa Clara GW [10.100.36.100 12/31/2013 RU2-22312 800-555-3200
®|San Francisco GW 10.100.37.100 12/31/2013 RU2-22312 800-555-3200
®|Chardonnay 10.100.36.54 10/31/2014 HK£9-312 £00-555-0911
®|Barbera 10.100.37.5 12/01/2013 RE-7281-383 800-555-1213
®|Bardoline 10.100.36.18 - - -
®|Brunello 10.100.37.16 12/01/2013 RE-7281-332 800-555-3122
®/Cabernet 192.168.202.3 - - -
®|ELPS00H 10.100.36.7 - - -
®|Corvina 10.100.36.61 - - -
®|Gamay 10.100.37.2 12/31/2014 KRO7-8718-12-7301 888-555-1321
®|Grenache 10.100.37.53 - - -
®|Bordeaux 192.168.202.4 - - -
®|Malbec 10.100.36.75 - - -
®|Merloc 10.100.36.48 10/31/2014 IJ08-3121-00-3208 888-555-1321
®|Muscac 10.100.36.51 10/31/2014 IJ08-3121-00-3208 £88-555-1321
® Palomino 10.100.38.2 = = =
®|Pinct 10.100.36.53 10/31/2014 IJ08-3121-00-3208 £88-555-1321
®|sauvignon 10.100.36.20 - - -
®|SF0-COB-HF5500 [63.147.175.6 - - -
®|shiraz 10.100.37.3 12/01/2014 RE-7281-383 800-555-1213
®|Zinfandel 10.100.36.25 - - -
®|Riesling 10.100.36.70 12/01/2015 - -
®|itlanca 10.100.37.1 - - -
®|ntlanta 192.168.202.2 02/01/2014 127-726-321TV56 650-555-8710
® Denver 10.100.36.60 02/01/2014 127-726-3210V56 £50-555-8710
®|GatewaySwitch  [38.102.148.186 12/31/2014 KRO7-8718-33-7183 888-555-1321
®|Honolulu 10.100.36.5 - - -
®|Internet 10.100.36.1 12/31/2014 KRO7-8718-12-7301 888-555-1321
®|Miami 10.100.38.3 - - -
®|Newyork 192.168.201.2 12/31/2014 KRO7-8718-12-7301 888-555-1321
®| SCWANRTR 38.102.148.163 12/31/2014 X¥RO7-27128-33-7182 £88-555-1321
®|VELMA 10.100.36.10 06/01/2014 87-382-781-7211 408-555-8781
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Financials

The Financials tab provides financial operation information about your equipment. Ensure that you aren’t
running equipment older than expected while gaining insights into the operational costs of your network.
You can see the Manufacturer Date, when the device was Deployed, Procurement Cost, Amortization
Months, Annual Support Cost, and Monthly Operating Cost.

path

Path | Phones | Assessment | MOS [QVENUIEEE Favorites || Issues | Health | To, WAN | Interfaces | Tools

Device << >>  Ofealiy - Supmressed - @lssie 7 Commel [ General | Traffic | PoE § STP [ inventory | Description | Support INSIEREETSS
Compliance Costs

Device Device MFG Deploy Procurement Amort Annual Monthly

Name 1P Address Date Date Cost Months Support Cost Operating Cost
@ Santa Clara GW 10.100.3€.100 - 1z/31/2011 $3,435 4B $168 £85.56
® San Francisco GW 10.100.37.100 = 12/31/2011 £3,435 48 168 £85.56
® Chardonnay 10.100.36.54 5/14/2007 10/31/2012 $983 48 £57 £25.23
@ Brunello 10.100.37.16 6/13/2011 12/01/2011 £765 4B £42 £19.44
® Barbera 10.100.37.5 3/24¢/2008 12/01/2011 $2,350 2B $120 $5B.96
@ Bardelino 10.100.36.18 = =
@ Cabernet 182.168.202.3 - -
® EAPSOOH 10.100.36.7 = =
® Corvina 10.100.36.61 - -
® Gamay 10.100.37.2 6/4/2006 12/31/2012 $B890 48 $51 £22.79
® Grenache 10.100.37.53 - -
® Bordeaux 192.1e68.202.4 = =
® Malbec 10.100.36.75 - -
® Merlot 10.100.36.48 8/1/2005 10/31/2012 $2,450 2B $128 £61.71
® Muscat 10.100.36.51 - 10/31/2012 £4,362 48 £259 £112.46
@ Palomino 10.100.38.2 4/28/2003 =
@ Pinct 10.100.36.53 11/21/2005 10/31/2012 $3,482 48 £230 £91.71
® Sauvignon 10.100.36.20 = =
® SFO-00B-HP5500 ©€3.147.175.¢ 6/7/2010 -
® Shiraz 10.100.37.3 = 12/01/2012 $582 48 £35 £15.04
® Zinfandel 10.100.38.25 11/30/2008 -
® Riesling 10.100.36.70 = =
® Atlanta 10.100.37.1 5/23/200% -
@ Atlanta 192.168.202.2 5/23/2005 02/01/2012 £1,280 4B §135 £37.92
® Denver 10.100.36.60 8/16/188% 0z/01/2012 $1,280 2B $135 £37.92
® GatewaySwitch 38.102.148.186 10/25/1999 12/31/2012 £892 18 £18.358
® Honolulu 10.100.38.5 10/29/2006 -
® Internet 10.100.36.1 6/24/2002 12/31/2012 $1,280 48 §135 £37.92
® Miami 10.100.38.3 7/30/2006 -
® NewYork 192.168.201.2 5/1/2000 12/31/2012 $1,280 48 §135 £37.92
@ SCHANRTIR 38.102.148.163 4/28/2008 12/31/2012 £767 4B £43 £19.56
® VELMA 10.100.36.10 = 06/01/2012 $2,480 48 §136 £63.00
® 5C_Server 10.0.12.5 2/21/2011 2/1/2013 54,520 &0 5267 £97.58
@ 5C_User 3Wl 10.0.12.6 2/21/2011 2/1/2013 £4,520 &0 $267 £97.58
® 5C_User_swz 10.0.12.7 2/21/2011 2/1/2013 $4,520 60 5267 $87.5¢
® CiscoASh 10.100.36.4 8/30/2010 =

Totals| $45,553 $2,778 £1,124
m— - w—
TotalView Release 6 (6455) Copyright 82015 PathSolutions Perpetual License, licensed for 1000 interfaces
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Uptime
The Uptime tab allows you to see uptime information and when a device last rebooted. You can aid in
troubleshooting any device that goes down.

path

Path | Phones | Assessment | MOS JWEYMERR Favorites [ Issues | Health WAN | Interfaces | Tools
Device Summary << >>  ®Teally - Swpessedlssie @ lsve 7 Commisl  Lock Conta [ General | [PoE ] STP | [ Support | Financials UL
Uptime
Device Device SNMP SNMP Daily Weekly Monthly Yearly
Name IP Address | Version Reliability| Uptime Uptime Uptime Uptime Device Last Reboot

VoIP Gateways (2 devices)
®|San Francisco GW|10.100.37.100|SKMPV2C|

® Santa Clara GW

10.100.36.100/SNMFV2C

898.61%
98.63%

99.939%
100.000%

96.171%
100.000%

97.122%
100.000%

T4.268%
97.439%

455 days 20:38:10.96
456 days 22:20:04.96

Distribution Network (18 devices)

® Barbera 10.100.37.5 SNMEV2ZC 97.2B% 98.193% 95.202% 95.778% 81.349% 216 days 21:25:53.00
@ Bardolino 10.100.36.18 |SHMFV2C, 96.62% 97.000% 96.915% 8g.132% 94.444% 37 days 10:28:49.73
@ Bordeaux 192.168.202.4/SNMPV2ZC 99.24% 99.932% 99.502% 99.385% 93.317% 18 days 01:10:24.31
@ Cabernet 192.168.202.3 SHMFV2ZC, S6.29% 99.045% 97.763% 87.910% 82.517% 3B days 06:44:26.11
@ Chardonnay 10.100.36.54 [SNMPFV2ZC 98.94% 100.000% 100.000% 100.000% 99.507% 201 days 02:35:31.40
® Corvina 10.100.36.61 |SNMPV2C 99.01% 100.000% 100.000% 100.000% 9B8.524% 188 days 21:47:26.74
® Gamay 10.100.37.2 SHMPV2C| 97.33% 98.258% 95.615% 96.035% 82.498% 216 days 01:43:35.86
® Graciano 10.100.36.40 |SNMPV2C 99.19% 100.000% 100.000% 100.000% 98.290% 188 days 21:45:30.46
® Grenache 10.100.37.53 |SHMPV2C, 97.90% 99.432% 97.307% 96.920% 94.310% 36 days 09:50:25.16
® Malbec 10.100.36.75 |SNMPV2C 98.89% 100.000% 99.998% 99.998% 97.771% 271 days 01:52:50.78
® Merlot 10.100.36.48 SHMPV2C 99.02% 100.000% 100.000% 100.000% 98.290% 216 days 21:20:24.99
@® Muscat 10.100.36.51 |SNMPV2C 99.37% 100.000% 100.000% 100.000% 98.290% 216 days 21:01:38.78
@ Palomine 10.100.38.2 SHMPV2C| 98.71% 100.000% 100.000% 100.000% 9B.293% 84 days 00:34:31.98
@ Pinot 10.100.36.53 |SNMPV2C S98.86% 100.000% 100.000% 100.000% 9B8.046% 216 days 21:17:39.87
® Riesling 10.100.36.70 |SHMPV2C 99.79% 100.000% 100.000% 100.000% 85.810% 2B days 03:02:29.10
® Sauvignon 10.100.36.20 |SNMPV2C 99.42% 100.000% 100.000% 100.000% 97.210% 146 days 02:15:41.83
® Shiraz 10.100.37.3 SKMPVZC 87.62% g2.200% 97.459% 87.276% 82.480% 215 days 04:38:20.00
® Zinfandel 10.100.36.27 |SNMFV2C 99.07% 100.000% 100.000% 100.000% 99.756% 378 days 00:17:45.48

dge Network (8 devices)

@ Atlanta 10.100.37.1 SNMFV2C 95.10% 98.334% 93.544% 92.068% 82.917% 8B days 01:59:42.45
®|Denver 10.100.36.60 SNMPV2C 99.32% 100.000% 100.000% 100.000% 81.178% 216 days 21:12:06.38
@ Miami 10.100.38.3 SNMEV2ZC 99.21% 100.000% 100.000% 100.000% 9B8.537% 188 days 21:47:55.31
@ Honolulu 10.100.36.5 SNMPFV2C 99.32% 100.000% 100.000% 100.000% 88.727% 83 days 23:40:51.11
® Honolulu 10.100.38.1 SKEMPVZC| 29.32% 100.000% 100.000% 100.000% 96.760% 83 days 23:40:51.24
@ NewYork 192.168.202.1 SNMFV2C 99.32% 100.000% 100.000% 100.000% B3.6B0% 216 days 21:05:20.12
® Internet 10.100.3¢6.1 SKEMPVZC| 29.32% 100.000% 100.000% 100.000% 87.039% 200 days 0B:03:28%.80
® Zinfandel 10.100.36.25 |SNMFV2C 99.07% 100.000% 100.000% 100.000% 97.522% 376 days 00:17:47.91

Cisco ASA Firewall (1 devices)

®|CiscoAsSA

10.100.36.4 SNMFV2C

899.75%

100.000%

100.000%

100.000%

89.507%

271 days 00:24:39.00

Servers (2 devices)

® REDSONJR 10.100.36.12 |SHMFV2ZC, S59.70% 100.000% 100.000% 100.000% 96.5768% 68 days 13:21:57.46
®| VELMA 10.100.36.10 SNMPVZC| 98.63% 100.000% 100.000% 100.000% 97.378% 136 days 01:53:03.34
Total Devices: 31 Avg| 98.70% 185 days 18:56:40.00

————— —
TotalView Release 6 (6426) Copyright ©2014 PathSolutions Perpetual License, licensed for 1000 interfaces Feature Request
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Requirements

The PathSolutions’ TotalView Service installs on a Windows server (or workstation acting as a server),
and can be viewed from web browsers on the network. The following are requirements for the server
and the client web browser.

Server Requirements

The system requirements may be low, depending on the size of your network. As your network grows,
you may need to increase the base system requirements.

Small Network Server Requirements

For networks with less than 1,000 total interfaces, the following hardware requirements are required:
v" Pentium 200 MHz processor or faster (Virtual server is fine)

40 MB of free disk space

256 MB of RAM for the service (512 MB RAM minimum for the server)
100 MBPS Network Interface Card

Runs on both 32 and 64 bit Windows deployments

AR NEE NI NN

Operating systems: Windows 2000 Server/Advanced Server
Windows Server 2003
Windows Server 2008
Windows Server 2012
Windows 2000 Professional
Windows XP Professional
Windows Vista
Windows 7
Windows 8

Medium Network Server Requirements
For networks with more than 1,000 interfaces, but less than 5,000 interfaces, the following hardware
requirements are suggested:

v' Pentium 800 MHz processor or faster (Virtual server is fine)

v" 1 GB of free disk space

v" 1 GB of RAM for the service (2 GB RAM minimum for the server)

v' 100 MBPS Network Interface Card

v Virtual Machine supported up to 5,000 interfaces. Physical hardware is recommended above
5,000 interfaces due to Disk 10 performance.

\

Runs on both 32 and 64 bit Windows deployments

\

Operating systems: Windows 2000 Server/Advanced Server
Windows Server 2003
Windows Server 2008
Windows Server 2012
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Large Network Server Requirements

For networks with more than 5,000 interfaces, the following hardware requirements are suggested:
v" Pentium 1 GHz processor or faster (Virtual server not recommended)

10 GB of free disk space

3 GB of RAM for the service (4 GB RAM minimum for the server)

100 MBPS Network Interface Card, configured for full-duplex operation
15,000k rpm hard drive

Runs on both 32 and 64 bit Windows deployments

SN NN NN

Operating systems: Windows 2000 Advanced Server
Windows Server 2003
Windows Server 2008
Windows Server 2012

Virtual Server Requirements

Running the solution on a virtual server is fully supported for deployments below 5,000 interfaces. The
server should be configured with a fixed (static) MAC address for licensing purposes.
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Installation

Installation and configuration of PathSolutions’ TotalView takes roughly 12 minutes for most networks.

You must have a valid PathSolutions’ TotalView License to use the software. This will usually arrive in
the form of an email from PathSolutions:

pathSolutions

Don't Turtle Your Network

PathSolutions License

Thank vou for acquiring PathSolutions software.

Custocmer Name: Rukies

Start date: 2/9/2015 12:00:00 AM
End date: 2/24/2015 12:00:00 BM
Interfaces: 1000

Itis recommended that yvou register on the FathSolutions website to be informed of updates and new
features as they are released.

Requirements

s Make sure that the computer where the software is installed meets the system reguirements.
+  All network switches, routers, gateways, and servers should have |IF addresses and SMMP
read-only community strings configured. SMMP configuration assistance for cerain devices

is available on our website, or contact supporti@PathSolutions.com.

Installation

1. Download and run the installer:
http-ffwww PathSolutions com/downloadTotalViews(RE006).msi

2. Afterthe program is installed, the QuickConfig wizard will run. Enter the following
information into the QuickConfig wizard to activate the license:

Customer number: 1508060
Customer location: HQ

If vou have any questions, please contact Suppornti@FathSolutions.com or call us at 1-877-748-1444.

License information can be obtained from your PathSolutions reseller or directly from PathSolutions.

PathSolutions license support: 1-877-748-1777
Support@PathSolutions.com

To set up PathSolutions’ TotalView on your machine, use the provided link in the email to download the
latest version from the PathSolutions website.

PathSolutions’ TotalView should be installed on a server or workstation that has a permanent connection
to the network.
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QuickConfig Wizard

Double-click on the installation program and follow the instructions on the screen. The Quick Config
Wizard will auto-configure PathSolutions’ TotalView for you and begin monitoring in just a few minutes.

The QuickConfig Wizard has four steps after Activation:

Step 1: Network Address Ranges
Step 2: SNMP Community Strings
Step 3: Issue Thresholds
Step 4: Emailed Reports

After installation is complete, PathSolutions’ TotalView will scan your network for devices and begin

monitoring.

Activation
You will be asked to enter your subscription information to activate your subscription.

48 TotalView QuickConfig Wizard [

Activation

In order to achivate your licenze, you will need to provide a
custamer number, cuztomer location, and pour contact
information.  Thiz information will be walidated against our
subzcriphion server to activate vour license.

Custarner Mumnber: |E|1 0334

Customer Location: |L.-‘-‘-.El

Solutions

Contact Marme: |Hu|:|_l,l Rojas

Contact Phone: |4EIE-5I]5-8354

Contact Email: |rul:l_|.-|@gEI'I'lStDr'IES:|. com

MAC Address: |75-2b-chebE-d7-d6

| Neuts» | Cancel

L

Enter all fields from your subscription email.

Note: Customer Number and Customer Location fields are case sensitive. These fields must be entered
exactly as they are specified in the subscription email.
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Step 1: Network Address Ranges

The first step allows you to specify the network range or ranges that should be scanned to discover
network devices such as switches and routers.

*;E TotalView QuickConfig Wizard [é]

Step 1 of 4: Network Address Hanges

The QuickConfig \Wizard can scan vour network, for devices
to rnonitor. All interfaces on each device will be monitored.

Specify the network, address ranges that should be scanned.
Mew Addrezs Range

Stating: | {0 . 100 . 37 . 1

Endng | 10 . 100 . 37 . 254
Group: | Default

Solutions

Addresz Ranges to be Checked

15921682011 - 192.168.201. 254 [Default

Add
192168 2021 - 192.168.202.254 [Default
et

<< Previous Neuts» | Cancel |

L

Enter a starting IP address and an ending IP address for each network range that should be scanned. A
group name can be assigned to each IP address range that is added.

Note: Run the Quick Config Wizard once with just a couple of subnets and notice the results. Then you
can re-run the Quick Config Wizard and add successive subnets.

Note: The list of what PathSolutions’ TotalView discovers can be examined and adjusted with the
Configuration Tool.

Note: If a device is in the Network Address Range to be monitored but does not appear on the Device
List Page in TotalView:

1) Use the Poll Device to see if it communicates via the SNMP string. If it Does respond to SNMP
via the Poll Device:

2) The next thing to check is that your Number of Interfaces does not exceed your Licensed
Interface Count. Your Interface Count can be seen at the Bottom of the “Device” page. If your
Interface Count is fine:

3) Check the SwMonlgnore.cfg file to make sure it was not set to be ignored. The
SwMonlgnore.cfg file can be found in C:\Program Files (x86)\PathSolutions\TotalView.

Click "Next" to continue.
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Step 2: SNMP Community Strings

The second step allows you to select what SNMP read only community strings should be used with this
scan.

_
48 TotalView QuickConfig Wizard [

Step 2 of 4: SNMP Community Strings

Specify the SHMP read only community strings [SHMP
pazzwiordz] that are uged on devices in vour netwark. These
will be uzed to access interface information on vour devices.

— Mew Commurity String

| vk Add |

Community ztrings to be checked

public Delete |
expol23d

tove Lp |
ki ove D own |

[ Alzoty SMMPY if o responze from SMPw2c

<<Erevinus| Neuts» I Cancel |

Enter all of the SNMP read-only community strings that are used in your network to help ensure that
network devices are identified.

Note: On Cisco devices, the “@” sign should not be used in a community string as it is reserved for
special use in fetching bridge tables with the Cisco’s Community String Indexing feature.

Click "Next" to continue.
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TotalView

Step 3: Issue Thresholds

The third step will ask what thresholds to use for determining if your network is healthy or not:

-
%% TotalView QuickConfig Wizard

28]

Step 3 of 4: Issue Thresholds

Tataliew tracks utlization and error rates for each network,
interface on vour network,

To help vau quickly determine if paur nebwork, iz healthy, pau
can zet thregholdz for error rates and utilization.

M etwark, ztatug will be declared 'Degraded’ if any network,
interface has:

An emar rate greater than I EE percent

- |:|r -
A peak utilization rate greater than I 5"33: percent

These defaultz should provide a good starting paint for most
networks.

<<Ereviaus| Newtss I Cancel

If an interface has an error rate higher than 5%, network status will be changed to 'Degraded'.

If an interface has a peak utilization rate (transmitted or received) over 90%, network status will be

changed to 'Degraded'.

These numbers can be adjusted to suit your specific network environment and your tolerance for errors.

Click "Next" to continue.
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Step 4: Emailed Reports
The fourth step will ask if you want to receive daily emailed network 'Weather Reports':

48 TotalView QuickConfig Wizard X e

Step 4 of 4: Emailed Reports

Tataliew can emall a daily netwark, "wWeather Report'' to
help vou keep track of your netwark, health.

Do you want to receive these reports? & Hed 7 No

Send to; |rubyruias@gemstunes.mm
Example: jdoe@hotmail. com, b@anl.com

Send fram: |repurts@pathsnlutinns.u:u:um

Solutions

Example: nocietcompary,. com

Mail server IP address; |10.100.46.3

[or DN name] E xample: mail. company. com

Test
<< Previous Newtss | Cancel |

L

Enter the Internet SMTP email addresses that should receive the daily report. You can enter multiple
email addresses by using a semicolon, comma or space character between each email address.

Enter the email address that these messages should be sent from (make sure to use an Internet SMTP
email address -- e.g. bob@company.com). If the email address does not exist, the email will bounce
back to the "Send from" user's mailbox.

You will need to enter the IP address or DNS hostname of your SMTP mail server address. This malil
server should allow SMTP forwarding if you intend to send to individuals at other domain names. See
Appendix C for additional information on SMTP email forwarding.

After entering this information, you can click "Test" to send a test email. If there is a problem sending an
email, you will be presented with detailed information how to resolve the problem.

Click "Finish" to complete the wizard.
After clicking "Finish", the wizard will scan the network ranges for network devices that support SNMP.
The monitoring service will be started, and you will be presented with a web page displaying which

devices are being monitored.

That is all that is necessary to install and configure the program. You should be able to immediately
analyze errors on your network.

The network Weather Report emails are sent out at midnight local time, detailing the status of your
network for the previous day.
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Re-Configuring when your Network Changes
If you have new interfaces on your network, you can re-run the Quick Config Wizard to scan your network
and determine what changes have occurred.

To re-run the Quick Config Wizard, click on "Start". Then choose "Programs", "PathSolutions”,
“TotalView", and "Quick Config Wizard".

You don't have to change any configurations already set with the Quick Config Wizard. Just click "Next"
to every screen and the network will be scanned for new interfaces.
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Automatic Re-Configuration

The Quick Config wizard can be run in automatic mode from a scheduled task if it is desired for new
devices to be automatically discovered on a regular basis.

MonitorWizard.exe /a

When run in automatic mode, the program will not ask any questions but will scan the previous IP
address ranges, will use the previous SNMP community strings, and add any new devices to the service.
The service will then be stopped and then re-started to have the new devices added.

To change what IP address ranges and SNMP community strings are used in the automatic scan, edit the
wizard.ini file:

/#10.100.47.1 - 10.100.47.254 [Default]/
/#10.100.56.1 - 10.100.56.254 [Default]/
/#192.168.136.1 - 192.168.136.10 [Edge Network]/
/#192.168.110.1 - 192.168.110.10 [Edge Network]/
/public/

Make sure all slashes ‘/’ and pound signs ‘# are maintained.
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Using the Web Interface

Navigation Map

The PathSolutions’ TotalView Web layout is easy to follow, and easy to navigate between switches and
interfaces.

Map Path Phones Assessment MOS Devices Favorites Issues Health Top-10 WAN Interfaces Tools
a
Oper Admin
Half Duplex >10 Meg Do BET
10 Meg
r 100 Meg
* * * * IF* MA& Mtt v
Device Daily Weekly Monthly Yearly M Ag (e rfa:e P i VolP
Details Health Health Health Health Tools
Search Search Search
Errors Transmitters Receivers Latency Jitter Loss Calls

Interface «
Details

The top row of the navigation map includes a number of tabs that define different areas of the product.

Web Page Headers

At the top of each web page, general information is displayed: Polling Frequency, Last Poll Time, and
Network Health.

Tabs
Navigating using the web interface is accomplished by using the tabs at the top of the web page:

Path || Phones | Assessment | MOS [EAUGELE Favorites | Issues | Health WAN || Interfaces | Tools

Each tab covers a specific area relating to the health of your network.
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Map

TotalView’s Dynamic Network Map will tell you what is working and not working within 5 seconds of an
outage. Multiple maps and locations can be created for display.

TotalView’s Dynamic Network Maps provide audible and visual cues that are designed to instantly alert
you of network issues. Visual cues indicate the utilization level—links will show as a thin green line if
lightly utilized and become thicker as network utilization increases while a thick red line indicates heavy
utilization. Links will change to a thick black line if the link is down.

Ping points are also available to show if a device is reachable or not, adding further validation of network
stability. Audible alerts play when links or devices go down so you can know what’s happening
immediately and start to remedy the problem.

path

'ET Path | Phones | Assessment | MOS || Devices | Favorites | Issues || Health | Top-10 | WAN | Interfaces | Tools

World Los An Detsch
- 3 oy 2 VN &E Xalyi A

- Detach Link

Atlantic

- XY Coordinates

State is up to date ) 464:1450

Total clease rigl ense, licen i es

Links and Ping Points can be added to this map via the “Config Tool”. To pinpoint locations for adding
lines, use the XY coordinates indicated in the lower right corner of the web page. See pages 154-156 for
more details on using the “Config Tool” to create links on the map.

To pan around the map, click and drag anywhere on the background of the map. To zoom in or out on
any section of the map use the + or — feature on the top left of the map screen.

Click on any line to display a Daily Graph for the monitored interface.
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You can use the “Detach” link in the upper right corner to open a detached view of the network map for
full page viewing.

Legend Line Color Description
Green <10% utilized (lightly utilized)
Yellow ~50% utilized
Red >90% utilized (heavy utilized)
Black Interface is down
White Communication failure (could not read interface status)

path
['EL Path | Phones | Assessment | MOS | Devices | Favorites | Issues | Health | Top-10

Overview
+

WAN | Interfaces | Tools

Sunnyvale ® Denver
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Devices Tab
The Device tab view shows you a list of your monitored network devices and information about each.

General Sub-tab
The “General” sub-tab allows you to manage the device as well as learn about the device capabilities.

. Poll frequency: 00:05:00
- Solutions TotalView Last poll: 2/16/2015 5:33:27 BM
Network health: DEGRADED (1.0%)
| Map | Path | Phones | Assessment | MOS_DETEER Favorites | Issues [ Health | Top-10 T WAN | Interfaces | Tools |
Device Summaw & Healthy Suppressed issus @ Issue 7 Comm fail Lock Config (& 'm m Em m m
08l Services
Device Device Manage #of Oper Oper Admin
Name IP Address Device 12 34567 Int Up Down Down Location Contact
®|5an Francisco GW 10.100.37.100|Telnet S5H Web HTTPS @ @ o) @ . 1 1 ] O | San Francisco ShareTel
@ Santa Clara GW 10.100.36.100 Telnet SSHWeb HTTPS @ @ & @ .1 1 o 0 | Headquariers ShoreTel
® Barbera 10.100.37.5 Telnet SS5H Web HTTRS| | @ 33 14| 1% L] Santa Clara Tim Titus,
@ Bardolino 10.100.36.18 |Telnet SSH Web HTTPS @@ 26| & | 20 0 | SanFrancisco wwnw ip-link.com
® Bordeaux 192.168.202.4|Telnet S5H Web HTTPS | @ 115 3 48 0 Sunnyvale Sally Toner
® Cebernet 192.168.202. 3| Telnet SSH Web HTTPS| | @ 37| 3 Z6 [i]
@®|Chardonnay 10.100.36.54 |Telnet S5HWebHTTRPS & @ e 28 3 25 1] Santa Clara Sally Toner
® Corvina 10.100.36.61 | Telnet SSHWebHTTPS o e @ ® 33 7 26 4 Hangzhou China Hangzhou H3C Technologies Co., Ltd
®| Gamay 10.100.37.2 Telnet S5H Web HTTPS . ® 25 & 19 1] Santa Clara, CA Tim Titus
®| Gracianc 10.100.36.40 Telnet SSH Web HTTPS . 53| 2 51 0 SanFranciscoe SallyToner
® Grenache 10.100.37.53 |Telnet SSHWeb HTTRS| @ 25 2 23 L] Sunnyvale, CA noc@pathsalutions com
@® Malbec 10.100.36.75 |Telnet SSHWeb HTTPS (@ @ 24 | 11| 13 0 | Santa Clara Sally Toner
@ Merlet 10.100.36.48 Telnet SSHWebHTTPS @ @ o @ e 31 7 24 0 Sants Clara, CA noc@pathsolutions.com
® Muscat 10.100.36-51 |Telnet SSHWeb HTTPS| @ @ 48 ) 42 [i] Santa Clara, CA Tim Trtus
@ Palomino 10.100.38.2 Telnet 35H Web HTTPS @ @ 27 4| 23 0 | Sacramento Steve Sisk
® Pinot 10.100.36.53 Telnet SSHWebHTTPS |e @ 27|12 15 0 Sants Clara Sally Toner
® Riesling 10.100.36.70 |Telnet SS5H Web HTTRPS . 36 ZZ 7 L]
® Szuvigneon 10.100.36.20 Telnet 3SHWebHTTPS |e @ 51 & 45 0 SanFrancisce,CA noc@pathsolutions.com
®| Shiraz 10.100.37.3 Telnet SSH Web HTTPS | @ 34 3 20 0 Santa Clara Sally Toner
® Zinfandel 10.100.36.27 Telnet 3S5H WebHTTPS |@ @ ® 432 4 38 0 snmplocation who@where
@ Atlanta 10.100.37.1 Telnet SSHWeb HTTRS| & & @ * 3 s 1 1 Atlanta, GA Sally Toner x 4005
@ Denver 10.100.36.60 |Telnet SSHWebHTTPS| e @@ e 3 2 1 1 Denver, CO sally@pathsolutions.com
@|Miami 10.100.38.3 | Telnet SSHWebHTTPE (e e@ . 3 2 1 o
® Honolulu 10.100.36-5 Telnet SSH Web HTTPS| @ & @ * 3 2 1 1
@ Honolulu 10.100.38.1  Telnet 55H Web HTTPS | @ o/® ¢ 32 1| 1
® NewYork 192.168.202.1 Telnet SSH Web HTTRPS @ @ @ * 3 2 1 1 MNew York, NY sally@pathsolutions_com
®|Internet 10.100.36.1 |Telnet SSHWebHTTRPS| |# ® /& .z i o O | San Francisco, CA Tim Titus x4413
® Zinfandel 10.100.36.25 Telnet SSHWebHTTPS |e @ ® 42 4 38 0 snmplocation who@whers
® CiscoRSh 10.100.36.4 Telnet 35H Web HTTPS . 24 7| 17 0 | Santa Clara, CA Tim Titus x111
@® REDSONJA 10.100.36.12 |Telnet SSHWeb HTTPS| @ @ & & ® 19 14| 5 0 | Santa Clara, CA Sally Toner
®| VELMA 10.100.36.10 |Telnet 55H Web HTTPS . . 1 1 ] O | Santa Clara, CA Tim Titus
Total Devices: 31 Total interfaces:| 803 166 637 8
TotalView Release 6 (6426) Copyright @2014 PathSolutions Pempetual License, licensed for 1000 interfaces Festure Request

The first column includes a green dot, red dot, yellow dot, or a ? Status indicator. If a device has an
interface that is healthy, the status for the device will be green. If a device has an interface that is
degraded (utilization or error rate is higher than the configured threshold), the status for the device will be
red. An interface will be yellow if an interface is manually marked as suppressed by the user.
Suppressing an interface can be done by clicking on the status (colored dot) and selecting to suppress
that particular interface. A red ? will be shown if there is communication failure with that device.

The first column will show a Green, Red, or Yellow Dot. A Green dot means the device is healthy, a Red
Dot means the device is degraded according to your Issue Thresholds, and a Yellow dot means that the
device has been suppressed to not display as degraded.

The Device Name (programmed into the switch as the system name, hostname, or sysName) is displayed
in the second column. To change this, you should login to the device and change the device’s internal
name (hostname) or "sysName". Refer to the device manufacturer's documentation to determine how to
change this information.
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If you click on the device name, it will link to a summary of the device, listing all of the interfaces that exist
on the device, along with detailed information about the device. Refer to the "Interface Summary" section
on page 49.

The managed IP address of the device is listed in the third column.

The Manage Device column includes links to Telnet, SSH, Web, and HTTP into the device, as well as the
syslog information received from the device.

The OSI Services column includes information relating to the OSI services that the device provides. A
layer-2 switch would display as providing OSI layer 2 services. A router would display as providing layer
2 and layer 3 services.

The # of Int column displays the total number of interfaces on the device.

The Oper up column displays the total number of operationally up interfaces on the device. These
Interfaces are in use.

The Oper down column displays the total number of operationally shut down interfaces on the device.
These interfaces are not in-use and will have an inactive link light.

The Admin down column displays the total number of administratively shut down interfaces on the device.
These interfaces have been manually disabled by the network administrator and will not function if a node
is connected to the interface.

The Location column of information displays the location of the device. This information is configured on
the switch as the location or "sysLocation" of the device. Refer to the device manufacturer’s
documentation to determine how to change this information.

The Contact column of information displays the contact for the device. This information is configured on
the device as the contact or "sysContact" of the switch. Refer to the device manufacturer’s
documentation to determine how to change this information.

Note: If PathSolutions’ TotalView reads an email address in the sysContact field, it will create a web link
to the email address.
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Traffic Sub-tab
The “Traffic” sub-tab displays information about the device’s packets and broadcasts seen:

path

Path | Phones | Assessment | MOS WWEVMITER Favorites | Issues | Health | Top-10 | WAN | Interfaces | Tools

. sz i 7 Comi ) r . .
Device Summary << >> ®Hestly - Suppressedissie @ lssue 7 Commiall Lock Corfig LT PoE | STP Jinventory J Description | Support | Financials J Uptime

Avg Daily Avg Daily Avqg Daily Last Poll
Device Device Packets Broadcasts Broadcast Rate Broadcast Rate
Name IP Address Tx Rx Tx Rx Tx Rx Tx Rx

VolP Gateways (2 devices)

@ San Francisco GW/10.100.37.100 BBk| EZk 0 Sk 0.047% 10.036% 0.000% 20.377%
®| Santa Clara GW 10.100.36.100 177k 169k 1k 1,386k 0.666% 91.738% 0.000% 57.377%
@ Barbera 10.100.37.5 B892k 892k 1,370k 37¢k €0.567% 29.850% €7.024% 30.071%
@ Bardelino 10.100.36.18 4,165k 4,553k 14,165k 51,820k 77.275% 91.923% 4.865% 94.1E7%
®|Bordeaux 192.168.202.4 43,250k 43,467k 1,131k 148k 2.550% 0.341% 6.270% 0.841%
@ Cabernet 182.168.202.3 17,105k 17,146k 282k 254k 1.627% 1.464% 4.453% 4.0259%
@ Chardonnay 10.100.36.54 T 6k| Tlk 1,140k 722k 53.681% 91.030% 9.375% E3.8B1%
®|Corvina 10.100.36.61 T4k 70k 856k 153k 91.989% 68.417% 91.678% 68.956%
@® Camay 10.100.37.2 T2k| Tik 24k 37k| 25.30€% 34.373% 54.E634% 79.977%
®| Graciano 10.100.36.40 T 9K| :11).4 1] 407k 0.000% B3.564% 0.000% E4.295%
®|Grenache 10.100.37.53 151k 101k 2k 99k 1.836% 49.564% 2.073% 49.383%
@® Malbec 10.100.36.75 8,205k B, 974k 45,722k 8,353k 83.240% 51.033% 49.254% 18.313%
@ Merlot 10.100.36.48 1,894k 1,894k 1€k 137k 0.850% 9.006% 3B.940% 20.501%
@ Muscat 10.100.36.51 2,250k 2,085k 10,308k 1,692k 82.080% 44.792% 75.396% 39.304%
®|Palomino 10.100.38.2 125k 136k 0 o 0.000% 0.000% 0.000% 0.000%
@ Pinot 10.100.36.53 5,594k 5,647k 0 ] 0.000% 0.000% 0.000% 0.000%
@ Riesling 10.100.36.70 E7k| 457k 0 165k 0.041% 26.590% 0.000% 0.000%
@® Sauvignon 10.100.36.20 43,743k 45, 283k 11,442k 235k 20.735% 0.518% 20.383% 0.548%
@ Shiraz 10.100.37.3 424k 425k 175k 179k| 29.214% 29.747% 46.797% 46.504%
®| Zinfandel 10.100.36.27 T 6k| TEK! 67k 9814k 46.882% 92.633% 16.962% B7.653%
@ Atlanta 10.100.37.1 Z,11z2k Z,113k Sk 18k| 0.468% 0.858% 0.674% 1.851%
@ Denver 10.100.36.60 2,058k 2,051k 4k 174k 0.223% 7.848% 0.266% B.371%
®|Miami 10.100.38.3 29k 12k 0 o 0.000% 0.000% 0.000% 0.000%
@ Honolulu 10.100.36.5 131k 114k 8k 176k €.365% 60-647% 6.352% 60.364%
® Honolulu 10.100.38.1 131k 114k 8k 176k €.365% 60.647% 6.392% 60.444%
®|NewYork 192.168.202.1 2,923k 2,907k 4k 14k 0.170% 0.491% 0.264% 0.903%
® Internet 10.100.36.1 1,357k 1,3B5k Sk 1,445k 0.822% 51.051% 0.802% 4Z.810%
®| Zinfandel 10.100.36.25 T 6k| TEK] 67k 984k 46.882% 92.633% 16.962% B7.649%
@ CiscoRSR 10.100.36.4 113k 3,102k 3,337k 6,487k 26.708% €7.651% 57.349% BZ.429%
®| REDSONJA 10.100.36.12 328k 355k Tk 312k 2.327% 46.783% 2.642% 47.734%
@ VELMAE 10.100.36.10 3EBk| 41k 2k 154k 8.154% 78.B0E8% £.929% EZ.414%

— ——
TotalView Release 6 (6436) Copyright 2014 PathSolutions Pempetual License, licensed for 1000 interfaces Feature Reguest

This permits you to determine the average daily broadcast rate and compare it to the last poll broadcast
rate to help identify devices that are transmitting or receiving a high level of broadcasts.

Note: If a device is transmitting a high percentage of broadcasts, it is more likely that one of its
interfaces is receiving a high percentage of broadcasts from one of its ports, and then transmitting
those broadcasts to all interfaces on the device. Click on the device and look for interfaces that
are receiving a high broadcast rate to determine the device that is broadcasting.
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PoE Sub-tab

The “PoE” tab shows information on the status and power consumption of the devices, the percentage of
utilization that is running, and the level of alarms that have been set to alert you if power is running low.

path

Path | Phones | Assessment | MOS [QIEUGELE Favorites || Issues | Health p WAN | Interfaces | Tools

Device Summary << > ®Mesly  Swpressealisie @lssus 7 Gommial Lotk Conto PoE [ Support ] Financials ]
Power Supply (PSU)
Device Device Rating Present % Power Alarm
Name IP Address Group Status (Watts) Consumption Utilization Threshold
olP Gateways (2 devices)
@ 5an Francisco GW|/10.100.37.100 - - - - - -
® Santa Clara CW 10.100.36.100 - - - - - -
Distribution Network (18 devices)
10.100.37.5 1 Cn 39 W 17 W 44% 11%
10.100.36.18 - - - - - -
182.168.202.4 - - - - - -
192.168.202.3 - - - - - -

|

®|Barbera
®|Bardolino
®|Bordeaux
@|Cabernet

@ Chardonnay 10.100.36.54 - - - - - -
@ Corvina 10.100.36.61 1 On 300 W 0w 0% BO%
® Gamay 10.100.37.2 - - - - - -
® | Graciano 10.100.36.40 = = - - - =
@ Grenache 10.100.37.53 - - - - - -
@ Malbec 10.100.36.75 1 Cn 320 W [ 0% E0%
®|Merliot 10.100.36.48 1 on 376 W AW 1% 90%
®|Muscat 10.100.36.51 = = - - - =
@|Paloming 10.100.38.2 1 on 360 W 15 W 4% -nfa-
@ Pinot 10.100.36.53 1 Cn 370 W 25 W 7% -n/a-
®|Riesling 10.100.38.70 - - - - - -
® Sauvignon 10.100.36.20 1 Cn 855 W [ 0% B0%
® Shiraz 10.100.37.3 1 Cn 192 W 0 0% 895%
@ Zinfandel 10.100.36.27 = - - - - =
@ Atlanta 10.100.37.1 - - - - - -
®|Denver 10.100.36.60 = = - - - =
@ Miami 10.100.38.3 - - - - - -
@®|Honolulu 10.100.36.5 = = - - - =
®|Honolulu 10.100.38.1 - - - - - -
® NewYork 182.168.202.1 = = - - = -

®|Internet 10.100.38.1 - - - - - -

® | Zinfandel

®|CiscodsSh

|

ervers (2 devices)

® REDSONJA
®|VELMA

10.100.36.25 - - - - = =

[Cisco ASA Firewall (1 devices)

10.100.36.4

10.100.36.12
10.100.36.10

- —
Total\iew Release 6 (5436) Copyright 82014 PathSolutions Pemetual License, licensed for 1000 interfaces Feature Request

This allows you to quickly determine if there are any high-power drawing devices that are connected to
the switch or if there are any power faults.
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STP Sub-tab
The “STP” tab shows the device’s Spanning Tree information:

path

Path | Phones | Assessment | MOS [WENGERR Favorites | Issues | Health p WAN | Interfaces || Tools

Device Summary << >> OFEtiny - Suprssediisue @ aue 7 Commial Leck ot STP [ Financials |

Topology
Device Device Root Root Hold
Name IP Address Protocol Version Priority Last change Changes Root Bridge| Cost Port Time
VolP Gateways (2 devices)
@®|5an Francisco GW|/10.100.37.100 - - - - - - - - -
®| Santa Clara GW 10.100.36.100 = = = = = = = = =

Distribution Network (18 devices)

® Barbera 10.100.37.5 ieeeB021d Unknown 32768 26 days 00:35:27.00 79 Barbera 0 - 600
®|Bardolino 10.100.36.18 ieeeB0Z21d = 32768 19 deys 03:33:35.00 | 118830 Merlot 20010 Int #2 o
@ Bordeaux 182.168.202.4 ieeeB021d rstp 32768 1% days 00:38:28.57 5 Bordeaux 0 - 100
#®|Cebernet 1%2.168.202.3 ieeeB0Z1d - 32768 39 days 06:15:48.45 1 Bordeaux 19 Int #1 100
®|Chardonnay 10.100.36.54 ieeeB021d - 32768 196 days 03:42:46.35| 18231 Merlot |200010 Int #15 &00
®| Corvina 10.100.36.861 Unknown - 32768 189 days 21:16:43.16 o Corvina 0 - s}
@ Gamay 10.100.37.2 ieeeB021d - 32768 0 days 06:14:45.07 125 Barbera 13 Int #24 3oo0
® Graciano 10.100.36.40 ieesB021d - 32768 - o Graciano o - 100
@ Grenache 10.100.37.53 ieeeB021d - 32768 0 days 08:58:23.55 1} Barbera 13 Int #35 100
® Malbec 10.100.36.75 ieeeB021d = 32768 4 days 05:39:04.73 51519 Merlot 10 Int #3 100
@ Merlot 10.100.36.48 ieesB0Z1d - 32768 18 days 01:07:01.00 3g%6 Merlot a - 100
@ Muscat 10.100.36.51 ieeeB021d = 32768 196 days 03:40:30.07| 50620 Merlot 1o Int #2 100
#®|Palomino 10.100.38.2 ieeeB0Z1d - 32768 &4 days 00:3€:57.00 i Palomino il - 100
@ Pinot 10.100.36.53 ieeeB021d = 32769 1% days 03:34:00.00| 17011 Merlot 29 Int #6 100
®|Riesling 10.100.36.70 - - - - - - - - -
@ Sauvignon 10.100.36.20 ieeeB021d = 32768 2 days 20:52:56.66 2 Merlot 39 Int #7 100
®|Shirez 10.100.37.3 ieeeB0Z1d - 32768 2 days 07:54:03.07 21 Barbera 38 Int #1 100
@ Zinfandel 10.100.36.27 Unknown = 32769 1% days 03:34:01.00 128 Merlot 43 |Int #436244480 1
@®|Atlanta 10.100.37.1 - - - - - - - - -
®| Denver 10.100.36.60 = = = = = = = = =
@ | Miami 10.100.38.3 - - - - - - - - -
@ Honclulu 10.100.36.5 = = = = = = = = =
® Honolulu 10.100.38.1 - - - - - - - - -
@ NewYork 182.168.202.1 = = = = = = = = =
® Internet 10.100.36.1 - - - - - - - - -
@ Zinfandel 10.100.36.25 Unknown = 32769 1% days 03:34:04.00 128 Merlot 43 |Int #436244480 1
@ CiscoRASRE 10.100.36.4 - - - - - - - - -
@ REDSONJA 10.100.36.12 = = = = = = = = =
® VELMA 10.100.36.10 - - - - - - - - -
— - w—
TotalView Release 6 (6426) Copyright 82014 PathSolutions Perpetual License, licensed for 1000 interfaces Feature Request

Determine when your last STP root bridge election occurred and which device is acting as the root
bridge. Also know which interfaces are active as well as listening so you don’t cause a reconfiguration by
disconnecting the wrong interface.
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Inventory Sub-tab

The “Inventory” tab shows details about a device’s internal information. For any make/model of device
discovered on your network, the Manufacture Date, Model, Serial Number , Hardware, Firmware and
Software OS revisions are reported.

path

Path | Phones | Assessment | MOS \WWENIEER Favorites | Issues | Health | Top-10 | WAN | Interfaces | Tools

Device Summary << >>  STealli — Supmssadbsie - @l TConmiEl - Laskconts Inventory [ Support] [ Uptime]
Inventory
Devi i Code Revision
evice Device
Name 1P Add Manuf Model Serial Num Hardware Firmware Software
® San Francisco GW|10.100.37.100|ShoreTel, Inc
® Santa Clara GW 10.100.36.100 ShoreTel, Inc
Distribution Network (18 devices)
® Barbera 10.100.37.5 | Enterasys Networks, Inc. A2H124-24P 03133832225E 01.00.50 03.03.02.0002
®|Bardolino 10.100.36.18 |TP-LINK TEGHNOLOGIES CO., LTD,
# Bordeaux 192.168.202 . £ D-Link Comoration DXS3250 BH7Q158000649 00.00.01 100325 11011
® Cabernet 192.168.202. 3| HSB25B1 FowerConnect 3424 | CN-DUJ383-23298744.0058 | DD.0D.01 1.01.01 20020
@ Chardonnay 10.100.36.54 Hewlett-Packard JOD18A CNT20WX0PE Q@10.02 Q1187
® Corvina 10.100.36.61 H3C S5600-26C-PWR 210235A11GX093000001 REV.C 514 3.10 Release 1702P42
® Gamay 10.100.37.2 |ADTRAN, Inc. 1200500L1 623Ga7ES 1 1 131500
® Graciano 10.100.36.40 | Allied Telesis Labs Ltd
® Grenache 10.100.37.53 |CISCO SYSTEMS, INC.
® Malbec 10.100.36.75 |Nortel 5520-24T-PWR SONIT2075K 32 5003 ¥5.0.6.026
®|Merlot 10.100.36.48 |Extreme Networks 200133 0531G-00251 00-04 7836
@ Muscat 10.100.36.51 |Nortel Networks 470-45T AGG1002PX #01 3607 V36408
@ Falomino 10.100.38.2 | cisco WS-C3550-24PWR-SMI CATD71822GH 0o 12.2(44)SE6 12.2(44)5E6
® Finot 10.100.36.53 |CISCO SYSTEMS, INC. WS-CIS60-24P5-5  CATDS4TRIGA VoS 12.2(55)SE1 12.2(85)5E1
@ Riesling 10.100.36.70 Juniper Metworks
® Sauvignon 10.100.36.20 Avaya 4350GTS-PWR+ 12JPS12HTOHE 10 5.6.21 v5.6.3.025
® Shiraz 10.100.37.3 |NETGEAR Netgear GSTxxTR-AT  1WWS265MO02EC 00.01.02 1010 V5.2.0.11
® Zinfandel 10.100.36.27 | Cisto Systems, Inc M3K-C5020P-BF 55I1348076) 0o
® 2tlanta 10.100.37.1 |Cisco 2621XM chassis FTX0921C0MG T 12.2(3r) [cmong 8r], RELEASE SOFTWARE (fc1)
®| Denver 10.100.36.60 |Cisco 2610 chassis JABD333026P (1953273289) | (%202
® Miami 10.100.38.3 |Cisco CIsCo2851 FTX10314212 V03 12.4(1r) [hqluong 1r], RELEASE SOFTWARE (fc1){15.1(4)M8, RELEASE SOFTWARE (fc2)
® Honolulu 10.100.36.5 |Cisco cISCo2811 FTX1044A378 VO3
® Honclulu 10.100.38.1 |Gisco CISCO2811 FTX10444378 Vo3
® NewYork 192.168.202.1|Cisco 2610 chassis JADD418016T (4052845888) | 0203
® Internet 10.100.36.1 |Cisco 2621 chassis JADDG26CGIC (3208410732) Dx00
@/ Zinfandel 10.100.36.25 |Cisco Systems, Inc NSK-C5020P-5F 5511343076 0.0
[Cisco ASA Firewall (1 devices)
@ CiscolSh 10.100.3&8.4 | cisco SystemsInc. ASASSDS JMK1435400% VDE 1.001213 8.2(1)
® REDSONJA 10.100.36.12
® VELMA 10.100.36.10 |INTEL CORPORATION
—————————————— m—
TotalView Release 6 (6436) Copyright ©2014 PathSolutions Perpetual License, licensed for 1000 interfaces Feature Request

An Inventory Excel spreadsheet can be downloaded by clicking on the “Download Excel” button.
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Description Sub-tab
The Description tab shows the description that you manually entered in the “Config Tool” for the device.

path

Path | Phones | Assessment | MOS JIWVEMEELE Favorites | Issues | Health | Top-10 | WAN | Interfaces | Tools

Device Summary << >> @ity - Suppresscdissue  @lssue ¥ Commial - LockConfio Description [STTTEY
Device Device Internal
Name IP Address Device Description

VolP Gateways (2 devices)

@ 5an Francisco GW 10.100.37.100 ShoreGear2
®|santa Clara G | 10.100.36.100 ShoreGear 1
Distribution Network (18 devices)

@ Barbera 10.100.37.5 Barbera

@ Bardolino 10.100.36.18 TP-lLink TLSG3424P

@ Bordeaux 192.168.202.4 Dlink XStack DXS 3250

@ Cabernet 192.168.202.3 Switch - Dell PowerConnect 3424

#®|Chardonnay 10.100.3€.54 Switch - HP ProCurve 2510-24

® Corvina 10.100.36.61 POE Switch - H3C POE 55800

®| Camay 10.100.37.2 Switch - Adtran Nef'Vanta 1224

® Cracianc 10.100.36.40 POE Switch - Alied Telesis AT-xS00-45FE

@®|Grenache 10.100.37.53

@ Malbec 10.100.36.75 Device

@ Merlot 10.100.36.48 Switch - Extreme Network Summitt 300

@ Muscat 10.100.36.31 Switch - Nortel Baystack 470-48T

@ Palcminc 10.100.38.2 Cisco Catalyst Switch 3550

@ Pinot 10.100.3€6.53 POE Switch - Cisco Catalyst 3560

@ Riesling 10.100.3€.70

® Sauvignon 10.100.36.20 Sauvignon - Avaya

® | Shiraz 10.100.37.3 Device

® Zinfandel 10.100.3€.27 Device

@ Atlanta 10.100.37.1 Cisco 2600 - Atlanta

@ Denver 10.100.36.60 Cisco C2600--M - Denver

@ Miami 10.100.38.3 Cisco 2800 wf Redundant Power Supply

@ Honolulu 10.100.3€.5 Cisco 2800 - Hawail

@ Honolulu 10.100.38.1 Cisco 2800 - Hawaii

® New¥ork 1%2.168.202.1 Cisco C2600--M - New York

® Internet 10.100.36.1 Cisco C2800-153-M

® Zinfandel 10.100.3€.25 Cisco Nexus S000 - Server Rm

@®|CiscolShE 10.100.36.4 ASA Firewsll

® REDSONJA 10.100.36.12 RedSonja 2008 Server

@ VELMA 10.100.36.10 Windows 2000 Server

— — —

Total\iew Release 6 (6435) Copyright 2014 PathSolutions Perpetual License, licensed for 1000 inierfaces Fealure Request

If a device goes offline and all that you see is a red ?, you will no longer see any SNMP device hame or
information. Manually typing in a Device Description using the Config Tool will allow you to see a
description on what device went offline.
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Support sub-tab
The “Support” tab will display support contract information for each monitored device:

path

Path | Phones | Assessment | MOS [QYENIEER Favorites || Issues | Health | Top-10 | WAN | Interfaces || Tools

Device << >>  Ofealiy - Supmressed - @lssie 7 Commel Support
Support Contract
Device Device Expiration Contract Contract
Name IP Address. Date ID Phone

@ Santa Clara GW 10.100.3€.100 1z/31/2013 RUS-ZZ31Z B00-555-3200
® San Francisco GW|10.100.37.100 12/31/2013 RUB-22312 B00-555-3200
® Chardonnay 10.100.36.54 10/31/2014 HEE9-312 E00-555-0911
@ Brunello 10.100.37.16 12/01/2013 RE-72B1-332 B00-555-3122
@ Barbera 10.100.37.5 12/01/2013 RE-T7ZB1-383 BO0-555-1213
® Bardolino 10.100.36.18 = = =

@ Cabernet 192.168.202.3 - - -

® EAPS00H 10.100.36.7 = = =

® Corvina 10.100.36.61 - - -

® Gamay 10.100.37.2 12/31/2014 KRO7-8718-12-7301 BBB-555-1321
® Grenache 10.100.37.53 - - -

® Bordeaux 192.168.202.4 - - -

® Malbec 10.100.36.75 - - -

@ Merlot 10.100.36.48 10/31/2014 IJ08-3121-00-3208 BBB-555-1321
® Muscat 10.100.36.51 10/31/2014 IJ08-3121-00-3208 BBE-555-1321
@ Palomino 10.100.38.2 - - -

® Pinot 10.100.36.53 10/31/2014 IJ08-3121-00-3208 BBE-555-1321
® Sauvignon 10.100.36.20 - - -

® SFO-00B-HP5500 ©€3.147.175.¢ - - -

® Shiraz 10.100.37.3 12/01/2014 RE-7281-383 B00-555-1213
® Zinfandel 10.100.38.25 - - -

® Riesling 10.100.36.70 12/01/2015 = =

® Atlanta 10.100.37.1 - - -

@ Atlanta 192.168.202.2 02/01/2014 127-726-3210V56 650-555-6710
® Denver 10.100.38.80 02/01/2014 127-726-321U0V56 850-555-6710
@ GatewaySwitch 38.102.148.186 12/31/2014 ER07-8718-33-7183 BBE-555-1321
® Honolulu 10.100.36.5 - - -

@ Internet 10.100.36.1 12/31/2014 ER07-8718-12-7301 BBE-555-1321
® Miami 10.100.38.3 - - -

@ NewYork 192.1e8.201.2 12/31/2014 KRO7-8718-12-7301 BBB-555-1321
@ SCHANRTIR 38.102.148.163 12/31/2014 KRO7-871E-33-7182 BEE-555-1321
® VELMR 10.100.36.10 06/01/2014 87-382-781-7211 408-555-8781
® 5C_Server 10.0.12.5 - KF-EBZTRIZ-Z1Z BBB-555-3415
@ 35C_User_ 35Wl 10.0.12.6 = XF-B27RZ-212 BEB-555-3415
® SC_User SWzZ 10.0.12.7 - KF-EBZTRIZ-Z1Z BBB-555-3415
® CiscoASh 10.100.36.4 = = =

— — —
TotalView Release 6 (6455) Copyright 82015 PathSolutions Perpetual License, licensed for 1000 interfaces

This information can be entered via the Configuration Tool.

The system will send an email if any of the support contracts are within 30 days of expiration to help
make sure support contracts don’t lapse.
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Financials

The Financials tab provides financial insights into the operational costs of your network in one location.
You can add additional information to manage inventory and track and amortize operational costs and
compliance requirements. Ensure that you aren’t running equipment older than expected.

Enter and track when a device was Deployed, Procurement Cost, Amortizations Months, Annual Support
Cost, and Monthly Operating Cost.

path

Path | Phones | Assessment | MOS JVENREER Favorites | Issues | Health | Top-10 | WAN | Interfaces | Tools

Device Summary << >> @y Sweemedume  enwe 7o [ Support ELENEETE Uptime
Compliance Costs
Device Device MFG Deploy Procurement Amort Annual Monthly
Name IP Address Date Date Cost Months Support Cost Operating Cost

®|Santa Clara GA [10.100.36.100 - 12/31/2011 $3,435 48 $163 £85.56
® San Francisco GW 10.100.37.100 - 12/31/2011 $3,435 48 §lea §$85.56
®|Chardonnay 10.100.36.54 5/14/2007 10/31/2012 3983 48 $57 $25.23
®|Barbera 10.100.37.5 3/24/2008 12/01/2011 $2,350 48 $120 $56.96
®|Bardolino 10.100.36.18 - -
®|Brunello 10.100.37.16 6/13/2011 12/01/2011 5765 48 542 $19.44
®/Cabernet 192.168.202.3 - -
®|ERPS00H 10.100.36.7 - -
®|Corvina 10.100.36.61 - -
®|Gamay 10.100.37.2 6/4/2006 12/31/2012 $390 48 $51 §22.79
®|Grenache 10.100.37.53 - -
®|Bordeaux 192.168.202.4 - -
®|Malbec 10.100.36.75 - -
® Merlot 10.100.36.48 8/1/2005 10/31/2012 £2,450 48 §12a £81.71
® Muscat 10.100.36.51 - 10/31/2012 $4,362 48 §259 £112.4€
® Palomine 10.100.38.2 4/28/2003 -
® Finot 10.100.36.53 11/21/2005 10/31/z01z2 $3,482 48 §230 £31.71
® Sauvignon 10.100.36.20 - -
®|SFO-00B-HP5500 [63.147.175.6 6/7/2010 -
®|shiraz 10.100.37.3 - 12/01/2012 §582 48 $35 §15.04
®|zinfandel 10.100.36.25 11/30/2009 -
®|Riesling 10.100.36.70 - -
®|2tlanta 10.100.37.1 5/23/2005 -
®|2tlanta 192.168.202.2 5/23/2005 02/01/2012 $1,280 48 §135 £37.92
® Denver 10.100.36.60 8/16/1599% 02/01/2012 $1,280 48 5135 $37.92
®|GatewaySwitch 38.102.148.186 10/25/1988 12/31/2012 5882 48 §18.58
®|Honolulu 10.100.36.5 10/2%/2006 -
®|Internet 10.100.36.1 6/24/2002 12/31/2012 $1,280 48 $135 §37.92
®|Miami 10.100.38.3 7/30/2006 -
®|NewYork 192.168.201.2 5/1/2000 12/31/2012 $1,280 48 $135 §37.92
®|SCHANRTR 38.102.148.163 4/28/2008 12/31/2012 5767 48 543 $19.56
® VELMA 10.100.36.10 - 08/01/2012 £2,480 48 §$136 £83.00
®|5C_Server 10.0.12.5 2/21/2011 2/1/2013 £4,520 &0 5267 £97.58
@/ 5C_User SW1 10.0.12.¢ 2/21/2011 2/1/2013 54,520 60 5267 $97.58
®|3C_User_S5SW2 10.0.12.7 2/21/2011 2/1/2013 54,520 &0 5267 $87.58
®|Ciscorsa 10.100.36.4 8/30/2010 -

Totals: $45,553 52,778 £1,124

— —
Total\iew Release 6 (6441) Copyright ©2014 PathSolutions Perpetual License, licensed for 1000 interfaces.
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Uptime Sub-tab
The “Uptime” tab displays current status information on the device:

Poll frequency: 00:05:00
Ja | |_80|uti°|‘|s TotalView Last poll: 2/17/2015 4:12:43 BM
Network health: DEGRADED {1.0%)
| Map | Path [ Phones I Assessment | MOS UIWEWEEERN Favorites | Issues [ Health § Top-10 | WAN | Interfaces | Tools |
. S i ? e n - .
Device Summary riealty - Suppressediisus  @lssue 7 Commial  LockConfa [ Support] Uptime
Uptime
Device Device SNMP SNMP Daily Weekly Monthly Yearly
Name IP Address | Version Reliability Uptime Uptime Uptime Uptime Device Last Reboot
VolP Gateways (2 devices)
®|8an Francisco GW|/10.100.37.100 SNMPV2ZC| 93.75% 99.878% 96.171% $7.000% T4.207% 456 days 20:07:16.96
®| Santa Clara GW 10.100.36.100 SNMFV2ZC 94.12% 100.000% 100.000% 100.000% 97.439% 457 days 21:49:10.96

istribution Network (18 devices)

@ Barbera 10.100.37.5 SNMPVZC 96.03% 97.988% 95.366% 81.334% 217 days 20:55:01.00
®|Bardolino 10.100.36.18 |SNMPV2ZC 96.B4% 57.015% 96.915% 94.437% 3B days 09:57:59.16
@ Bordeaux 152.168.202.4 SNMPVZC 9B.96% 99.929% 99.510% 93.31z2% 19 days 00:39:33.77
®|Cabernet 182.16B8.202.3 SNMPV2ZC SB.47% 88.985% 97.732% 82.505% 39 days 06:16:31.49
#®|Chardonnay 10.100.36.54 SNMFVZC 99.03% 100.000% 100.000% 100.000% 99.507% 20Z days 02:04:41.15
®|Corvina 10.100.36.61 |SNMPV2C 995.09% 100.000% 100.000% 100.000% 98.524% 189 days 21:16:35.62
®| Gamay 10.100.37.2 SNMPVZC  95.BB% 58.198% 95.839% 22.471% Z17 days 01:12:4Z.387
®| Graciano 10.100.36.40 SNMFV2ZC 99.26% 100.000% 100.000% 100.000% 98.290% 189 days 21:14:35.46
®| Grenache 10.100.37.53 SHMEVZC 97.20% 99.385% 97.3968% S6.800% 94,295% 37 days 09:18:33.62
@& Malbec 10.100.36.75 |SNMPV2C 99.00% 100.000% 99.996% 99.998% 97.771% 272 days 01:21:59.14
®|Merlot 10.100.36.48 |SNMPVZC 99.09% 100.000% 100.000% 100.000% 98.290% 217 days 20:49:34.69
®|Muscat 10.100.36.51 |SNMPV2C 99.41% 100.000% 100.000% 100.000% 98.290% 217 days 20:30:42.75
@®|Falomino 10.100.38.2 SNMPVZC  9B.9B% 100.000% 100.000% 100.000% 98.293% 85 days 00:03:3B.56
®|FPinot 10.100.36.53 SNMFV2ZC 99.07% 100.000% 100.000% 100.000% 98.046% Z17 days 20:46:4B.45
®|Riesling 10.100.36.70 |SNMPVZC 9B.31% 100.000% 100.000% 100.000% 65.610% 29 days 02:31:33.14
®|Sauvignon 10.100.36.20 |SNMPVZC 95.46% 100.000% 100.000% 100.000% 97.210% 147 days 01:45:02.81
®| Shiraz 10.100.37.3 SNMPVZC 96.B3% 99.056% 97.422% $7.122% 82.420% Zle days 04:08:00.00
®|Zinfandel 10.100.36.27 SHMFVZC 99.20% 100.000% 100.000% 100.000% 99.756% 378 days 23:46:51.68
®|Atlanta 10.100.37.1 SNMPVZC 96.00% 98.049% 93.241% $1.717% 82.873% 89 days 01:28:50.34
@|Denver 10.100.36.60 |SNMPV2C 96.15% 100.000% 100.000% 100.000% 91.178% 217 days 20:41:13.60
@®|Miami 10.100.38.3 SNMPVZC 95.65% 100.000% 100.000% 100.000% 98.537% 189 days 21:17:03.46
®|Honolulu 10.100.36.5 SNMPV2C 96.15% 100.000% 100.000% 100.000% 98.727% &4 days 23:09:58.70
®|Honolulu 10.100.38.1 SHMPVZC 96.15% 100.000% 100.000% 100.000% 98.780% &4 days 23:09:5B8.83
®| NewYork 192.1668.202.1 SNMPV2ZC 96.30% 100.000% 100.000% 100.000% 83.680% 217 days 20:34:25.51
®| Internet 10.100.36.1 SNMPVZC 96.43% 100.000% 100.000% 100.000% 97.039% 201 days 07:32:35.47
®|Zinfandel 10.100.36.25 SHMFV2ZC 99.20% 100.000% 100.000% 100.000% 97.522% 378 days 23:46:54.00
®|CiscoRSRE 10.100.36.4 SNMPVZC 9B.1B% 100.000% 100.000% 100.000% 89.507% 271 days 23:53:28.00
®| REDSONJRA 10.100.36.12 |SNMPV2ZC 9B.46% 100.000% 100.000% 100.000% 96.578% 69 days 12:50:55.27
@ VELMA 10.100.36.10 |SNMPVZC  94.44% 100.000% 100.000% 100.000% 97.378% 137 days 01:22:08.15

Total Devices:| 31 Avg 27.45% 186 days 19:25:50.00

Total'iew Release 6 (B438) Copyright ©2014 PathSolutions Pemetual License. licensed for 1000 interfaces Festure Request

The version of SNMP that is being used to communicate with the device along with the reliability of
communication with the device is displayed. SNMP Reliability is the amount of packet loss seen to/from
the device when trying to collect information from it. It measures the last poll (last 5 minutes typically).

The uptime (as reported by the device) is also displayed, along with an average uptime of all devices.
This can help track when a device was last rebooted. The uptime metrics measures the amount of time
over the specified period that TotalView could not communicate with the device.

Uptime is tracked Daily, Weekly, Monthly, and Yearly for all devices which makes it easy to determine the
percentage of availability per device for the specific periods to help measure SLA’s.
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Interface Summary
If you click on a device name, it will display the Interface Summary for that device:

The Interface Summary will list the specific switch information that you selected and a table showing all of
the interfaces on the switch.

Interface Summary Fields: General Tab
The interface summary table includes the following fields when the “General” sub-tab is chosen:

. Poll frequency: 00:05:00
SOlUtIOI‘IS TotalView Last poll: 2/18/2015 3:31:31 BM
Network health: DEGRATED (1.2%)

[ Map | Path | Phones | Assessment | MOS JIEVESR Favorites | Issues | Hoalth | Top10 | WAN | Interfaces | Tools |
Device Summary << »> ®Hesthy  Swpressecissue  @lswe 2 Oommial LokComs Gy [PoE ] STP Y lnventory ] Description ] Support] [Uptime]

OS5I Services

Device Device Manage of Oper| Oper Admin

Name IP Address Device 1234567 Int Up Down Down Location Contact
® Malbec 10.100.36.75 Telnet SSH Web HTTPS| | 24/11 13 0 |SamaClars Sally Toner
Interface Summary General [PoEY 5TPY Details] Poil  COPILLDP

Ezfl" Peak Daily
¥ Utilization Port Status

Interface P Ignore ETTOT Interface VLAN

Number Favorite Address Description it | Rate Tx Rx Speed Duplex* 10 Admin Oper
® Int #1  Favoite By o T Horel Einemet Rowing Surich SS20-24T-FUR Madule - Port 1 (To lgnore| 0.000% 0.001% 0.000% 1,000,000,000 Full none up  up

@ Int §2 | Favorite|10.100.36.75 ift2 (Slot: 1 Port: 2): Nortel Ethernet Routing Switch 5520-24T-PWR Medule - Port 2 (To
=" Pinof)

Ignore, 1.152% 0.279%1.239% 100,000,000 Full* |none up up

@ Int £3  Favorite uce?‘g‘s)lot 1 Port: 3): Mortel Ethemet Routing Switch 5520-24T-PWR Medule - Port 3 (To lgnore| 0.148% 1.227%(0.2682 100,00 00| Full* |none up up
Int #4 | Favorite ift4 (Slot: 1 Port: 4): Nortel Ethernet Routing Switch 5520-24T-PWR Module - Port 4 Ignore, 0.000% 0.000%0.000% - - none up down
Int #5 |Favorite ife5 (Slot: 1 Port: 5) Nortel Ethemnet Routing Switch 5520-24T-PWR Module - Port 5 Ignore, 0.000% 0.000%|0.000% - - none up down
Int £6 | Favorite ifcd (Slot: 1 Port: 8): Nortel Ethemnet Routing Switch 5520-24T-PWR Medule - Port & Ignore, 0.000% 0.000%0.000% - - none up down

® Int §7 | Favorite ift7 (Slot: 1 Port: 7): Nortel Ethernet Routing Switch 5520-24T-PWR Medule - Port 7 Ignore, 0.000%(0.011%(0.000% 100,000,000 Full* |none up up

® Int #3  Favorite ife3 (Slot: 1 Port: 8) Nortel Ethemnet Routing Switch 5520-24T-PWR Module - Port 8 Ignore| 0.000%(0.001%0.000% 1,000,000,000( Full |none up up
Int £% |Favorite ifcd (Slot: 1 Port: 8) Nortel Ethemnet Routing Switch 5520-24T-PWR Module - Port & Ignore| 0.000%|0.000%/0.000% - - none up down
Int £10 Favorite ift 10 (Slot 1 Port: 10): Mortel Ethernet Routing Switch 5520-24T-PWR Module - Port 10 Ignore, 0.000% 0.000%0.000% - - none up down

@ Int #11 Favorite ift 11 (Slot 1 Port: 11): Mortel Ethernet Routing Switch 5520-24T-PWR Medule - Port 11 Ignore, 0.000%(0.016%(0.001% 00| Full none up up
Int #12 Favorite ife12 (Slot 1 Port: 12y Mortel Ethernet Routing Switch 5520-24T-PWR Module - Port 12 Ignore, 0.000% 0.000%/0.000% - - none up down
Int £13 Favorite ift13 (Slot 1 Port: 13): Mortel Ethernet Routing Switch 5520-24T-PWR Module - Port 13 Ignore, 0.000% 0.000%|0.000% - - none up down
Int £14 Favorite ift14 (Slot 1 Port: 14): Mortel Ethernet Routing Switch 5520-24T-PWR Module - Port 14 Ignore, 0.000% 0.000%0.000% - - none up down

® Int 15 Favorite ift 15 (Slot 1 Port: 15): Mortel Ethernet Routing Switch 5520-24T-PWR Medule - Port 15 Ignore, 0.000%(0.011%(0.002% 100,000,000 Full* |none up up
Int #16 Favorite ift 16 (Slot 1 Port: 16): Mortel Ethernet Routing Switch 5520-24T-PWR Madule - Port 16 Ignore, 0.000% 0.000%0.000% - - none up down

® Int £17 Favorite ifc17 (Slot 1 Port: 17 Mortel Ethernet Routing Switch 5520-24T-PWR Module - Port 17 Ignore| 0.000%/0.012%0.002% 00| Full* |none| up up
Int #18 Favorite ift 18 (Slot 1 Port: 18): Mortel Ethernet Routing Switch 5520-24T-PWR Module - Port 18 Ignore, 0.000% 0.000%0.000% - - none up down
Int #19 Favorite ift 12 (Slot 1 Port: 19): Mortel Ethernet Routing Switch 5520-24T-PWR Medule - Port 19 Ignore, 0.000%(0.000%(0.000% - - none up down

@ Int #20 Favorite ife20 (Slot 1 Port: 20 Mortel Ethernet Routing Switch 5520-24T-PWR Module - Port 20 Ignore| 0.000%0.012%0.001% 100,000,000 Full* none| up up

@ Int £21 Favorie ifc21 (Slot 1 Port: 21} Mortel Ethernet Routing Switch 5520-24T-PWR Module - Port 21 Ignore, 0.000%/0.001%/0.000%1,000,000,000 Full |none up up
Int $#22 Favorite ift22 (Slot 1 Port: 22): Mortel Ethernet Routing Switch 5520-24T-PWR Medule - Port 22 Ignore, 0.000% 0.000%0.000% - - none up down

@ Int #23 Favorite ife23 (Slot 1 Port: 23} Mortel Ethernet Routing Switch 5520-24T-PWR Module - Port 23 Ignore| 41.327%|0.000%0.001%1,000,000,000/ Full |none up up
Int #24 Favorite ifc24 (Slot 1 Port: 24) Mortel Ethernet Routing Switch 5520-24T-PWR Madule - Port 24 Ignore, 0.000% 0.000%0.000% - - none up down

The first column includes a green or red status indicator. If a device has an interface that is healthy the
status for the device will be green. If an interface is degraded (utilization or error rate is higher than the
configured threshold), the status for the interface will be red, and the Error Rate or Utilization Rate will be
marked in red. An interface will be yellow if an interface is manually marked as suppressed by the user.
Suppressing an interface can be done by clicking on the status (colored dot) and selecting to suppress
that particular interface.

Note: If the status indicator shows up blank, then the interface is operationally shut down, and is not
relevant.

The Interface Number column is the interface number on the device. Each device manufacturer will
create a unique number for each interface. You can use this interface number to correlate physical
interfaces on the switch. Clicking on the interface number will display the "Interface Details" page. Refer
to the "Interface Details" section for more information.

The third column is the IP address associated with the interface (if any). Routers and servers will
generally have an IP address assigned to each interface, whereas switches may only have an IP address
associated with the management interface. If multiple IP addresses are associated with an interface, it
will appear on the tooltip if you hover over the IP address field.
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The Description column is the interface description. This information is provided by the device as a way
of describing the interface. It may contain information on the type of interface, or the interface identifier
used on the device.

The Peak Daily Error Rate column is the error rate of the interface. The error rate is calculated as a
combination of all inbound and outbound errors on the interface, compared to the number of packets that
have passed through the interface.

If the error rate is above the error threshold, it will be displayed in red.

Note: There are some devices that do not report error information correctly, and can lead you to believe
that there are faults on interfaces that actually are functioning correctly. If you perceive errors on
an interface that is abnormal, contact the device manufacturer to attempt to determine more
about its SNMP reporting capabilities.

The Peak Daily Tx column is daily peak utilization transmitted data. This statistic reports the maximum
transmitted utilization on the interface (as a percentage of bandwidth) that was seen over the past 24
hour period.

If this statistic is over the utilization threshold, it will be displayed in red.

Note: If PathSolutions TotalView is unable to read the correct interface speed from the device, this
number may not be accurate.

The Peak Daily Rx column is daily peak utilization received data. This statistic reports the maximum
received utilization on an interface (as a percentage of bandwidth) that was seen over the past 24 hour
period.

If this statistic is over the utilization threshold, it will be displayed in red.

Note: If PathSolutions TotalView is unable to read the correct interface speed from the device, this
number may not be accurate.

The Interface Speed column is interface speed, rated in bits per second. If the interface is operationally
shut down, or the device does not report a valid speed, then the speed is listed as "Unknown".

The Duplex column shows the duplex status of the interface. Duplex information cannot easily be
determined from different switch manufacturers, so this field is calculated based on the presence or
absence of collisions. If there are any collisions on the interface, then the interface must be half-duplex.
If there are no collisions on the interface, then the interface may be full-duplex, or it may be a half-duplex
interface that has not yet received any collisions.

The Port VLAN ID column shows the default VLAN ID for the interface. This is the VLAN that will be
assigned by default to all un-tagged packets on this interface.

The Status column shows the operational and administrative status of the interface. If the network
administrator has configured an interface to be shut down it will be listed as "down" in this column.
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Interface Summary Fields: Traffic Tab
The interface summary table includes the following fields when the “Traffic” sub-tab is chosen:

- Poll frequency: 00:05:00
SO'UtIOnS TotalView Last poll: 2/18/2015 3:36:37 EM
Network health: DEGRADED (1.2%)

| Map | Path | Phones | Assessment | MOS RENER Favorites [ lssues | Health L Top10 L WAN [ interfaces | Tools |
Device Summary << >> ®Fesii - Suppresssdiseus @lssus 7 Commal ook Conto LRI PoE [ STPJinventory ] Description J Support]

Avg Daily Avg Daily Avg Daily Last Poll
Device Device Packets Broadcasts Broadcast Rate Broadcast Rate
Name IP Address Tx Rx Tx Rx Tx Rx Tx Rx
®/Malbec 10.100.36.75 5,157k 3,827k 45,401k 9,288k 23.216% 50.989% 46.327% 16.612%
Interface Summary Traffic. (T3 1A [Poll T COPILLDP
Historical Last Poll Last Poll
Avg Broadcast Broadcast Utilization
Interface P \gnore. Packet Percent Percent Percent
Number |Favorite Address Description Int Size Tx Rx Tx Rx Tx Rx
® Int #1 | Favorite (4C01E(;252|.:1§}0n 1) Nortel Ethemet Routing Switch 5520-24T-PWR Madule -Port 1 110000 | 1 pyres|85.6928(69.450%69.042% 2.703%0.000% 0.000%
® Int #2  Favorite|10.100.36.75 g“fpﬁ'gt‘} 1 Port: 2): Nortel Ethemet Routing Switch 5520-24T-PWR Module - Port2 |\ 00| 1 pyres|62.875% 3.669%10.8758) 5.547%/0.03238(0.026%
® Int #3  Favorte (‘.’rﬁ,ff';"‘; Port: 3) Nortel Ethernet Routing Switch 5520-24T-PWR Module -Port 2 0. 0 pyces 24,3598 76.8488 21,8318 9.6423/0.0158 0.017%
0 Mernol
Int #4  Favorits ifc4 (Slot: 1 Port: 4): Nortel Ethemet Routing Switch 5520-24T-PWR Module - Port 4 |lgnore| 0 bytes 47.208% 92.380% 0.000% 0.000%0.000%0.000%
Int #5 |Favorite ife5 (Slot: 1 Port: 5): Nortel Ethemet Routing Switch 5520-24T-PWR Module - Port 5 |Ignore| 1 bytes|99.036%/25.037%) 0.000% 0.000%0.000%0.000%
Int #6 |Favorite ifc6 (Slot: 1 Port: 6): Nortel Ethemet Routing Switch 5520-24T-PWR Module - Port & |Ignors| 33 bytes|97.532%) 1.557%) 0.000% 0.000%0.000%0.000%
®| Int #7 |Favorte ifc7 (Slot: 1 Port: 7): Nortel Ethemnet Routing Switch 5520-24T-PWR Module - Port 7 | Ignare 1 bytes|99.348% 0.001%98.906% 0.000%0.002%/0.000%
®|Int #&8 |Favorite ifc8 (Slot: 1 Port: 8): Nortel Ethemet Routing Switch 5520-24T-PWR Module - Port 8 |lgnore| 4 bytes|98.257%/42.859%/98.906%) 0.000%/0.000%0.000%
Int #% | Favorite ifc® (Slot: 1 Port: 9): Nortel Ethemet Routing Switch 5520-24T-PWR Module - Port 8 | Igners - 0.000% 0.000% 0.000% 0.000%/0.000%/0.000%

Int #10|Favorite

=1

ife 10 (Shot 1 Port: 10): Nortel Ethernet Routing Switch 5520-24T-PWR Module - Port 000%/0.000%/0.000%
1o - - -

lgnore| 93 bytes|98.563%(91.011% 0.000%

® Int #11 Favorte

1\11\:11 {Slot 1 Port: 11): Nortel Ethernet Routing Switch 5520-24T-PWR Medule - Port lgnore 1 bytes/34.849% 3.143%57.823% 1.862%0.000%0.000%

ifc12 {Slot 1 Port: 12): Nortel Ethernet Routing Switch 5520-24T-PWR Medule - Port
12

Int #12 Favorite Ignore - 0.000% 0.000% 0.000%

1\i3c13{5\ot 1 Port: 13): Nortel Ethemnet Routing Switch 5520-24T-PWR Macdule - Port lgnare _ 0.000% 0.000% 0.000% 0.000%0.000%/0.000%

=1

-000%/0.000%|0.000%

Int #13|Favorite

Int #14 Favorite jie14 (Slot. 1 Port: 14): Nortel Ethemet Rouling Switch 3520-24T-PWR Module - Port | gnore 424 pytes|13.266% 1.144% 0.000% 0.000%0.000%(0.000%
® Int #15 Favorite JECAS (Slol. 1 Port 135): Nortel Ethemet Rouling Switch 3520-24T-PWR Module - Port [ygnore| 0 pytes|38.253% 0.000%37.959% 0.000%0.002%(0.000%
Int #16 Favorite 1\1:5:16 {Slot 1 Port: 16): Nortel Ethernet Routing Switch 5520-24T-PWR Module - Port lgnore _ 0.000%| 0.000% 0.000%| 0.000%|0.000%/0.000%

@ Int #17| Favorite Ignore 0 bytes|98.953%| 0.402%(88.026%| 0.000%(0.003%(0.001%

ife17 (Shot 1 Port: 17): Nortel Ethernet Routing Switch 5520-24T-PWR Module - Port
7

Int #18| Favorte Ignore = 0.000% 0.000%| 0.000%

=1

ifc 18 (Shot 1 Port: 18): Nortel Ethernet Routing Switch 5520-24T-PWR Module - Port 000%/0.000%/0.000%
18 - - -

ifc19 (Slot 1 Port: 19): Nortel Ethernet Routing Switch 5520-24T-PWR Module - Port
18

Int #1% Favorile Ignore| 2 bytes|99.236%39.698% 0.000% 0.000%0.000%0.000%

ifc20 {Slot 1 Port: 20): Nortel Ethernet Routing Switch 5520-24T-PWR: Medule - Port
20

® Int #20 Favorte lgnore 0 bytes|92.336% 1.010%73.562% 6.765%(0.003%(0.001%

ifc21 (Slot 1 Port: 21): Nortel Ethernet Routing Switch 5520-24T-PWR Medule - Port
21

®|Int #21| Favorite Ignore 0 bytes|93.422% 82.742% 67.062%/56.991% 0.000%/0.000%

ifc22 {Slot 1 Port: 22): Nortel Ethernet Routing Switch 5520-24T-PWR Medule - Port
22

Int #22| Favorite lgnore|, 2 bytes|11.389% 0.048% 0.000% 0.000%0.000%(0.000%

ifc23 (Slot 1 Port: 23): Nortel Ethernet Routing Switch 5520-24T-PWR Medule - Port n
23

® Int #23| Favorite Ignore 0 bytes|86.565%|84.448%| 0.000%(99.035%(0.000%(0.000%

Int #24| Favorite Ignore = 0.000%| 0.000% 0.000% 0.000%(0.000%(0.000%

ifc24 (Slot 1 Port: 24): Nortel Ethernet Routing Switch 5520-24T-PWR Module - Port
24

The Interface Number, IP Address, and Description columns will remain unchanged from the “General”
tab.

The Average Packet Size column will show the average packet size tracked per interface. Knowing if an
interface is typically used for large or small packets allows you to configure queuing and enable proper
policies (jumbo frames) to further improve the performance of a link.

The Historical Broadcast Percent columns show the historical (all time) broadcast percentages. This field
will inform you of the activity on the link regarding its general broadcast percentage rate to be used as a
comparison against the Last Poll Broadcast Percentage.

The Last Poll Broadcast Percent columns show the broadcast percentage of the last polling period. This
information can be compared with the Historical Broadcast percentage to determine if an interface is
transmitting or receiving a higher broadcast rate during the last poll than its overall historical average.

The Last Poll Utilization Percent columns show the Last Poll utilization percentage. This is useful for
determining which interfaces were the most heavily utilized on the network during the last polling period.
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Interface Summary Fields: PoE Tab
The interface summary table includes the following fields when the “PoE” sub-tab is chosen:

pathi :

Pach Phones

Assessment | MOS

Favodites

lsswes

Health Mmterisces | Tools

Bovics Sepes: PR Sivmiiia) Gk Roinias - bkt [Generai ] 11attic SRS 1 Linventory | Description ] Support | Financiais ] Uptime
Power Supply (PSU)
Device Device Rating Present % Power Alarm
Name 1P Address Group Status (Watrs) Consumption Unilization Theoshold
® Fiaoz 10.300.36.53 1 Cn o x P " -alfa-
Connected Device
Intertace Pot Max Pot
Number  reveess Address Description Vi POEPSU  State  Draw  Class  Prerity
® Int 0l Favome 10100 3653 VIt Vient o - - - - - -
Int #10001 Favome Falt 1 (Trunk Pont 0 Meion) rore Yes 1 Sesnrwg - - -
® Int $10003 Favome Fald2 FiPemend? (Cnde ALD) iroe Yer 1 Seatreg - - -
InT #1000) Fevome F30) Tl Parmet)) (Cute AD) grome Yen 3 Seantung - - =
@ Int 110004 Feoe s (Trunk Port Ce 0 Malbec ) igoore Yer 3 Seantting - - -
® Int #1000 Favote Fals et Parmet)® (To Wirslows Access Port) igrore Yoz 1 Debverng Power 25,50 ¥ Ngh Power (Pole)  Low
Int 010006 Favome Faln Fanttmaret® 4 || o Yes 3 P ] = (2255 Waats 10 25,50 Waats
@ Iz 10007 Fevomte Foli? FavEvemetdT (Conrecton o Donver) ionore Yea 2
Iat $10008 Favome Falf FanfPeretd® (Cote A0T) o Yes 2
Int $1000% Favome Fal% Pt ecel® | grorw Yer 1
® Int 110030 Fevorte Fal'Q FasttPemetl/ 10 (To Mows) igrore Tes 3
Int $10031 Favolte Fadn). Pt ®emetd| | (2nd Fiocr Cute B.02) oo Yer 3
©® Int $10013 Fevote Foln2 Fatermet 12 (Sove-Jrtirtemet) roe Yes 2
® Int #10013 Favome Faln) Feufmemetd) (To Vetma) irere Yes 1
® Int 10054 Favome Falita FonEmemet14 (Saiy) ionore Yes L
@ Int $100L15 Favome Falnts FesEmemenytS (Tew) inore Yes, 1
Int #10056 Fevome Fold FamEmemetly16 (na Flor Cute B.04) Wrore Yes 1
® Int #10017 Fevome FaON7. FestEemetd1T (nd Floo Cute BOT) igrove Yes 1
Int 910050 Favome Falsh FastEmemedtr 1l (ne Floor Cote B.ON) Wrore Yer 1
® Izt $1001% Fevomte Falrnh PasEpenetd | (2nd Floee Cute 8.00) irore Yes 1
Int $10020 Favome Fal20 FanERermetdl0 (Vistir By Oute 8) Wrore Yes 1
Iat $#10011 Fevome Fao2) FemEmemetd2! (Vistir Bag Cute C) rore Yes 1
Int 9100232 Fevome Fal22 FosEmemeDal (Visa Blag Cute ) roe Yer 1
Int #1002) Favome Fad2) FostEmemeid) (\istor Bage Oute £) ignore Yes 3
Int 910034 Feome FaOd FontEmemetlOd (Vistor Thag Cube F) irore Yer 3
Int #10101 Favome GO Ggaeel Pece o - -
Int 010103 Favome GOT Gometemeny? o - | -

The Interface Number, IP Address, and Description columns will remain unchanged from the “PoE” tab.
The PoE column will show you if power is turned on and available for that interface.

The PoE PSU column shows the specific Power Supply Unit (PSU) that powers the interface. This
number will either be a 1 or a 2. If the number in the PSU column shows a 1 it is PoE device. And if the
PSU column shows a 2 it is a POE+ device.

The State column will show you if power is being delivered to that interface.

The Max Draw column will show you the maximum wattage that can be drawn by that interface. Hovering
over the Max Draw number will show a minimum to maximum range of power that the interface can draw.
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The ninth column, the PoE Class, will be a number from 0 to 4 depending on the Class of PoE.

Class Plain Language Description Power Range (Watts)
0 Unclassified 0.44-12.94

1 Very Low Power 0.44-3.84

2 Low Power 3.84-6.49

3 Mid Power 6.49-12.95

4 PoE+ / Type Il Devices >12.95

And the tenth column shows the power priority configured on ports enabled for POE which can be Low,
High, or Critical. The switch invokes configured PoE priorities only when it cannot deliver power to all

active PoE ports.
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Interface Summary Fields: STP Tab
The interface summary table includes the following fields when the “STP” sub-tab is chosen:

path

Path | Phones | Assessment | MOS [iENIELE Favorites | Issues | Health WAN | Interfaces | Tools

Device Summary << >> ®esil - Suppressediesue @ lssue 7 Commial [PoE JE1 [ Support}

Topology
Device Device Root Root Hold
Name IP Address Protocol Version Priority Last change Changes Root Bridge Cost| Port Time
@ Pinot|10.100.36.53 ieeef8021d - 32768 20 days 03:04:57.00 17011 Merlot 29 |Int #6 100
Interface Summary << >> [ General ] Traffic § PoE JCUAll Details § Poll ] COPILLDPY Connected
Interface P Path Designated Forward
Number Address Description Priority State Enable Cost Root Cost Bridge Port Transactions.
e Int #1 10.100.36.53) W11: Van1 1] UNKNawn o] Gamay 0 Gamay 1]
Int #10001 FaDM: F 1 (Trunk Port C fo Meriot) = = = = = = = = =
® Int #10002 Fal/Z: FastSthemetl/2 (Cube A-02) 128 |forwarding 19 |Merlot| 28 Pinot £004 1
Int #10003 Fal/3: FasiEthernetl/3 (Cube A-03) = = = = = = = = =
® Int #1000% Fal/d: F (Trunk Port C: fo Malbec) 128 |ferwarding . 19 Merlot 10 |E000001kkal9%a40l E00Z 1
® Int #10005 Fal/5: FastEthernetlVs (To Wireless Access Point) 128 forwarding L 18 Merlot| 29 Pinot BOO7 1
Tnt #1000 Fallé: FastEthernetls (({ 1)) - - - - - - - - -
® Int #10007 Fal/T: FastEthernetlVT (Connection to Denver) 128 |forwarding . 100 Merlot 29 Pinot B009 1
Int #10008 Fal/8: FastEthernetl/s (Cube A-07) - - - - - - - - -
Int #10009 Fal/8: FastEthernetl/s (( )) = = = = = = = = =
@ Int #10010 Fal/10: FastEthernet0/10 (To Hawaii) 128 |forwarding - 19 |[Merlot 29 Pinot Boogc 1
Int #10011 Fal/11: FasiEthernetdi11 (2nd Floor Cube B-DZ) = = = = = = = = =
® Int #10012 Fal/12: FastEthernetd/12 (Sauv-Zinf-Intemet) 128 |forwarding - 19 |Merlot 29 Pinot g00e 1
® Int #10013 Fal/13: FasiEthernetd/13 (To Velma) 128 |forwarding . 100 Merlot| 289 Pinot BOOL 1
® Int £#10014 Fal/14: FasiEthernetdi14 (Sally) 128 |ferwarding . 19 Merlot| 29 Pinect EOL10 1
® Int #10015 Fal/5: FastEthernetd/15 (Tim) 128 forwarding L 18 Merlot| 29 Pinot BO11 1
Int #10016 FaD/6: FastEthernet(i16 (2nd Floor Cube B-D6) - - - - - - - - -
® Int #10017 Fal/7: FastEthernetl/17 (2nd Floor Gube B-DT) 128 |forwarding . 19 Merlot 29 Pinot B013 1
Int #10018 FaD/18: FastEthernetd/13 (2nd Floor Cube B-DE) - - - - - - - - -
@ Int #10019 Fal/19: FastEthernet0/19 (2nd Floor Cube B-D9) 128 |forwarding - 19 Merlot 29 Pinot 8015 1
Int #10020 Fal/2D: FasiEthernetdi20 (\isitor Bldg Cube B) - - - - - - - - -
Int #10021 Fal/21: FasiEthernetdi21 (\isitor Bidg Cube C) = = = = = = = = =
Int $#10022 Fal/22: FasiEthemnetd22 (\isitor Bldg Cube D) - - - - - - _ _
Int #10023 Fal/23: FasiEthernetdi23 (\isitor Bldge Cube E) = = = = = = = = =
Int #10024 Fal/24: FasiEtherneti24 (\isitor Bldg Cube F) - - - - - - - - -

The Interface Number, IP Address, and Description columns will remain unchanged from the “STP” tab.

The State column will show which of port state the interface is: Blocking, Listening, Learning, Forwarding,
or Disabled.

The Enable column shows if the interface is enabled for STP.

The Path Cost column will show the Path Cost of the interface.

The Root column will show the Designated Root of the interface.

The Cost Column will show the Designated STP Cost of the interface.
The Bridge Column shows the Designated Bridge for the interface.
The Port Column shows the Designated Port for the interface.

The Forward Transactions Column shows the Interface Forward Transactions for the interface.
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Interface Summary Fields: Details Tab
The interface summary table includes the following fields when the “Details” sub-tab is chosen:

. Poll frequency: 00:05:00
Solut|ons TotalView Last poll: 2/18/2015 3:36:37 BM
Network health: DEGRADED {1.2%)
| Map | Path | Phones | Assessment | MOS INEIEEN Favorites | Issues | Health | Top-10 | WAN | Interfaces | Tools |
. @ Healthy Suppressed issue @ Issue 7 Comm faill Lock Config o .
Device Summary << >> General [PoE | STP JInventory | Description | Support ] [ Uptime |
05l Services
Device Device Manage of Oper Oper Admin
Name IP Address Device 1234567 Int Up Down Down Location Contact
@®|Malbec 10.100.36.75 Telnet SSHWeb HTTPS, o|e 24/ 11| 13 0 Santa Clara Sally Toner
Interface Summary [ General | [PoE ] STP JUEEIEY Poll | CDP/LLDP
Interface P lgnore | Queue State
Number  Favorite Address Description Int X Type MAC Address MTU Type Last Changed
ifc1 (Slot 1 Port: 1) Nortel Ethemet Routing Switch 5520-24T-PWR o o s
®|Int #1  Favorte h|.|od|SIeU- Pun?(Tu)Baurdci\nu] = uting =wite lgnaore | & 001kkalf%a400 1514 ethernetComacd 189 days 20:26:38.75
. e ife2 (Slot: 1 Port: 2): Nortel Ethemet Routing Switch 5520 24T PWR et .
® Int #2 | Favoite|10.100.36.75 Module - Port 2 (To Pinat) Ignore ® 001lkkalf%a400/1514|ethernetCsmacd|(187 days 06:05:07.76
®|Int #3 Favorits e ot (o Mg T emet Routng Swieh S820-24T-PUR Ilgnore| 0015bal22400|1514 ethernetComacd 208 days 00:52:55.29
. ’ . T
Int #4  Favorite e e Ignore| 0015b2192400|1514 echernetComacd 218 days 20:44:00.54
Int #5 Favorite h{:c;:%?tpésgn 5)- Mortel Ethemet Raufing Switch S520-24T-PWR Ignore| & 192400/1514 ethernetCsmacd| 18 days 1B:17:13.05
. ; . T
Int #6 | Favoite e T e R e A T R = Ignore | @ 25400/1514 echernetCsmacd 196 days 03:22:29.50
®|Int #7 Favorits R lat._1 Port. 7): Nortel Ethemet Roufing Switch 5520.24T-PUR lgnore| 0015ba12a400|1514 echernetComacd 120 days 20:48:52.25
® Int £3  Favorite D B R B ST R T S R R lgnore ® 001bbal5a400 1514 ethernetCsmacd 188 days 20:26:23.25
Int #9 Favorite oy ot 9): Norte! Ethemet Routing Switch $520-24T-PR Ignore| ® 001bbalsa400 1514 ethernetCsmacd 273 days 00:45:42.51
Int #10 Favorite D Lslof 1 Prort 10} Nortel Ethemet Raufing Switch 3520-24T-PWR 1500rc @ 0015ba182400|1514 echernecComacd 127 days 05:14:48.50
®|Int £#11 Favorite hi.:C\);LfES!UFt’;):‘l:?H. 11)- Mortel Ethemet Routing Switch 5520-24T-PWR Ignore| & 001kkal%9a400/1514 ethernetCsmacd 70 days 12:15:16.57
Int £12 Favorite 12 (Slat. 1 Port. 12): Nortel Ethernet Roufing Switch SS20-24T-PAR — 14001c @ 001bbalda400(1514 ethernetCsmacd|273 days 00:45:42.51
Int #13 Favorite T e ot 131 Hortel Etnemet Routing Switch 3520-24T-PWR 1gnre 001002122400 1514 echernetCemacd 273 days 00:45:42.51
Int #14 Favorite hijcoétlff!‘gbmi”' 14)- Mortel Ethemet Routing Switch 5520-24T-PWR Ignore & 001bbal9%2400 1514 ethernetCsamacd 196 days 03:25:23.51
® Int £15 Favorite 15 (Slat. 1 Fort. 15) Nortel Ethemet Roufing Switch SS20-2TPAR 1g00rc o 001bbal9a400(1514/ethernatComacd| 26 days 23:08:19.65
Int #16 Favorite 8 LSlof 1 Port 16): Nortel Ethemet Raufing Switch 3520-24T-PWR 13001 @ 0015bal2a400|1514 echernetComacd 273 days 00:45:42.51
®|Int #17 Favorite T lot 1 oot 17} Nortel Ethemet Raufing Switch S520-24T-FWR 5001 @ 0015bal2a4001514 echernetComacd 30 days 01:57:32.15
Int #18 Favorite 15 (Slat. 1 Port. 18). Nortel Etheret Roufing Switch SS20-2TPWR  19n0rc o 001bbal9a400(1514/ethernatCsmacd|273 days 00:45:42.51

The Interface Number, IP Address, and Description columns will remain unchanged from the “General”
tab.

The X column shows an indicator if this interface has a physical connector associated with the interface.

Note: If the device does not support RFC 2863 and the ifConnector Present OID, then this column will
be empty.

The MAC Address column shows the MAC address that is associated with this interface.

Note: The MAC address displayed here is the physical interface’s own MAC address, not the MAC
address of any devices connected to this interface.

The MTU column displays the MTU (Maximum Transmission Unit) of the interface. This is the largest
frame that can be transmitted or received on this interface. Typically, this will show 1500 bytes as the
maximum for normal frames, but may be above 9,000 bytes if the interface is configured for supporting
Jumbo Frames.

The Type column presents the type of interface.

The Last Changed column shows the time the interface last changed status from up to down, or from
down to up.
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Interface Summary Fields: Poll Tab
The interface summary table includes the following fields when the “Poll” sub-tab is chosen:

path

Path | Phones | Assessment | MOS [WMENGEER Favorites | Issues | Health | Top-10 | WAN | Interfaces | Tools

Device Summary << >> ®Feslfy - Suppressedissue @ lssue 7 Commial LockComi G g [PoE | [ Support ] Financials | Uptime

05l Services
Device Device Manage of Oper Oper Admin
MName IP Address Device 1234567 Int Up Down Down Location Contact
@®|/Malbec 10.100.36.75 Telnst SSH Web HTTPS| (e @ 24| 11 | 13 0 Santa Clara Sally Toner
Interface Summary << >> [General] Traffic § PoE ] TP Details Jiad
Interface IP \gnore Poll Type
Number |Favorite Address Description Int MIBIl | DetailPoll
@ Int #1 |Favorite ift1 {Slot: 1 Port: 1): Mortel Ethemnet Routing Switch 5520-24T-PWR Maodule - Port 1 (To Bardolino) Ignore VZPOLL64 FastEther
@ Int #2 | Favorite 10.100.3675 ifc2 (Slot: 1 Port: 2): Mortel Ethemet Routing Switch 5520-24T-PWR Module - Port 2 {To Pinot} lgnore VZPOLL64 FastEther
@& Int #3 |Favoris ife3 (Slot: 1 Port: 3): Moriel Ethemnet Routing Switch £520-24T-PWR Medule - Port 2 (Te Merlof) Ignore| VZPOLL64|FastEther
Int #4 | Favorite ifc4 (Slot: 1 Port: 4): Moriel Ethemnet Routing Switch 5520-24T-PWR Medule - Port 4 Ignore VZPOLL64 FastEther
Int #5 |Favorite ifcS (Slot: 1 Port: 5): Moriel Ethemnet Routing Switch S520-24T-PWR Module - Port 5 Ignore VZPOLL64 FastEther
Int #6 |Favorie ifcE (Slot: 1 Port: 8): Moriel Ethemnet Routing Switch 5520-24T-PWR Module - Port & Ignore V2ZPOLL64 FastEther
® Int #7 |Favorie ifc7 (Slot: 1 Port: 7): Mortel Ethemnet Routing Switch 5520-24T-PWR Module - Port 7 Ignore VZPOLL64 FastEther
®| Int #8 |Favorite ifc8 (Slot: 1 Port: 8): Mortel Ethernet Routing Switch 5520-24T-PWR Module - Port 8 Ignore V2POLL64 FastEther
Int #9 |Favorite ifcd (Slot: 1 Port: 9): Moriel Ethemnet Routing Switch 5520-24T-PWR Medule - Port 9 Ignore VZPOLL64 FastEther
Int #10| Favorite ifc10 (Slot 1 Port: 10): Mortel Ethernet Routing Switch 5520-24T-PWR Module - Port 10 Ignore VZPOLL64 FastEther
@ Int #11|Favorits ife11 (Slot 1 Part: 11): Mortel Ethernet Routing Switch 5520-24T-PWR Module - Port 11 Ignore VZPOLL64 FastEther
Int #12| Favorite ifc12 (Slot 1 Port: 12): Mortel Ethemnet Routing Switch 5520-24T-PWR Medule - Port 12 Ignore V2ZPOLL64 FastEther
Int #13| Favorite ift13 (Slot 1 Port: 13): Mortel Ethernet Routing Switch 5520-24T-PWR Module - Port 13 Ignore| VZPOLL64|FastEther
Int #14 Favorite if 14 (Slot: 1 Port: 14): Mortel Ethernet Routing Switch 5520-24T-PWR Module - Port 14 Ignore V2POLL64 FastEther
® Int #15| Favorits ifc15 (Slot 1 Port: 15): Mortel Ethernet Routing Switch 5520-24T-PWR Module - Port 15 Ignore VZPOLL64 FastEther
Int #16| Favorite ifc16 (Slot 1 Port: 18): Mortel Ethernet Routing Switch 5520-24T-PWR Module - Port 16 Ignore VZPOLL64 FastEther
® Int $#17|Favorits ifc17 (Slot 1 Port: 17): Mortel Ethernet Routing Switch 5520-24T-PWR Module - Port 17 Ignore VZPOLL64 FastEther
Int #18| Favorie ifc13 (Slot 1 Port: 18): Mortel Ethemet Routing Switch 5520-24T-PWR Medule - Port 12 Ignore V2ZPOLL64 FastEther
Int #13 Favorits if19 (Slot 1 Port: 18): Mortel Ethernet Routing Switch 5520-24T-PWR Module - Port 15 Ignore VZPOLL64 FastEther
®|Int #20 Favorite ift20 (Slot: 1 Port: 20): Mortel Ethemet Routing Switch 5520-24T-PWR Module - Port 20 lgnore VZPOLL64 FastEther
@ Int #21|Favoritc ifc21 (Slot 1 Port: 21): Mortel Ethernet Routing Switch 5520-24T-PWR Module - Port 21 Ignore VZPOLL64 FastEther
Int #22| Favorite ifc22 (Slot 1 Port: 22): Mortel Ethernet Routing Switch 5520-24T-PWR Module - Port 22 Ignore VZPOLL64 FastEther
®|Int #23| Favorie ift23 (Slot 1 Port: 23): Mortel Ethernet Routing Switch 5520-24T-PWR Medule - Port 23 Ignore| VZPOLL64|FastEther
Int #24| Favorite ifc24 (Slot 1 Port: 24): Mortel Ethemnet Routing Switch 5520-24T-PWR Medule - Port 24 Ignore V2ZPOLL64 FastEther

The Interface Number, IP Address, and Description columns will remain unchanged from the “General”
tab.

The MIB-1I column shows the MIB-II poll type that was used to collect information from the interface. This
is useful for determining how efficient PathSolutions TotalView can be when collecting information from
this interface.

The DetailPoll column identifies additional details that are polled from the interface.
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Interface Summary Fields: CDP/LLDP

Each interface is queried for CDP and LLDP information and displays exactly what device and OS version
is connected to that switch/router interface. To view CDP/LLDP information on an interface, click on a
switch. You will then see all of the interfaces. Click on the sub-tab named “CDP/LLDP”.

If you see some information displayed, it means that the connected device is providing CDP/LLDP
information and should display the remote device’s interface that connects to the local switch interface,
the remote device’s IP address, platform, name, and method (CDP or LLDP).

path

Path | Phones | Assessment | MOS [JWMENIEER Favorites | Issues | Health | Top-10 | WAN | Interfaces | Tools

Device Summary << >> ®/esffy - Suppressedissuz @ lssue ol Lork B0 General [PoE | [ Support] s

OS5l Services

Device Device Manage ; Oper Oper Admin
Name IP Address Device 12/34 567 Int Up Down Down Location Contact
@ Pinct|10.100.36.53|Telnet SSH Web HTTPS| (e |@ 27 12 | 15 0 Santa Clara Sally Toner
Interface Summary << >> [ General | Traffic | PoE | STP | Details § Poll eIy
Interface P Janare Remote Device
Number Favorite Address Description int Method Name Platform IP Address Interface
@ Int #1 Fawverite | 10.100.38.53| 11 \Vian1 Ignore
Int #10001 Faverite Fal/1: FastEthemet0/1 (Trunk Port Connected to Merlof) | Ignore
@ Int #10002 Faverite Fal/2: FastEthemetl/Z (Cube A-02) Ignore
Int #10003 Favorite Fali3: FastEthemetD/2 (Cube A-03) lgnore
®|Int #10004| Favorite Fal/4: FastEthemetD/4 (Trunk Port Connected to Malbec) | lgnore
@ Int #10005| Favorite Falfs: FastEthemetDfS (To Wirsless Access Point) lanore
Int #1000€ Favorite Falf6: FastEthematDfe ((( 1)) lgnore
®| Int #10007| Favorie Falf7: FastEthemstD/7 (Connection to Denver) lgnors,  COP Denver cisco 2610 10.100.36.60 Ethernetl/d
Int #10008 Favorite Fal/3: FastEthemet0fE (Cube A-07) lgnore
Int #10009| Faverite Fal/g: FastEthemet/a ({ J) Ignore
@ Int #10010| Faverite Falr10: FastEthemetD/10 (To Hawsii) Ignore,  CDP Honclulu Cisco 2811 10.100.36.5 FastEthemeiDD
Int #10011 Faverite Fal/11: FastEthemet0/11 (2nd Floor Cube B-02) Ignore
®| Int #10012| Favorite Fal/12: FastEthemet0/12 (Sauv-Zinf-Internet) lgnors|  COP Internet cisco 2621 10.100.36.1 FastEthemetdi
®|Int #10013| Favorite Falf13: FastEthemet0/13 (Te Velma) lanore
®|Int #10014| Favorite Falf14: FastEthemet0/14 (Sally) lgnore
®| Int #10015| Favorite Falf15: FastEthemet015 (Tim) lanore
Int #10016 Favorite Fal/16: FastEthemet0M6 (2nd Floor Cube B-06) lgnore
@ Int #10017 Faverite Fal/17: FastEthemet0/7 (2nd Floor Cube B-07) Ignore| CDP |SIPO00ZFDESS07R Cisco IP Pheone 7960 10.100.36.164 Port 1
Int £#10018 Faverite Fal/13: FastEthemet0/1& (2nd Floor Cube B-08) Ignore
® Int #10019 Faverite Fal/19: FastEthemet0/18 (2nd Floor Cube B-09) Ignore
Int #10020 Favorite Fal/20: FastEthemet0/20 (\isitor Bldg Cube B} lgnors:
Int #10021 Favorite Falf21: FastEthemetQ/21 (\isitor Bldg Cube C) lanore
Int #10022| Favorite Fali22: FastEthemeti22 (Visitor Bldg Cube D) Ignors:
Int #10023 Favorite Falf23: FastEthemet0/23 (\isitor Bldge Cube E) lanore
Int #10024 Favorite Fal/24: FastEthemnetQ/24 (\Visitor Bldg Cube F) lgnore

Note: *Cisco CDP only shows other Cisco CDP Devices
*LLDP Devices (Including configured Cisco Device) may show other LLDP devices

*Some Devices (Enterasys/Extreme, HP) show both CDP and LLDP
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Interface Summary Fields: Connected Tab

The interface summary table includes the following fields when the “Connected” sub-tab is chosen.

Note: The results for the Connected tab will show up differently depending if the device is a switch or

not.

Ethernet Switch Results

. Poll frequency: 00:05:00
SO|ut|ons TotalView Last poll: 2/18/2015 3:51:38 PM
Network health: DEGRADED (1.2%)
L Map | Path [ Phones | Assessment | MOS BEREER Favorites | Issues | Health § Top-10 | WAN [ Interfaces [ Tools |
. @ Healthy Suppressed issue @ Issue 7 Comm fail Lock Config o 0 n
Device Summary << >> (L EE M Traffic | PoE | STP Jinventory § Description | Support | Financials § Uptime |
0S5l Services
Device Device Mam.ige of Oper Oper Admin .
Name IP Address Device 1234567 Int Up Down Down Location Contact
@ Barbera|l10.100.37.5 Telnet 55H Web HTTPS| |@ 33| 15| 18 0 | Santa Clara Tirn Titus
Interface Summary [General] Traffic] PoE ] STP ] Details ] Poll | COP/LLDP e el
TIED
Interface P lgnore Devices connected to
Number | Favorite Address Description Int this switch port
@ Int #1 Favorite fe.1.1: Unit: 1 100BASE-TX RJ45 Fast Ethernet Frontpanel Port 1 lgnore VLAN #1: 10-DD-Bl-RR-F2-F2
VLEN $#1: 00-10-49-00-6F-60 — 10.100.37.100
VLAN $1: —AQ-CB-1D-85- - 2
@& Int $#2 Favorite fe.1.2: Unit: 1 100BASE-TX R.J45 Fast Ethernet Frontpanel Port 2 (Trunk Port Connected to Gamay) | lgnore ,:’_ I i g g_ig_g ;_ ig_ ;:_gg L5olBle21
VLAN #1: 84-1B-5E-81-27-FC — 10.100.37.3
e Int #3 Favorite fe.1.2: Unit: 1 100BASE-TX RJ45 Fast Ethernet Frontpanel Port 3 (Andy Bohart Phone) Ignore VLAN #1: 08-00-0F-41-82-79 — 10.100.37.6
o Int #4 Favorite fe.1.4: Unit: 1 100BASE-TX RJ45 Fast Ethernet Frontpanel Port 4 Ignore| VLAN #1: 00-R0-C8-1D-86-0B
@ Int #5 Favorite fe.1.5: Unit: 1 100BASE-TX R.J45 Fast Ethernst Frontpanel Port 5 (Ray Kisser Phone) lgnore| VLAN #1: 08-00-0F-41-82-83 - 10.100.37.8
@ Int #¢ Favorite fe.1.6: Unit: 1 100BASE-TX RJ45 Fast Ethernet Frontpanel Port & Ignore VLAN #1: 00-04-F2-2F-60-6F — 10.100.37.13
Int #7 Favorite fe.1.7: Unit: 1 100BASE-TX RJ45 Fast Ethernet Frontpanel Port 7 (Mary Ludloff Phone) Ignore
Int #8 Favorite fe.1.8: Unit: 1 100BASE-TX R.J45 Fast Ethernet Frontpanel Port & Ignore
® Int #9 Favorite fe.1.9: Unit: 1 100BASE-TX R.J45 Fast Ethernet Frontpanel Port 9 (Damon Tribble Phone) Ignore|[ VLAN #1: 08-00-0F-41-83-3F — 10.100.37.7
Int #10 | Favorite fe.1.10: Unit: 1 100BASE-TX RJ45 Fast Ethemet Frontpanel Port 10 Ignore
Int #11 |Favorite ngnﬂ) 11: Unit: 1 100BASE-TX RJ45 Fast Ethemet Frontpanel Port 11 (Polycom Phone in Conference lgnore
Int #12 | Favorte fe.1.12: Unit: 1 100BASE-TX RuJ45 Fast Ethemnet Frontpanel Port 12 Ignore
Int #13 | Favorte fe.1.13: Unit: 1 100BASE-TX RuJ45 Fast Ethernet Frontpanel Port 13 Ignore
Int #14 | Favorte fe.1.14: Unit: 1 100BASE-TX RJ45 Fast Ethemnet Frontpanel Port 14 Ignore
Int #15 |Favorte fe.1.15: Unit: 1 100BASE-TX RJ45 Fast Ethemet Frontpanel Port 15 Ignore
Int #16 | Favorte fe.1.16: Unit: 1 100BASE-TX RJ45 Fast Ethemet Frontpanel Port 16 Ignore
Int #17 | Favorte fe.1.17: Unit: 1 100BASE-TX RuJ45 Fast Ethernet Frontpane! Port 17 Ignore
VLEN $#1: 00-10-49-02-47-13 — 10.100.37.10
VLAN #1: 00-10-49-03-E1-42 — 10.100.37.101
® Int #18 | Favorite fe.1.18: Unit: 1 100BASE-TX RJ45 Fast Ethemet Frontpanel Port 18 lgnore VLAN #1: 00-13-C4-C7-72-60 - 10.100.37.1
VLAN #1: B4-99-BA-CD-C6-80 — 10.100.37.16
VLEN $#1: B4-99-BA-CD-C6-B9
®| Int #1% |Favorte fe.1.19: Unit: 1 100BASE-TX RJ45 Fast Ethernet Frontpanel Port 19 (Aastra Phone in Guest Rm) Ignore VLAN #1: 00-08-5D-28-15-CD
® Int #20 | Favoiite fe.1.20: Unit: 1 100BASE-TX RJ45 Fast Ethemet Frontpanel Port 20 Ignore
Int #21 |Favorite fe.1.21: Unit: 1 100BASE-TX RJ45 Fast Ethemet Frontpanel Port 21 Ignare Zﬁ ﬂ 33i§3i:3i:1i§§j; - 10.100.37.53
VLAN #1: 90-B1-1C-10-DD-5F — 10.100.37.18
® Int #22 |Favoile fe.1.22: Unit: 1 100BASE-TX RJ45 Fast Ethemet Frontpanel Port 22 Ignore ,:’_ z i g g_g 1_ 12_ i g_gg_‘:f AEedBEegted
@ Int #23 |Favorite fe.1.23: Unit: 1 100BASE-TX RJ45 Fast Ethernet Frontpanel Port 23 lgnore VLEN #1: 00-04-F2-95-3D-1D
@ Int #24 |Favorte fe.1.24: Unit: 1 100BASE-TX RuJ45 Fast Ethemnet Frontpanel Port 24 lgnore| VLAN #1: B4-99-BA-CD-C6-BB

The Interface Number, IP Address, and Description columns will remain unchanged from the “General”

tab.

The last column will show the VLAN associated with the device connected, followed by the MAC address
and IP address (if found in router/server ARP caches). MAC address manufacturers are identified by

hovering over the MAC address.

Reverse-DNS lookups for switch ports can be identified by clicking on the IP address. The DNS name

will then be shown.

Note: If the results are blank, or the information is not as expected, click on the “Update” button to
collect the current bridge table, MAC addresses, and ARP cache information from network

equipment.
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Router/Server Results

. Poll frequency: 00:05:00
Solut|ons TotalView Last poll: 2/18/2015 3:51:38 PM
MNetwork health: DEGRADED (1.2%)
_ Map | Path [ Phones | Assessment | MOS UIWERIEER Favorites | Issues | Health [ Top10 | WAN [ Interfaces | Tools |
Device Summary << >> & Fealll - Supsressedissie @ ssue @ Commial LG Gonerg) [PoE T STP Jinventory  Description ] Support Uptime |
O35l Services #
Device Device Mane_ige of Oper Oper Admin .
Name IP Address Device 123 4/56 7Int Up Down Down Location Contact
@®|/Atlanta 10.100.37.1 Telnet SSH Web HTTPS| e o @ ® 3 2 1 1 Atlanta, GA Sally Toner x 4005
Interface Summary [PoE] STP] [Poll | COPILLDP JReti et
Interface IP Ignore. Switch interfaces showing
Number Favorite Address Description Int this MAC address
Barbera— Int #1E (5)
worite | 1 Gamay— Int $#24 (13)
® Int #1| Favorie| 10.100.37.1 Falil: FastEthemetD/D Ignore Grenache— Int $22 (12)
Shiraz— Int #1 (15)
- . i Bordeaux— Int #5 (3)
®| Int #2| Favorite|192.168.202.2| Falii: FastEthemet0i Ignore Cabernet— Int #4 (1)
Int #3 Favorte SelVD: SerialDi0 Ignore

The Interface Number, IP Address, and Description columns will remain unchanged from the “General”
tab.

The last column will show the Ethernet Switches and interfaces where this interface’s MAC address was
discovered. Each entry will show the switch name, followed by the interface number, then the number of
MAC addresses on that interface.

Note: If the number of MAC addresses on that interface show up with a number greater than 1, then the
interface may be an Ethernet trunk port where two switches connect. If the number of MAC
addresses show up as 1, then this is the switch interface where this interface is connected. If
none of the devices show up with “(1)” Mac address then that device is not being monitored and
should be added through the Configuration Tool.

Note: If the results are blank, or the information is not as expected, click on the “Update” button to
collect the current bridge table, MAC addresses, and ARP cache information from network
equipment.
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Device Overall Statistics

Below the Device Summary interface listing (shown in the previous two pages) is a view of the overall
statistics for the device:

Device Overall Statistics
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You can view the daily, weekly, monthly, or yearly information for the aggregate utilization for the device.

Note: On the Daily graphs, you will see a grey line which marks midnight. The Weekly graph shows a
grey line on Saturday at midnight. The Monthly graph shows a grey line for the first of the month.
And the Yearly graph shows a grey line for each month.

This is valuable for determining when the device is passing more or less traffic. This equates to a graph
showing how much work was performed by the device over time, and is useful for determining when to
schedule downtime for the device.

If the device is a Cisco router or switch, the CPU utilization and Free RAM is also displayed.
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Device Details
Below the Device Overall Statistics is information about the device:
Device Details
Device Description MFG website Device Uptime
Cisco C2800-1-M - Denver wwWww.cizsco.com|21% days 19:09:49.00
Routing Table Entries (ipForward)
Interface Route Mask Next Hop Policy Metric1 Status
Int #0(0.0.0.0 0.0.0.0 10.100.36.1 0 1] 1
Int #2(10.0.0.0 255.0.0.0 1%2.1668.201.2 0 2 1
Int #1(10.0.0.0 255.255.240.0/10.100.36.1 0 1 1
Int #1(10.100.36.0 255.255.255.0/10.100.36.60 0 1] 1
Int #1|10.100.3E.0 255.255.255.0/10.100.36.5 0 1 1
Int #2(192.168.201.0/255.255.255.0/192.1668.201.1 0 1] 1
Int #2(192.168.202.0/255.255.255.0/192.1668.201.2 0 1 1
Device Parents
(none)
Device Internal Description
Cizco Internetwork Operating System Software I0S (tm) C2600 Software (C2600-I-M), Version 12.3(26), BRELEASE

SOFTWARE (fc2) Technical Support: http://www.cisco.com/techsupport Copyright (c) 1986-2008 by cisco Systems,
Inc. Compiled Mon 17-Mar-08 15:23

Cisco BootROM Version

System Bootstrap, Version 11.3(2)XA4, RELEASE SOFIWARE (fcl) Copyright (c) 18%% by cisco Systems,
TAC:Home:SW:I05:5pecials for info

Cisco Chassis Information

Chassis Type c2610
Chassis Version 0r202
Chassis ID (Serial Number) JAB0333026P (1353273238%)
RAM 62,914,560 bytes

Non Volitile RAM Size
Non Volitile RAM Used

2%,6838 bytes
3,230 bytes

Config Register 8450
Next Boot Config Register 8450
Chassis Slots 2 slots
Community String Indexing TRUE
VLANSs detected: 0
Device Overall Utilization - Traffic
Packets Broadcasts

Tx Rx Tx Rx
Historical 453,006,000 451,508,000 1,008,000 38,17
Last Poll 13,275 13,241 15
Device Notes

Date/Time Username

% Broadcasts

Tx Rx
000/ ©0.222% 7.795%
563 0.113% 4£.079%

Note

TotalView Release 6 (6438) Copyright ©2014 PathSolutions

Perpetual License, licensed for 1000 interfaces

Feature Reguest

From this section, you can track the device’s uptime (as reported by the device), as well as internal

information about the device.

Note:

If the device is a Cisco switch or router, then additional internal device information is displayed.
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Device Notes
Notes can be added to a device so you can track when you performed work on a device:

Device 10.100.35.60

|| Add || Close |

Add Device Note

255 characters left.

Note: If you have authentication turned on, then the Username field will use the logged in user who
entered the note.

Note: The notes are stored in comma separated values (CSV) format in the following directory:

For 32 Bit Operating Systems
C:\Program Files\PathSolutions\TotalView\Notes

For 64 Bit Operating Systems
C:\Program Files (x86)\PathSolutions\TotalView\Notes

You can edit the files with any text editor like Notepad or use Excel to open the file in CSV
format.

The filename for device notes is the IP address of the device. For example, the notes for device
38.102.148.163 would be stored in filename 38.102.148.163.csv.
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Interface Details
If you click on an interface number, you will see details about that specific interface:

The errors graph in addition to the utilization graph will be displayed to correlate periods of high packet
loss with high utilization.

From this page, you can view all information about an interface’s performance.

path

Path | Phones || Assessment | MOS [JIENEER Favorites || Issues || Health | Top-10 | WAN || Interfaces || Tools

Device Summary << g pigapny ~ SUPIESsEd g o COmm

fail
>> o ' S Inventory ] Description | Support] Financials ] Uptime
Topology
Device Device Root Root Hold
Name IP Address Protocol Version Priority Last change Changes Root Bridge Cost Port Time
@ SCWANRTR 38.102.148.163 - - - - - - - - -
Interface Summary << >> [PoE | DEETEY Poll | CDPILLDP
Interface P Queue State
Number | Address Description X Type MAC Address MTU Type Last Changed
® Int #2|35104.2252 Fali1: FastEthernetli1 (Cogent) ® FIFQ 001f6cell5k9|1500/ethernetComacd 203 days 06:07:28.12

Interface Performance Download Excel lf View Advanced Stats
B Wockiy Y Monihly

Bits per second  [TI{¥NN

10mb
gmb | gl d hdboooaand lsaoaooaanaancaacasanaanaaacas | booad | hed bosan Tx Rx
i dloodboccal||Hicedfijoscasadbdboscascs Min e 2 B
K o Avg 1,193 kbps 2,764 kbps
a s Il ) Max 6,595 kbps 10,288 kbps
A LN e 95th 4,376 kbps 39,726 kbps
. b el el b
& 8 1o 1 14 1& 18 E0 Ez 0O Z £ & a8 1o 1 14 95th % 4.376% 9.727%
B Transmitted B Peceived Time (Hours)

Packet Loss (Errors per polling period)

Errors
ra

& & 10 1z 14 1l& 12 EZ0 2z 0 b4 4 & 8 10 12 14
m Errors W ino data) Time (Hours)

Queuing Mechanism
First In First Out (FIFO)

Network Prescription™

« Frame Too Long errors exist on this interface
This interface has received frames that are too large for it to receive. Another interface on this segment may be configured to perform VLAN tagging,
and this interface is not configured to respect VLAN tags. If the other interface transmits a 1500 byte long frame, the VLAN tag added to the frame
making it 1518 bytes long. This interface may discard these frames and also not interpret the VLAN tag properly as a result. To fix this problem,
either enable VLAN tagging on this interface, or disable YLAN tagging on all other interfaces on this segment.
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Utilization Graphs

The utilization graphs provide historical utilization of an interface in Daily, Weekly, Monthly, and Yearly

views.

You can also view the information in bits per second, percent utilization, or peak percent utilization.

Interface Performance Current Utilization Jl Download Excel |l View Advanced Stats
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Current Utilization Information
If you want to view the current utilization of this interface, click on the "Current Utilization" button. You'l
get a window that will display the immediate current utilization on the interface:

Device << >>38.102.148.163 SCWANRTR l
Interface >> Int #1 Fa0i0: FastEthernet/0 (SC Office)
Current Peak Interface Speed Utilization Percent
Direction Percent Percent 100,000,000 10 £l En 4o 50 B0 o BD a0 1o
Tx 7.07 7.07 7065215 ]
Rx 0.2€ 1.28 s63983|

You can open as many of these current utilization windows as you would like. This permits you to do
detailed bandwidth studies of any monitored interface on the system.

A high-water mark is maintained so you can determine the highest utilization point that occurred since the
window was opened.

The current utilization page is updated every 5 seconds.

Exporting Utilization Graph Data for an Interface

The "Download Excel” button allows you to download all of the graph data into an .xls file for charting and
graphing with a spreadsheet.
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Network Prescription

Below the graph is the Network Prescription for the interface. This is an analysis of any problems that
exist on the interface, including errors and utilization.

path

Path | Phones || Assessment | MOS [JIENER Favorites || Issues || Health | Top-10 | WAN || Interfaces || Tools

Device Summary << g Heggny ~ SUPPESRY g e 7 COMM

[ fail
>> e ' 1l Inventory | Description] Support] Financials ] Uptime |

Topology

Device Device Root Root Hold

Name IP Address Protocol Version Priority Last change Changes Root Bridge Cost Port Time
® Malbec/10.100.36.75 ieeegdzld - 32768 1 days 05:03:32.00) 51519 | Merlot | 10 Int #3 100
Interface Summary << >> General [ PoE | [ Details | Poll | CDPILLDP

E:?I'; Peak Daily

Interface P Error Utilization Interface VLAN St.atus

Number Address Description Rate Tx Rx Speed Duplex* p Admin Oper
e/ Int #23 ;23 (Stot: 1 Port: 23): Nortel Ethemet Routing Switch 5520-24T-PWR |57 7552(0.000%(0.000% 1, 000,000,000 Full nene up | up

Interface Performance Download Excel W View Advanced Stats

DETAN Weekly | Monthly § Yea
Bits per second | [EEN

Ekb
o Tx Rx
kb Min 0 kbps 1 kbps
K Avg 0 kbps 1l kbps
3 2kb
o Max 0 kbps 4 kbps
kb

95th 0 kxbps 2 kbps

& & 10 1z 14 1l& 12 EZ0 2z 0 b4 4 & 8 10 12 14 95th % 0.000% 0.000%
B Transmitted W Peceived Time (Hours)
Packet Loss
413 -
azg |-
o TG e e
u
2 164
Y
=

& & 10 1z 14 1l& 12 EZ0 2z 0 b4 4 & 8 10 1z 14
m Errors W ino data) Time (Hours)

Network Prescription™

+ Inbound Discards exist on this interface
Inbound packets had to be discarded because of a lack of available packet receive buffers. This can indicate that the device's internal CPU may be
unable to process all of the inbound data that it is receiving.

+ Qutbound Discards exist on this interface
Packets were discarded because the transmitting machine may have run out of outbound packet buffers. This can eccur if there is not encugh
outbound bandwidth available to transmit all requested data. It is suggested that you increase the bandwidth of this link, or increase the number of
transmit buffers on this device,

Interface Notes Add Note

Date/Time Username Note
7712014 3:05:06 PM | SYSTEM Interface changed status to UP

e - —
Total\View Release 6 (6445) Copyright ©2015 PathSolutions Perpetual License, licensed for 1000 interfaces
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Interface Notes
Notes can be added to an interface so you can track when you performed work on an interface:

Device 10.100.36.75, Int #23

|| Add || Close |

Add Interface Note

255 characters left.

Note: If you have authentication turned on, then the Username field will use the logged in user who
entered the note.

Note: The notes are stored in comma separated values (CSV) format in the following directory:

For 32 Bit Operating Systems
C:\Program Files\PathSolutions\TotalView\Notes

For 64 Bit Operating Systems
C:\Program Files (x86)\PathSolutions\TotalView\Notes

You can edit the files with any text editor like Notepad or use Excel to open the file in CSV
format.

The filename for device notes is the IP address of the device. For example, the notes for device
38.102.148.163 interface #2 would be stored in filename 38.102.148.163-2.csv.
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Advanced Interface Statistics

If you click on the “View Advanced Stats” button, you will be presented with additional graphs showing
bits per second, packets per second, broadcasts per second, and errors over time:

Interface Performance Download Excel lf Hide Advanced Stats
S Weciiy Y Monthly

Bits per second | [I/¥YNY

P U USRS
Tx Rx

kbps 1 kbps
Avg kbps 1 kbps
Max kbps 4 kbps
95th 0 kbps 2 kbps

& 8 10 12 14 1§ 18 2Z0 22 0 2 4 & & 10 12 14 95th % 0.000% 0.000%
BN Transmitted N Peceived Time (Hours)

Packet Loss (Errors per polling period)
413 -

Y
Skb B B T I I T ] A S & I Mln

R | g e i

Okb

Bits
o o o

3ES
ZdE -

164

Errors

SE

& 8 10 12 14 1§ 18 2Z0 22 0 2 4 & & 10 12 14
H Errors B (no data) Time (Hours)

Peak packets per second

n
o
ﬁ
= z
o
fu

& 2 10 1z 14 1& 12 20 2z 0 z 4 & & 10 1z 14
B Transmitted B Received Time (Hours)

Peak broadcasts per second

Eroadcasts
2]
L
[

13 & 10 1% 14 16 18 20 Z& 0 Z 4 13 g 10 1z 14
B Transmitted B Received Time (Hours)

The information displayed is useful for determining timing of broadcast storms or unusual packet activity.

You can also determine when packet loss occurred on the interface to help correlate with network events.
It is useful to determine if packet loss occurred along with high utilization levels or if the loss was
independent from utilization events.
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Additional interface information is displayed below the graphs:

Interface Traffic
Packets Broadcasts % Broadcasts
Tx Rx Tx Rx Tx Rx
Historical 53,301,557 66,160,371 343,441,720 359,457,658 B86.565% 04.455%
Last Poll 0 5 10 881 0.000% 9%.442%
Interface Errors
Error Counter Tracked  Type Errors Errors per Packet
Current Total Current Average
Inbound Unknown Protocols Common ] ] - -
Inbound Discards . Rare 260 9,B819,730/26.6968% 1.194%
Inbound Errors . Rare ] ] - -
Qutbound Discards L] Rare 0/296,405,766 - 36.043%
CQutbound Errors . Common ] ] - -
Outbound Queue Length Reference ] 0 - -
Single Collision Frames . Common ] ] - -
Multiple Collision Frames . Rare ] ] - -
Deferred Transmissions . Common ] 0 - -
Carrier Sense Errors . Rare ] ] - -
Excessive Collisions Rare 0 0 - -
Alignment Errors . Rare ] ] - -
FCS Errors . Rare ] ] - -
SQE Test Errors . Rare ] ] - -
Late Collisions . Rare ] ] - -
Internal MAC Transmit Errors . Rare 0 0 - -
Frame Too Longs . Rare ] ] - -
MAC Receive Errors . Rare ] ] - -
Error Totals 260 306,225,259/ 26.696% 37.237%
Network Prescription™
+ Inbound Discards exist on this interface
Inbound packets had to be discarded because of a lack of available packet receive buffers. This can indicate that the device's internal CPU may
be unable to process all of the inbound data that it is receiving.
+ Qutbound Discards exist on this interface
Packets were discarded because the transmitting machine may have run out of outbound packet buffers. This can occur if there is not enough
outbound bandwidth available to transmit all requested data. It is suggested that you increase the bandwidth of this link, or increase the number
of transmit buffers on this device,
Interface Notes
Date(Time Username Note
TH7I2014 3:05:06 PM| SYSTEM Interface changed status to UP

- o ——
TotalView Release 6 (6445) Copyright ©2015 PathSolutions Pempetual License, licensed for 1000 interfaces

All error counters are displayed so you can determine the exact error type that occurred on the interface.
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If you click on an Error Counter type, you will receive the official definition of the error as well as what
should be done to resolve the error:
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Ignoring Interfaces
There are three different ways of ignoring interfaces.

1) The IgnorelList.cfg allows you to ignore ranges of interfaces on devices.

2) The IgnoreType.cfg allows you to ignore interfaces via descriptions system-wide — like if you wanted to
always ignore any interface with the description of “Loopback”.

The above files should be opened up in Notepad for editing. After you save the file, stop and restart the
service to have this change take effect.

These files are located in one of the following directories:

For 64 bit — C:/Program Files (x86)/PathSolutions/TotalView/IgnoreList.cfg
For 32 bit — C:/Program Files/PathSolutions/TotalView/IgnoreList.cfg

3) If you only have a couple of ports you would like to ignore you can go to the “Device List” tab and click
on a device and then click on the “ignore” link towards the right hand side of the table for each interface
number you would like to ignore.

° Poll frequency: 00:05:00
SO'UtIOI‘IS TotalView Last poll: 2/19/2015 3:01:23 PM
Network health: DEGRADED (1.0%)
| Map | Path | Phones | Assessment | MOS UNEIEER Favorites | Issues | Health | Top-10 [ WAN | Interfaces | Tools |
Device Health Suppreszed | - Comm Lock
Summary << ®Feslthy o, @ lssue 7 g Canfig
=> SR Traffic | PoE | STP | Inventory | Description [ Support] Financials | Uptime |
05l Services
Device Device Mana_ige of |Oper Oper Admin .
Name IP Address Device 1234567 Int Up Down Down Location Contact
® Merlot|10.100.36.48 Telnet SSHWeb HTTPS @@ @@ ® 31 7 24 ] Santa Clara, CA noci@pathsolufions.com
Interface Summary [PoE | STP | () (TN Connected
Update
Interface P Ignore Devices connected to
Number Favorite Address Description Int this switch port
Int #1 Favorite 1M: Summit300-24-Port 1 (\isitor_Cube) —l | |gNONE
Int $2 Favorite 142: Summit300-24-Port 2 (Trunk-Muscat) Ignore
Int #3 Favorite 143 Summit300-24-Port 3 Ignore
® Int #4 Favorite 1/4: Summit300-24-Port 4 Ignore VLAN #1:
VLEN £1:
® Int #5 Favorite 1/5: Summit300-24-Port 5 Ignore| VLAN #1:
VLEN #1: 00

If your Web Config has been locked and you do not see then “ignore” link in the Device List tab, follow the
instructions below to Unlock the Web Config.

Unlock the Web Configuration
If the web configuration is locked, and you want to unlock it, Use the Config Tool > Output tab and then
check the box “Unlock Web Configuration”

Alternatively, if you want to Lock the Web Configuration to remove the “favorite” and “ignore” feature, click
on the “Lock Config” link shown below.
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Favorites Page

If you have specific interfaces that you want to group together to view from one page, they can be added
to the Favorite’s page:

path

Path § Phones | Assessment § MOS | Devices JEVGHIGCEEN Issues | Health §| Top-10 | WAN | Interfaces § Tools

Favorite Interfaces List
View Last Last Poll

Device Device Interface Current  Poll Utilization

Name IP Address Number Description Utilization Errors  Tx Rx
@ Barbera |10.100.37.5 Int #1 |fe.1.1:Unit: 1 100BASE-TX RJ45 Fast Ethernet Frontpanel Port 1 ‘iew Current| 0.00% 0.00% 0.00%
Merlot 10.100.36.48 Int #18 119 Summit300-24-Port 19 “iew Current) 0.00%| 0.00% 0.00%
@ Internet|10.100.36.1 Int #1 | FalWD: FastEthemnetd/0 (WAN side <FGT726=) View Current 15.97% 1.53% Z2.12%
@ FewYork 192.168.201.2 Int #2 | SelD: SerialdD (Link to Atlanta) “iew Current) 0.00%|12.21% 11.11%
® SCWANRTR 38.102.148.163|Int #1 | Fa0/: FastEthemetl/0 (SC Office) View Current 0.00% 2.30% 0.93%
® SCWANRTR/38.102.148.163|Int #2 | Fal/1: FastEthemstd/1 (Cogent) View Current 0.00% 0.94% Z.31%

o o —
Totalview Release 6 (6445) Copyright €2015 PathSolutions Perpetual License, licensed for 1000 interfaces

This page displays the most recent utilization that was seen during the last polling period of all favorite
interfaces.

Adding an Interface to the Favorites List

To add an interface to the favorites list, just click “Favorite” in the General sub-tab under the Device List
tab.

path

Path | Phones || Assessment | MOS [hENNTEER Favorites | Issues || Health | Top-10 | WAN | Interfaces | Tools

Device Summary << >3 ® WAty - Suppressedissue @lssue 7 Commel Lo CNE  Ggnor) [Inventory| [ Financials |

OS5l Servi
TVices &

Device Device Manage of |Oper| Oper | Admin
Name IP Address Device 123456 7Int Up Down Down Location Contact
® Atlanta(10.100.37.1 Telnet 5SH Web HTTPS o 8@ .3 2 1 1 Atlanta, GA Sally Toner x 4005
Interface Summary << >> [PoE | G (ORI Connected
[Update
Interface P ignore  Switch interfaces showing
Number Favorite Address Description Int this MAC address
Barbera— Int #18 (5)
) . Gamay— Int #24 (13)
® Int §1 Favorte 10.100.37.1 | Fa0f0: FastEthemetQiD Ignare Grenache— Int 22 (13)
Shiraz— Int #1 (15)
) i Bordeaux— Int #5 (3)
® Int §2 Favorite 192.168.202.2| Fa0f: FastEthemet0/ Ignore Cabernet— Int #4 (1)
Int # 3| Favorite SeliD: SerialliD Ignore

You will be presented with a dialog confirming your selection:

-
Message from webpage M

@ Add this interface to the Favorites tab?

[ ok || cancel

Click “OK” to add the interface to the favorites tab, or Cancel if you do not want to do so.

Note: The web interface must be in Configuration Mode to be able to add an interface to the Favorites
List. To access the web configuration tool, use the Config Tool and choose the “Output Tab”. If
the web configuration is locked, and you want to unlock it, check the box “Unlock Web
Configuration. See page 132 to see more about the Configuration Mode.
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Removing an Interface from the Favorites List

To remove an interface from the Favorites List use the “Config Tool” and click on the Favorites Tab where
you can delete an interface from the Favorites List. See Page 137 for details.

You can also edit the following file with a text editor and remove Favorite Interfaces:

For 32 Bit Operating Systems
C:\Program Files\PathSolutions\TotalView\Favorites.cfg

For 64 Bit Operating Systems
C:\Program Files (x86)\PathSolutions\TotalView\Favorites.cfg

Locate the IP address and interface number in the file and then delete it and Save the file. The
PathSolutions TotalView service must be stopped and re-started to have these changes take effect.
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Issues

Interfaces that have peak utilization rates or error rates that are over the threshold will be listed under the
"Issues" tab:

. Poll frequency: 00:05:00
S°|ut|ons TotalView Last poll: 2/19/2015 3:06:32 PM
Network health: DEGRADED (1.0%)
| Map | Path | Phones | Assessment | MOS | Devices | Favorites WESTEREN Health | Top-10 § WAN | Interfaces | Tools |
Interfaces with peak daily utilization rates greater than 90% or error rate greather than 5% sorted by Comm fail, Error rate, and Utilization Print
Peak Peak Daily
Daily Utilization
Device Device Interface Ignore Interface Error
Name IP Address | Number Description Int Speed Rate Tx Rx
®|Sauvignen/10.100.36.20/Int #17 17 (St 1 Port: 17): Avaya Ethemet Routing Switch 4850GTS-PWR+ Module - Port 17 Ignore, 100, 000, 000|&0 3%/100.000%/100.000%
@ Malbec 10.100.36.75/Int #23| ifc23 (Siot: 1 Port: 23): Nortel Ethemet Routing Switch S520-24T-PWR Medule - Port 23 lgnore 1, 000, D00, 000|31.025% 0.000% 0.000%
® Palominc 10.100.38.2 |Int $2 | Fali2 FastEthematO2 Ignare 100,000,000/25.641% 0.001% 0.000%
® Internet 10.100.36.1 |Int #1 | Fa0i0:FastEthemetd/0 (WAN side <FGT726=) Ignore 10,000,000(18.896% 16-633% 49.034%
@ /Muscat 10.100.36.51|Int #11| 11 (Slot 1 Port 11): Nortel Ethernet Switch 470-43T Module - Port 11 Ignore 100,000,000/10.194% 0.033% 0.003%
® CiscoRSA (10.100.36.4 |Int $15) inside: Adaptive Security Appliance ‘inside’ interface lgnore|  —Unknown- ] % 0.000% 0.000%
®|Internet |10.100.36.1 |Int #2 | Falil: FastEthemstli lgners 100,000,000 9.130% 4.305% 1.6639%
@ Sauvignon|/10.100.36.20 Int #7 | ifc? (Shot: 1 Port: 7) Avaya Ethemet Routing Switch 4850GTS-PWR+ Module - Port 7 Ignore 100,000,000 2.339%100.000%|100.000
8 total interfaces listed Top of page
-
Total\iew Release & (6436) Copyright ©2014 PathSolutions Pempetual License, licensed for 1000 interfaces Feature Reguest

The threshold levels are displayed at the top of this table for reference.

If the error rate or peak utilization rate is over the threshold, it will be displayed in red for easy
determination of the interface problem.

You can click on the interface number to jump to the interface details page and view the utilization and
error information.

Note: Interfaces that have been over threshold sometime in the past 24 hours are listed. Interfaces will
roll off of the issues list if it is under the error rate and utilization rate for a full 24 hours
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Health

The Health tab provides user-changeable widgets that can be displayed inside or outside of this tab. You
decide the type of widget and how you want information presented, and each widget auto-updates
automatically.

When you first use the Health tab, it will display a blank screen with a little “Edit” link in the upper right
hand side.

path

Path | Phones | Assessment | MOS | Devices | Favorites | Issues Top-10 | WAN | Interfaces | Tools

Edit

If you click that link, it changes to two links: “Add Widget” and “Lock”.

path

Path | Phones | Assessment | MOS || Devices | Favorites | Issues Top-10 | WAN | Interfaces | Tools

Add widget | Lock

” HEVMware, Inc.
Other
Dell Inc

Interface Speed x Device Manufacturers % | |MAC Addresses

il ».
MCISCO SYSTEMS, INC.
Other

Hewlett-Packard Company
B Hangzhou H3C Technologies Co.,

M <10meg Ltd. CISCO SYSTEMS, INC.
10meg ShoreTel, Inc HEApple
100meg BADTRAN INC. Hewlett-Packard Compa
M1gig D-Link Corporation Intel Corporate
" 10gig Dell Inc ShoreTel, Inc
=10gig y SENAO Networks, Inc. y M Fortinet Inc.

If you click “Lock”, it will just go back to “Edit”.

If you click “Add Widget”, it will open a dialog box and ask which widget you should add. The one you
select will immediately be placed on the page. You can move the selected widget around and change the
size by clicking on the sizing object in the lower right corner of the widget.

If you want, you can click “X” and close the selected widget.

When you are satisfied with its location and size, click “Lock” and the system will then lock it in and
display it without risk of having it change size or location. The “X” in the upper right corner will change to
an arrow that you can now click on. It will create a separate detached window for the widget that you can
drag around your screen.

You can continue to add other widgets to the screen as you want.
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Top 10

The top 10 section provides you with overall network information for all monitored interfaces. This section
is handy for determining what is occurring on the network regarding errors, utilization, and broadcast
levels.

Errors
The top 10 interfaces with the highest error rates are listed under the "Top-10" tab, in the "Errors" sub-tab.

This tab allows you to see what interfaces have errors that are approaching the error threshold.

Click on the interface number to jump to the interface details page and view the utilization and error
information.

Poll frequency: 00:05:00
4 =
SO|ut|or|s TotalView Last poll- 2/20/2015 3:01:41 PM
Network health: DEGRADED (0.7%)
| Map | Path | Phones I Assessment | MOS | Devices | Favorites | Issues | Health UREERIEN WAN [ Interfaces | Tools |
Errors [ Latency |
Top 10 Interfaces With Highest Daily Error Rates Sorted by Error Rate Scope: |Peak Daily v|Group: [Al v|
E:if‘l'; Peak Daily
Device Device Interface Error Lilization
Name IP Address  Number Description
® Sauvignen 10.100.36.20 |Int #17) ifcl7 (Slot: 1 Port: 173 Avaya Ethernet Routing Switch 4350GTS-PWR+ Module - Port 17
® Malbec 10.100.36.75 |Int #23 ift23 (Slot: 1 Port: 23) Nortel Ethernet Routing Switch S520-24T-PWR Module - Port 23

® CisccRSA |10.100.36.4 Int #15 inside: Adsptive Security Appliance 'inside’ interface
@ Falomino |10.100.38.2 Int #2 Falf2: FastEthemetdi2
®|/Internet |10.100.36.1 Int #1 | Falil: FastEthemetd/D (WAN side <FGT26=}

@ Muscat 10.100.36.51 Int $£11 ifc11 (Slot: 1 Port: 11): Nortel Ethernet Switch 470-48T Module - Port 11
® Internet 10.100.36.1 Int #2  Falf1: FastEthemetl/
® VELMA 10.100.36.10 Int #2  Intel(R) PRO Adapter

@ NewYork 192.168.202.1 Int £#1 | E0/D: Ethemetd0
® Bardolino 10.100.36.18 |Int #4 | port 4 Gigabit Copper: port 4: Gigabit Copper

Total\iew Release 6 (6436) Copyright 2014 PathSolutions Permpetusl License, licensed for 1000 interfaces Festure Reguest

You can also modify the output to view your preferred “Scope” or device “Groups” by using the drop down
menu on the right hand side. The “Scope” drop down menu will allow you to either see Peak Daily
Highest Error Rate within the last 24 hours or the Last Poll Error Rate within the last 5 minutes.

If a problem is currently happening on the network it's valuable to know which interfaces are currently
showing the highest utilization or error rates. The Last 5 Minute Poll allows you to target the right
impingement points in the network and get the root-cause of the problem fixed rapidly.

. Poll frequency: 00:05:00
SOll.ltIOI'IS TotalView Last poll: 2/20/2015 3:01:41 PM
Network health: DEGRADED {0.7%)

_ Map | Path | Phones | Assessment | MOS | Devices | Favorites Il Issues | Health URETRIQN WAN | Interfaces | Tools |
Errors

Top 10 Interfaces With Highest Last Poll Error Rates Sorted by Error Rate Scope: |LastPoll  %|Group: [&l]
VoIP Gateways
Distribution Network

Device Device Interface Edge Network

Name IP Address  Number Description ggriggs'q Firewall
®|Palomine 10.100.3B8.2 Int #2  Fali2: FastEthemetd/2 23T TTUTTETUSUUT
®|Malbec (10.100.36.75 |Int #23 ifc23(Slot: 1 Port: 23): Noriel Ethemnet Routing Switch 5520-24T-PWR Module - Port 23 21.229%/0.000%/0.000%
® CiscoRSA 10.100.36.4 Int #15 inside: Adaptive Security Appliance 'inside’ interface 7.156% 0.000% 0.000%

@ Miami 10.100.3B.3 Int #1 Gil/: GigabitEthemetd/d

®|NewYork 192.168.202.1/Int #1 | EtO/0: EthemetDiD

@ itlanta [10.100.37.1 Int #1 | Falf: FastEthemetd/D

@ Internet 10.100.36.1 Int #1  Fali: FastEthemstD/D (WAN side <FGT26=)
®|Bordeaux 192.168.202.4|Int #46 46 Ethemet interface

®|Honolulu 10.100.368.1 Int #3  Falf: FastEthemetdnt

® Honelulu/10.100.36.5 Int #3 | Falfi: FastEthemetOr

252% 0.001%0.001%
196% 0.331% 0.355%
661%0.182% 0.203%
458% 0.2159% 0.352%
207% 0.387%0.3568%
185%/0.002% 0.003%
185% 0.002% 0.003%

]

Total\View Release 6 (6436) Copyright ©2014 PathSolutions Pempetual License, licensed for 1000 interfaces Feature Request
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Transmitters

The top 10 interfaces with the Highest Daily Transmitted Rates sorted by Utilization are listed under the
"Transmitters" sub-tab.

This tab allows you to see what interfaces physically transmit the most data regardless of interface speed.

You can click on the interface number to jump to the interface details page and view the utilization and
error information.

path

Path | Phones | Assessment | MOS | Devices | Favorites | Issues | Health WAN | Interfaces | Tools

=T Transmitters

Top 10 Interfaces With Highest Daily Transmitted Rates Sorted by Utilization Scope: [Peak Daily | Group: [Al v|
R
Device Device Interface Error
Name IP Address Number Description Rate Tx Rx
® Szuvignen|[10.100.36.20 |Int #7 ife7 (Slot 1 Port: 7): Avaya Ethemnet Routing Switth 4850GTS-PWR+ Module - Port 7 2.301%100.000%|100.000%
®|Sauvignen|10.100.36.20 |Int $17 ifc17 (Slet: 1 Port: 17): Avaya Ethemet Routing Switch 4850GTS-PWR+ Module - Port 17 £E.294%100.000%/100.000%
® Internec [10.100.36.1 |Int #1 Fadi0: FastEthemet0i (WAN side <FGT28=) 18.702% 23.370% 42.034%
® NewYork |192.168.202.1 Int #2 SeQiD: Sensl0i (Link to Atiantz) 0.000% 189.458% 17.469%
@ Denver 10.100.36.60 |Int £2 SeliD: Sersl0id 0.000% 17.4%0% 12.542%
® Sauvignen|10.100.36.20 |Int #3 ife3 (Skot: 1 Port: 3): Avaya Ethemet Routing Switch 45506TS-PWR+ Module - Port 3 2.301% 11.362% 11.430%
® Szuvignon 10.100.36.20 |Int #4% ift4% (Slot: 1 Port 45 Avaya Ethemet Routing Switch 4850GTS-PWR+ Module - Fort 49 2.301% 11.362% 11.430%
®|Sauvignon|10.100.36.20 |Int #1 ife1 (Skot: 1 Port: 1): Avaya Ethemnet Routing Switch 43506TS-PWR+ Module - Port 1 2.301% 11.362% 11.430%
® Internet |10.100.36.1 |Int #2 Fai1: FastEthemat0i 4.705% 4.905% 2.356%
® Finct 10.100.36.53 Int £10005 FalS:FastEthemetl/s (To Wireless Access Point) 0.000% 4.354% 0.961%
— — —
Total\iew Release 6 (6436) Copyright 2014 PathSolutions Pemetual License, licensed for 1000 interfaces Feature Request

You can modify the output to view your preferred “Scope” or “Group” devices by using the drop down
menu on the right hand side. Using the Scope, you can choose to see the Peak Daily Highest Error Rate
within the last 24 hours or the Last Poll Error Rate within the last 5 minutes. You also have the option to
view the 95" Percentile Highest Daily Transmitted Rates, Raw Data Highest Daily Transmitted Rates, or
Broadcasts with The Highest Transmitted Broadcast Percentage.

B2 it/ sally:2084/SwlonTopl0TP ettt 2 ~ & J| BS TotalView Top 10 Tx Percent

path
Path | Phones | Assessment | MOS | Devices | Favorites | Issues | Health WAN || Interfaces | Tools

EEIEN  Transmitters

Top 10 Interfaces With Highest Daily Transmitted Rates Sorted by Utilization Scope: Group:
Lasi Poll Peak |VoIP Gateways
955h Parcante Daily Distribution Netwark
Device Device Interface Haw Dala Error |Edge Netwark
Name IP Address Number Description Brosdonsts Rate g:?,—:QSA Firewall
® Sauvignon 10.100.36.20 |Int #7 ifc7 {Slot: 1 Port: 7): Avaya Ethemnet Routing Switch 4850GTS-PWR+ Module - Port 7 2.301l 5o ToTS ITO T OO
® Sauvignon 10.100.36.20 |Int $#17 ifc17 (Slot. 1 Port: 17): Avaya Ethemet Routing Switch 485DGTS-PWR+ Module - Port 17 BE.294%(100.000%|100.000%
® Internet 10.100.36.1 |Int #£1 Falil: FastEthemetd/D (WAN side <FGT26x) 18.702% 23.370% 48.034%
® NewYork |192.168.202.1 Int #2 Se0/0 Seriall/ (Link to Atiantz) 0.000% 19.458% 17.469%
@ Denver 10.100.36.60 Int #2 SeliD: Seriald/D 0.000% 17.490% 19.542%
@® Sauvignon 10.100.36.20 |Int $3 ifc3 {Slet: 1 Port: 3): Avaya Ethernet Routing Switch 4850GTS-PWR+ Module - Port 3 2.301% 11.362% 11.430%
@ Sauvignon 10.100.36.20 Int #49 if43 (Slot 1 Port: 45) Avays Ethemet Routing Switch 4850GTS-PWR+ Module - Port 49 2.301% 11.362% 11.430%
® Sauvignon|10.100.36.20 Int $#1 ife1 {Slot: 1 Port: 1) Avaya Ethermnet Routing Switch 4850G5TS-PWR+ Module - Port 1 2.301% 11.362% 11.430%
® Internet [10.100.36.1 | Int #2 Falf1- FastEthemett 4.705% 4.905% 2.356%
@ Pinct 10.100.36.53 Int #10005 Fal/S: FastEthemstd/S (To Wireless Access Point) 0.000% 4.354% 0.961%
—————————— —
Total\View Release & (6436) Copyright 2014 PathSolutions Perpetusl License, licensed for 1000 interfaces Feature Reguest
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Receivers
The top 10 interfaces with the highest daily received rates are listed under the “Receivers” sub-tab.

This tab allows you to see what interfaces physically receive the most data regardless of interface speed.

Click on the interface number to jump to the interface details page and view the utilization and error
information.

path

Path | Phones | Assessment | MOS §| Devices | Favorites || Issues || Health WAN || Interfaces || Tools

[ Errors | Receivers

Top 10 Interfaces With Highest Daily Received Rates Sorted by Utilization Scope: |Peak Daily  "|Group: [All v|
Dy i
Device Device Interface Error
Name IP Address Number Description Rate Tx Rx
® Sauvignen 10.100.36.20 |Int #7 ifi7 (Slot: 1 Part: 7) Avaya Ethemnet Routing Switch 4850GTS-PWR+ Module - Port 7 2.301%/100.000%(100.000%
#|Sauvignon|10.100.36.20 |Int #17 if17 (Slot: 1 Port: 17): Avaya Ethemet Routing Switch 4850GTS-PWR+ Module - Port 17 £E.294%(100.000%/100.000%
® Internet |10.100.36.1 |Int £1 Falil: FastEthernstliD (WAN side <FGT28=) 18.702% 23.370% 42.034%
®|Denver 10.100.36.60 |Int £2 SelVD: Serislnio 0.000% 17.490% 19.542%
® NewYork |192.168.20Z.1/Int #2 SeliD: SerialtiD (Link to Atlantz) 0.000% 15.458% 17.469%
®|Sauvignon/10.100.36.20 |Int #49 ifc48 (Slot: 1 Port: 43): Avays Ethemet Routing Switch 4850GTS-PWR+ Module - Port 49 2.301% 11.362% 11.430%
® Szuvignen 10.100.36.20 |Int £1 ifi1 (Slot: 1 Part 1) Avaya Ethemet Routing Switth 4550GTS-PWR+ Maduls - Port 1 2.301% 11.362% 11.430%
®|Sauvignon|10.100.36.20 |Int £3 ifi:3 (Slot: 1 Port: 3] Avaya Ethemnet Routing Switch 4850CTS-PWR+ Module - Port 3 2.301% 11.362%| 11.430%
® finct 10.100.36.53 Int £10012 FadiiZ: FastEthemetlN2 (Sauv-Zintlnternet) 0.004% 2.495% 4.632%
®|Pinct 10.100.36.53 Int £10015 Fadi5:FastEthemetdis (Tim) 0.248% 0.884% 2.373%
o T Ty S T —
Total\View Release 6 (6426) Copyright 2014 PathSolutions Pemetual License, licensed for 1000 interfaces Festure Reguest

You can modify the output to view your preferred “Scope” or “Group” devices by using the drop down
menu on the right hand side. Using the Scope, you can choose to see the Peak Daily Highest Error Rate
within the last 24 hours or the Last Poll Error Rate within the last 5 minutes. You also have the option to
view the 95" Percentile Highest Daily Transmitted Rates, Raw Data Highest Daily Transmitted Rates, or
Broadcasts with The Highest Transmitted Broadcast Percentage.

= TotalView Top 10 R Percent %

Path | Phones | Assessment | MOS || Devices | Favorites | Issues | Health WAN || Interfaces | Tools

[ Errors | Receivers

| Top 10 Interfaces With Highest Daily Received Rates Sorted by Utilization Scope: Group:
Lasi Poil Peak |VOIP Gateways
G5th Paroantds Daily Distribution Network
Device Device Interface - Raw Dala Error E?s%iNAeStth’:[itewall
Name IP Address Number . ! ; Description Broadcasts Rate Sorvers
® Szuvigneon 10.100.36.20 |Int #7 ifc7 (Slot: 1 Port: 7): Avaya Ethernet Reuting Switch 4350GTS-PWR+ Module - Port 7 2.301%
® Sauvignon 10.100.36.20 |Int #17 ifc17 (Slot: 1 Port: 17): Avaya Ethemet Routing Switch 485DGTS-PWR+ Module - Port 17 BEE.294%100.000%|100.000%
® Internet |10.100.36.1 Int #£1 Fali0: FastEthemetd/0 (WAN side <FGT28=) 12.702% 23.370% 45.034%
@ Denver 10.100.36.60 |Int $#2 SeliD: SenallD 0.000% 17.490% 159.542%
@ NewYork 1592.168.202.1 Int #2 Se0i0: Seral0/D (Link to Atlanta) 0.000% 19.458% 17.469%
@ Sauvignon 10.100.36.20 |Int $#49 ifc48 (Slot: 1 Port: 48): Avaya Ethemet Routing Switch 4850GTS-PWR+ Module - Port 49 2.301% 11.362% 11.430%
® Sauvignon 10.100.36.20 |Int #1 ifc1 {Slot: 1 Port: 1) Avaya Ethernet Routing Switch 4850GTS-PWR+ Module - Port 1 2.301% 11.362% 11.430%
® Sauvignon 10.100.36.20 |Int #3 ift3 {Slok: 1 Port: 3): Avaya Ethernet Routing Switch 4850GTS-PWR+ Module - Port 3 2.5301% 11.362% 11.430%
® Pinct 10.100.36.53 Int #10012| Fali12: FastEthemetd/12 (Sauv-Zinf-Internet) 0.004% 2.495% 4.632%
@ Finot 10.100.36.53 |Int #10015| Fa0/15: FastEthemetd/1S (Tim) 0.248% 0.8B4% 2.373%
— — —
Total\View Release & (6438) Copyright 2014 PathSolutions Perpetusl License, licensed for 1000 interfaces Feature Reguest

—— — e —

Note: If you have an interface that is receiving a high level of broadcasts, investigate the device that is
connected to it to determine why it is transmitting a lot of broadcasts.
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Latency
The top 10 devices with the highest daily latency are listed under the “Latency” sub-tab.

This tab allows you to see which devices have the highest latency sorted by latency.

You can click on the Device to jump to the Device Overall Statistics page and view the Latency, Jitter,
and Packet Loss details.

path

Ma Path | Phones | Assessment | MOS | Devices | Favorites | Issues | Health WAN | Interfaces | Tools

Latency

Top 10 Devices With the Highest Daily Latency Sorted by Latency Group: v
Peak Peak Peak

Device Device Daily  Daily Daily
Name IP Address Location Latency Jitter Loss

@ Zinfandel|10.100.36.27 | snmplocation 181 ms| 14 ms 0%
® Zinfandel|10.100.36.25 | snmplocation 173 ms| 14 ms 0%
®| Shiraz 10.100.37.3 Santa Clara 153 ms 2 m3 5%
®| VELMAR 10.100.36.10 | Santa Clara, CA 114 m3|343 ma 0%
®LAtlanta 10.100.37.1 Atlanta, GA 78 ms| 43 ms| 1B%
® Grenache 10.100.37.53 | Sunnyvale, CA 70 ms 1 ms 11%
& Gamay 10.100.37.2 Santa Clara, CA 44 m3 5 ms| 30%
@ Bordeaux |[19Z.168.202Z.4 Sunnyvale 40 ms 0 ms 3%
®|/Corvina 10.100.36.61 | Hangzhou China 3% ms 4 ms 0%
@ Denver 10.100.36.60  Denver, CO 36 ms 9 ms 0%

Tm4 PathSolutions Pemetual License, licensed for ﬁ interfaces Festure Request

You can also modify the output to view your preferred device “Groups” by using the drop down menu on
the right hand side.

path

Maj Path | Phones | Assessment | MOS || Devices || Favorites || Issues | Health WAN | Interfaces | Tools

Latency

Top 10 Devices With the Highest Daily Latency Sorted by Latency Group:
VolP Gateways
Device Revice Distribution Network
Name IP Address Location Edge Netwark
Zinfandel 10.100.36.27 oc i Cisco ASA Firewall
@ Zinfande! - -36. snmplocation Servers
® Zinfandel 10.100.36.25  snmplocation ms ms
® Shiraz 10.100.37.3 Santa Clara 153 ms| 2 ms| 5%
@ VELMA 10.100.36.10 | Santa Clara, CA 114 ms|343 ms 0%|
@ Atlanta 10.100.37.1 Aflanta, Ga 78 ms| 43 ms| 18%|
® Grenache [10.100.37.53  Sunnyvale, CA 70 ms 1 ms 11%
®|Gamay 10.100.37.2 Santa Clara, CA 44 m3 5 ms 30%
@ Bordesaux |192.168.202.4 Sunnyvale 40 ms 0 ms 3%
@ Corvina 10.100.36.61 | Hangzhou China 39 ms 4 ms 0%
@ Denver 10.100.36.60 | Denver, GO 36 ms % ms 0%
Total\View Release 6 (6435) Copyright 82014 PathSolutions Pempetual License, icensed for 1000 inferfaces Feature Request

Page 79



PathSolutions TotalView

Jitter
The top 10 devices with the highest daily Jitter are listed under the “Jitter” sub-tab.

This tab allows you to see which devices have the highest daily Jitter sorted by Jitter.

You can click on the device to jump to the Device Overall Statistics page and view the Latency, Jitter, and
Packet Loss details.

path

Maj Path | Phones | Assessment | MOS | Devices | Favorites | Issues | Health WAN | Interfaces | Tools

Errors | Transmitters | Receivers | Latenc Jitter T

Top 10 Devices With the Highest Daily Jitter Sorted by Jitter Group: [All hd
Peak Peak Peak

Device Device Daily  Daily Daily

Name IP Address Location Latency Jitter Loss

® VELME 10.100.36.10 | SantaClara, CA 114 ms 343 ms 0%
@ Atlanta 10.100.37.1 Aflanta, GA 7B ms| 43 ms 18%
@® Honolulu 10.100.36.5 B ms| 31 ms 0%
® Honoclulu 10.100.38.1 B ms 31 ms 0%
® 5an Francisco GW|10.100.37.100| San Frantisco 15 ms 31 ms 40%
@ REDSONJL 10.100.36.12 | SantaClara, CA 3 ms| 16 ms 100%
@ Internetc 10.100.38.1 San Frantisco. CA 20 ms 16 ms 0%
@ Miami 10.100.38.3 7 ms| 16 ms 0%
@ Santa Clara GW 10.100.36.100 Headquarters 10 ms 15 ms 0%
@ Zinfandel 10.100.36.25  snmplocation 173 ms 14 ms 0%

Tomnﬁmmm Pemetual License, licensed for ﬁiﬂﬁﬁmﬁ Feature Request

You can also modify the output to view your preferred device “Group” by using the drop down menu on
the right hand side.

path

Ma Path | Phones || Assessment | MOS §| Devices § Favorites | Issues | Health JGTEIEN WAN | Interfaces | Tools

Errors | Transmitters | Receivers | Latenc Jitter  [IGES

Top 10 Devices With the Highest Daily Jitter Sorted by Jitter Group: |l
ValP Gateways
Device Device Distribution Network
Name IP Address Location Edge Network
VELMZ 10.100.36.10 | Santa Gl GA Cisco ASA Firewall
hd - R anta Glers, Servers
@ LAtlanta 10.100.37.1 Atlanta, GA B ms| 43 ms BE
@ Honolulu 10.100.38.5 B ms| 31 ms| 0%
@ Honolulu 10.100-3B.1 B ms| 31 ms 0%
® San Franciscc GW 10.100.37.100| SanFrancisco 15 ms| 31 ms| 40%
® REDSONJZ 10.100.36.12 | Santa Glara, CA 3 ms 16 ms/100%
@/ Internet 10.100.38.1 San Francisco. CA 20 ms| 16 ms 0%
@ Miami 10.100.3B.3 T ms| 16 ms 0%
@®|Santa Clara GW 10.100.36.100| Headquarters 10 ms| 15 ms 0%
@ Zinfandel 10.100.36.25 i 173 ms| 14 ms 0%
. —
TotalView Release 6 (6436) Copyright ©2014 PathSolutions Perpetual License, licensed for 1000 inferfaces Feature Request
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Loss
The top 10 devices with the highest daily packet loss are listed under the “Loss” tab.

This tab allows you to see which devices have the highest packet loss sorted by packet loss.

You can click on the device to jump to the Device Overall Statistics page and view the Latency, Jitter, and
Packet Loss details.

path

Ma Path | Phones | Assessment | MOS || Devices | Favorites | Issues | Health WAN || Interfaces || Tools

Loss

Top 10 Devices With the Highest Daily Loss Sorted by Loss Group: |All v
Peak Peak Peak

Device Device Daily  Daily Daily

Name IP Address Location Latency .Jitter Loss

@ REDSONJE 10.100.36.12 | SantaClara, CA 3 ms|l6 ms 100%
® San Francisco GW 10.100.37.100| San Francisco 15 ms 31 ms| 40%
@ Gamay 10.100.37.2 Santa Clara, CA 44 ms 5 ms| 30%
®|Atlanta 10.100.37.1 Aflanta, GA T7E ms 43 ms| 16%
® | Barbera 10.100.37.3 Santa Clara 22z ms 4 ms 1B8%
® Grenache 10.100.37.53  Sunnyvale, CA T0 ms 1 ms 11%
®|Cabernet 182.16E.202.3 3l ms 0 ms 6%
@/ Shiraz 10.100.37.3 Santa Clara 171 ms 2 ms 5%
®|Bardoline 10.100.36.18 | SanFrancisco 9 ms 3 ms| 5%
@ Bordeaux 182.168.202.4 Sunnyvale 40 ms| 0 ms 3%

Tmmd PathSolutions Pemetual License, licensed for 000 mieraces Festure Request

You can also modify the output to view your preferred device “Groups” by using the drop down menu on
the right hand side.

path

Ma| Path | Phones | Assessment | MOS | Devices | Favorites || Issues | Health WAN | Interfaces § Tools

Loss

Top 10 Devices With the Highest Daily Loss Sorted by Loss Group: |4l
VolP Gateways
Deviee Betiee Distribution Network
Name IP Address Location Edge Network
REDSONJR 10.100.36.12 | Santa Cl CA Cisco ASA Firewsll
. . -36. anta Clara, Servers
® San Francisco GW 10.100.37.100 SanFrancisco T5 ms[31 ms| 40%|
@ Gamay 10.100.37.2 Santa Clara, CA 44 ms S5 ms 30%
®|Atlanta 10.100.37.1 Aflanta, GA 7B ms|43 ms 1B8%
® Barbera 10.100.37.5 Santa Clara 22 ms| 4 ms 1B%
@ Grenache 10.100.37.53  Sunnyvale CA 70 ms 1 ms 11%
@ Cabernet 182.16B.20Z2.3 31 ms| 0 ms 8%
@®|Shiraz 10.100.37.3 Santa Clara 171 ms| 2 ms 5%
@ Bardelino 10.100.36.18 | SanFrancisco S ms| 3 ms 5%
@ Bordeaux 192.16E6.202.4| Sunnyvale 40 ms 0 ms 3%
T — —
Total\iew Release & (6436) Copyright 2014 PathSolutions Permpetual License, licensed for 1000 interfaces Feature Reguest
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WAN Tab

This section will automatically display WAN interfaces that are slower than 10meg, sorted by 95"
percentile:

00:05:00
2/20/2015 3:13:10 PM

Poll frequency:
Last poll:

Solutions TotalView

Network health: DEGRADED (1.8%)
_ Map | Path | Phones | Assessment | MOS I Devices | Favorites | Issues | Heaith | Top-10 ALY
WAN Interfaces
Device Interface
Name Number Details Utilization Graph
15:15
DSCP Tagging for VolP
Provider: ATAT Gircuit 10: CBW34-58921-DS1
Support Phone: (877) 5551212 Manthly Cost: 5685
Chardonnay Int $15 Confract Expiration: 12/15/2015 Cost per Gigabit: 53013301607 E
Speed 100,000,000 Type: ethernetCsmacd
MTU: 1514 Queuing Undstermined
S TLETA e — PoEER 7 8 11 13 15 17 18 2zl 2z 1 3 & 7 & 11 13 1§
B Transmitted m Received Time (Hours)
Tx 95th Pet: 0.00% Rox 85th Pet: 0.01%
Fall/D: FasiEthemet/ (SC Office)
To Dallas 9928kh
Provider: Werizon Gircuit 10: VZ45-K4801-3812 7940kk
Support Phone. (800) 5551212 Manthly Gost: £1452 59ESkD
SCHANETR Int #1 | Contract Expiration 6/1/2016 Cost per Gigabit 50.08919365 E 39708k
Speed: 100,000,000 Type: ethernetCsmacd  °  1agskp
MTU: 1500 Queuing FIFO Okb
Tepeak 5934 RucPeak 2,614 N e )
T 95th Pet: 7.83% Fux 95th Pet: 9.684%
Selil: Seriall/0 (Link to Atianta)
To Atlanta
Provider: Cable One Circuit 10: CW4B1-B481-331130
Support Phone. (877)555-1212 Monthly Cost $go2
NewY¥ork |Int $2 | Coniract Expiration 7/12/2016 Cost per Gigabit 5412156883 ‘E
Speed: 256,000 Type: propBointToPointSerial ©
MTU: 1500 Queuing: WFQ
Tepeak £L.77% Rcpesk 40.51¢ N A A )
Tx 95th Pet: 12.87% Rx 95th Pet: 11.78%
Se0/0: Seriall/
To New York
Provider: Cable One Circuit 1D: CW4B1-B378-381721
Support Phone. (B77)555-1212 Monihly Gast £1105
Denver Int #2 | Contract Expiration: 7/12/2016 Cost per Gigabit 5511638698 ‘E
Speed: 256,000 Type propBointToPointSerial ©
MTU: 1500 Queuing: FIFO
Tepeak 0. 424 RcPesk a1.60¢ N - )
Tx 95th Pet: 11.72% Rox 95th Pet: 12.97%

Total\iew Release & (6442) Copyright ©2015 PathSolutions

Perpetual License, licensed for 1000 inferfaces

Note:

The list of WAN interfaces on this list is automatically generated by the system. If you desire to

include specific WAN interfaces that are not displayed in this list, this can be accomplished by
using the “Config Tool” and selecting the WAN Tab. You can add, change, or delete any
interfaces there as well as sort them in order by using the Shift Up or Shift Down keys. See Page

127 for details.

You can also editing the WAN.cfg file. This file is located in the following directory:

For 32 Bit Operating Systems
C:\Program Files\PathSolutions\TotalView\WAN.cfg

For 64 Bit Operating Systems

C:\Program Files

(x86) \PathSolutions\TotalView\WAN.cfg

Edit this file with a text editor (like Notepad) and add the IP address and interface for each WAN
interface that you want the program to list. The IP address and interface number should be
separated by at least one <TAB> character. Save the file and then stop and re-start
PathSolutions’ TotalView Service to have it take effect.
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Interfaces Tab
This section identifies interfaces with specific conditions.

Half Duplex Interface Report

Interfaces that are configured for half-duplex or are showing collision counters are displayed on this
report:

- Poll frequency: 00:05:00
SO|ut|ons TotalView Last poll: 2/20/2015 3:13:10 PM
Network health: DEGRADED (1.8%)
| Map | Phones | Assessment | MOS | Devices | Issues | Health KLY Interfaces
GEIAITVESSE Unknown Protocols | Sub 10 meg | 10 meg [ 100 meg | 1 gig | 10 gig | Operationally Down | Administratively Down
Half Duplex Interface List sorted by Peak Daily Error Rate
Peak Peak Daily
. . Ll Utilization
Device Device Interface Error
Name IP Address Number Description Rate Tx Rx  Duplex*
@ Sauvignon 10.100.36.20 [Int £17 ife17 (Slot: 1 Port: 17): Avaya Ethernet Routing Switch 485DGTS-PWR+ Module - Port 17 30.145%(100.000%(100.000% Half
@ Internet 10.100.36.1 Int #£1 Falil: FastEthemetd/D (WAN side <FGT26=) .316% 6€4.452% Half
® 5C_User 5Wz2 10.0.12.7 Int #24 24: 24 (Path Solufions) .969% 25.415% Half
@ Brunello 10.100.37.16 Int £2 2:2 ).307%| 0.313% Half
@ Internet 10.100.386.1 Int #2 Fali1: FastEthemetlH .247% 2.548% Half
® Bordeaux 192.168.202.4 Int £46 46: Ethemet Interface ).529% 0.49896% Half
® Pinct 10.100.36.53 Int £10010 Fal/10: FastEthemetD/10 (To Hawail) ).011% 0.007% Half
@ Honclulu 10.100.36.5 Int #2 Falil: FastEthemetdD ).007% 0.008% Half
8 total half-duplex interfaces displayed Top of page
— - —
TotalView Release & (64438) Copyright ©2015 PathSolutions Perpetual License, licensed for 1000 interfaces

With modern switched networks, no interfaces should be configured for half-duplex or creating collisions
on the network. This report discloses all interfaces that are either configured for half-duplex operation or
have collision error counters.

Note: If the Duplex value shows a red asterisk (*) behind the label, it indicates that the duplex setting
could not be read from the device because the device does not support RFC 2665. In this case,
the duplex setting is estimated based on the presence or absence of collision error counters on
the interface.
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Unknown Protocols

This report shows all interfaces that received a valid frame with unknown protocols. Knowing which
interfaces have devices transmitting strange protocols (IPX, Appletalk, etc.) can be valuable for reducing
unnecessary broadcasts on your network. This report will disclose the interfaces that are currently
discarding packets.

. Poll frequency: 00:05:00
SOlutIOI‘IS TotalView Last poll: 2/20/2015 3:18:05 FM
MNetwork health: DEGRADED (1.8%)

L Map | | Phones | Assessment | MOS Il Devices | Issues | Health AIZUR Interfaces
[ Half Duplex JRULISLIUYZEIEIGIEN Sub 10 meg | 10 meg J 100 meg J 1 gig J 10 gig |

Interfaces Currently Showing Unknown Protocols sorted by Peak Daily Error Rate

Egﬁ;‘, Peak Daily

Device Device Interface Error itz ie

Name IP Address  Number Description Rate Tx Rx
@ Internet|10.100.36.1 |Int #2 | FaDN: FasiEthemet/! 4.851%6.447%2.549%
® Palcming|10.100.36.2 |Int #2 | FaD/2: FastEthemetD2 0.000%0.001%0.000%
@ Denver 10.100.36.60 Int #1 | Et0D Ethemnetdi 0.000% 0.528% 0.515%
®|Honolulu{10.100.36.5 Int #2 | FaD/D: FastEthernetOid 0.000% 0.007% 0.00E%
® Honolulu{10.100.36.5 |Int #3 | FaDri: FastEthemets! 0.000%0.005%0.009%
® Miami 10.100.38.3 Int #1  Gil/D: GigabitEthemetl/D 0.000% 0.008% 0.00B%
6 total unknown protocol interfaces displayed Top of page

— - —
Total\iew Release 6 (6448) Copynight 22015 PathSolutions Perpetual License, licensed for 1000 interfaces

For Example: If AppleTalk, IPX, or IPv6 is configured on two devices, these two devices will send
broadcasts to each other. All other devices on the network will also receive the broadcast frames. These
devices will not know what to do with the packets and will discard them.
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Sub 10 meg

This report shows all interfaces that are configured under 10meg Ethernet. These interfaces may be
critical WAN interfaces that need to be tracked more closely.

- Poll frequency: 00:05:00
SO'UtIOﬂS TotalView Last poll: 2/20/2015 3:18:05 PM
Network health: DEGRADED (1.8%)

"Map | Path | Phones | Assessment | MOS | Devices | Favoritos | Issues | Hoalth | Top-10 ] WAN JIISAR
[ Half Duplex | Unknown Protocols [EJTERIEITYRE 10 meg [ 100 meg | 1 gig [ 10 gig | Operationally Down | Administratively Down

10 Meg Interface List sorted by Peak Daily Utilization Rate
Peak

Daily Peak Daily
Device Device Interface Error gilzatich Interface
Name IP Address  Number Description Rate Tx Rx Speed

@ SCWANRTR 38.102.148.163 Int #10| Tu2: Tunnsi2 0.000%100.000%|100.000%| 9,000
® SCWANRTR 38.102.14B8.163 Int #9 | Tul: Tunnell 0.000% 1.778%|100.000% 3,000
® NewYork 182.168.201.2 Int £2 | SelVD: Seriall/D (Link to Atlanta) 0.000% 41.771%| 40.510%256,000
@ Denver [10.100.36.60 | Int €2 | SelD: SerallD 0.000% 40.43B% 41.68B%|256,000

4 total sub 10 meg interfaces displayed Top of page

Totalview Release 6 (6448) Copyright ©2015 PathSolutions Perpetual License, licensed for 1000 interfaces

Since virtually all network adapters that have been sold in the past 10 years are both 10meg and 100meg
capable, this report discloses interfaces that are configured under 10megs. Network performance can be
generally improved by changing these adapters to use 100meg.

Note: Even if a network link has low utilization, it can still benefit from upgrading to 100meg, as the
latency to stream small chunks of data across a 10meg link can be reduced significantly by
increasing the bandwidth ten-fold.
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10Meg Interface Report
This report shows all interfaces that are configured for 10meg Ethernet:

. Poll frequency: 00:05:00
SO|ut|°ns TotalView Last poll 2/20/2015 3:18:05 PM
MNetwork health: DEGRADED (1.8%)
_ Map | Path | Phones | Assessment | MOS | Devices | Favorites | Issues } Health | Top-10 | WAN [EIELEREER Tools |
[ Half Duplex J Unknown Protocols J| Sub 10 meg JRIULELIN 100 meg | 1 gig § 10 gig | Operationally Down § Administratively Down |
10 Meg Interface List sorted by Peak Daily Utilization Rate
Doy Peak Daily
Device Device Interface Error il o Interface
Name IP Address Number Description Rate Tx Rx Speed
® 5C_User 5W2 10.0.12.7 Int £#24 24: 24 (Path Solutions) 14.751%|65.969% 25.415%|10, 000,000
@ Internet 10.100.36.1 Int £1 Falf0: FastEthemnet0/D (WAN side <FGT28>) 18.799%|25.316% 64.452%|10, 000,000
® ELPI0OH 10.100.36.7 | Int £2 ethD: ethd 0.830% 9.580% 61.219% 10,000,000
@ Pinot 10.100.36.53 |Int #10007 Fali7: FastEthemet(i7 (Connection to Denver) 0.000% 0.554% 0.546% 10,000,000
@ Bordeaux 192.168.202.4 Int £46 48: Ethemet Interface 1.711% 0.529% 0.496%10,000,000
® Denver 10.100.36.60 Int #£1 Et0/D: EthemetiD 0.000% 0.52B% 0.515% 10,000,000
® NewYork 192.168.201.2 Int £1 Et0D: Ethemet0/0 2.968% 0.483% 0.523% 10,000,000
® Ltlanta 192.168.202.2/Int $1 FaliD: FastEthemetD/o 2.570% 0.319% 0.302% 10,000,000
® Ltlanta 10.100.37.1 Int £1 Falf0: FastEthemet0/D 2.432% 0.319% 0.302%10,000,000
® Brunello 10.100.37.16 Intc #2 22 6.B694% 0.307% 0.313%10,000,000
® Finot 10.100.36.53 Int £10013 Fal/13: FastEthemet0/13 (To Velma) 0.000% 0.107% 0.0Z2% 10,000,000
& VELMR 10.100.36.10 |Int $2 Intel(R) PRO Adapter 0.000% 0.022% 0.050% 10,000,000
@ ERZP200H 10.100.36.7 Int #12 br-lan: br-lan 0.000% 0.000% O0.000%10,000,000
13 total 10 meg interfaces displayed Top of page
TotalView Release £ (6443) Copyright 2015 PathSolutions Perpetual License, licensed for 1000 interfaces

Since virtually all network adapters that have been sold in the past 10 years are both 10meg and 100meg
capable, this report discloses interfaces that are configured for 10meg. Network performance can be
generally improved by changing these adapters to use 100meg speeds instead of 10meg.

Note: Even if a network link has low utilization, it can still benefit from upgrading to 100meg, as the
latency to stream small chunks of data across a 10meg link can be reduced significantly by
increasing the bandwidth ten-fold.
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100Meg Interface Report
This report shows all interfaces that are configured for 100meg Ethernet:
. Paoll frequency: 00:05:00
So‘utlons TotalView Last pall: 2/20/2015 3:18:05 BM
Network health: DEGRADED (1.8%)

| Map | Path | Phones | Assessment | MOS | Devices | Favorites | Issues | Health | Top-10 | WAN |IIEREEES
[ Half Duplex | Unknown Protocols | Sub 10 meg | 10 meg BRILEV 1 gig | 10 gig |

100 Meg Interface List sorted by Peak Daily Utilization Rate

Device
Name

Sauvignen
Sauvignon
5C_User SWl
5C_Server
GatewaySwitch
SCWANRTR
GatewaySwitch
SCWANRTR
5C_Server

not
Internet
GatewaySwitch
Pinet
5C_Server

® Finct

@ Malbec

® Finot
®|5C_Server

® Malbec

® Merlot

@ Merlot

® Muscat

@ 5C_User SWl
@ 5C_Server
®|5C_Server

® Muscat

®|5C Server

® 50 User SW2

Device

IP Address

.100.36.

-100.36.

L0.12.8
-0.12.5

.102.148.
-102.148.
.102.148.
-102.148.

L0.12.5

-100.36.
.100.36.
-102.148
.100.36.
.0.12.5

.100.36.
-100.36.

.100.36.

-100.36.
.0.12.5

-100.36.

.100.36.
-100.36.
.100.36.
.0.12.6
L0.12.5
-0.12.5
.100.36.
-0.12.5
L0.12.7

20

20

186
163
186
163

53
1
-186
53

53
53

75
53

75
48
48
51

Interface
Number
Int £17
Int £7
Int £35
Int £22¢
Int #7
Int #2
Int #£2
Int #£1
Int #1
Int $#10012
Int £2
Int £14
Int £10005
Int #4
Int £10015
Int $#10004
Int £2
Int $#10014
Int £7
Int £3
Int £23
Int #£5
Int #£2
Int #14
Int $#43
Int £#42
Int £13
Int £15
Int £46

Description

ife17 (Slot: 1 Port: 17): Avaya Ethernet Routing Switch 4850GTS-PWR+ Module | - -

- Port 17
ife7 (Slot: 1 Port: 7): Avaya Ethernet Routing Switch 4850GTS-PWR+ Module -
Port 7

35:35(23.1)

24: 24 (SCHetmon01)

Fali6: FastEthemetlVs (SCFG-pri_SC_Block)
Fa0/1: FastEthemetdr (Cogent)

Fal/1: FastEthemet/1 (SCWANRTR)

Fal/0: FastEthemet/0 (SC Office)
1:1(SCFG110.0.1.252)

Fali12: FastEthemetD/12 (Sauv-Zinf-Internet)
Fali1: FastEthemetd/1

Fal{13: FastEthemetD/13

Fali5: FastEthemetO/s (To Wireless Access Point)
4: 4 (Fortimanager)

FaD/15: FastEthematD/15 (Tim)

Fali4: FastEthemet0/4 (Trunk Port Connected to Malbec)

ife2 (Slot: 1 Port: 2): Nertel Ethernet Routing Switch 5520-24T-PWR Medule -
Port 2 (To Pinct)

Fa0i14: FastEthemet0/14 (Sally)
7:7 (Lifesize)

ife3 (Slot: 1 Port: 3): Nertel Ethernet Routing Switch 5520-24T-PWR Medule -
Port 3 (To Merlot)

1/23: Summit300-24-Port 23 (WiFiaccessPoint)

1/5: Summit300-24-Port 5

ift2 (Slot: 1 Port: 2): Nortel Ethernet Switch 470-438T Module - Port 2 (SC-Fort)
14:14 (19.1)

43: 43 (VLE 4tgs Pri)

42: 42 (VL6 ProdRouter)

ift13 {Slot: 1 Port: 13): Neriel Ethernet Switch 470-45T Module - Port 13

15: 15 (SCFG1-EXT)

46: 46 (BD Staging)

Doy  PeakDail
Error Utilization

Rate Tx Rx
).149%|100. %
2.398%|100.000%({100.000%
0.000% 30.360% 1.013%
0.020% 13.41B% 0.353%
0.000% §.785% 10.254%
0.101% 10.182% 9.934%
0.006% 9.830% §.538%
0.001% 9.929% 9.810%
0.000% 9.873% 9.552%
0.004% Z.5B1% 6.465%
4.851% 6.447% £.548%
1.619% 6.351% 0.670%
0.000% 6.136% 0.956%
0.000% 2.451% 0.406%
0.243% 0.8E1% 2.451%
0.000% 1.944% 0.253%
0.337% 0.250% 1.940%
0.000% 0.300% 1.909%
0.000% 0.B46% 0.B81Z2%
0.100% 0.833% 0.115%
0.000% 0.115% 0.833%
0.000% 0.B26% 0.104%
0.000% 0.104% 0.B26%
0.000% 0.156% 0.7568%
0.000% 0.533% 0.236%
0.000% 0.237% 0.533%
0.000% 0.095% 0.085%
0.000% 0.081% 0.062%
0.000% 0.048% 0.064%

Interface
Speed

100,000,000

100,000,000

100,000,000
100, 000, 000
100,000,000
100, 000, 000
100,000,000
100, 000, 000
100,000,000
100, 000, 000
100,000,000
100, 000, 000
100,000,000
100, 000,000
100,000,000
100, 000, 000

100,000,000

100, 000, 000
100,000,000

100, 000, 000

100,000,000
100, 000, 000
100,000,000
100, 000, 000
100,000,000
100, 000, 000
100,000,000
100, 000, 000
100,000,000

The highest utilized of these interfaces should be considered for upgrading to Gigabit Ethernet.

Note: Even if a network link has low utilization, it can still benefit from upgrading to Gigabit Ethernet, as
the latency to stream small chunks of data across a 100meg link can be reduced significantly by
increasing the bandwidth ten-fold.

Note: Another consideration is that an interface that shows 20% peak utilization (during a 5 minute poll
period) may actually have been 100% utilized for 1 minute of that 5 minute poll period, and 0%
utilization for the remaining 4 minutes. Review the interface usage graph and/or reduce your poll
frequency to see more granular historical utilization of interfaces.
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1Gig Interface Report
This report shows all interfaces that are configured for 1gig Ethernet:

path

Path | Phones | Assessment | MOS | Devices | Favorites | Issues | Health | Top Interfaces

| Half Duplex | Unknown Protocols | Sub 10 meg | 10 meg | 100 meg QKB 10 gig | Operationally Down | Administratively Down

1 Gigabit Interface List sorted by Peak Daily Utilization Rate
Peak

L Peak Dai
) . Daily Utiization
Device Device Interface Error Interface
Name IP Address Number Description Rate Tx Rx Speed
® 3C_Server 10.0.12.5 | Int £40 4040 (UPSY) 0.000%12.401%12.1980%1,000,000,000
@ 5C_Server 10.0.12.5 | Int #26 26: 26 (Avocent] 0.000%12.205%12.126%|1,000, 000,000
® Szuvignen 10.100.36.20 Int £#49 49 (St 1 Port: 49 Avaya Ethemet Routing Swich 4850GTS-PWRr Modle | 5 30s4/11.389%11.426% 1,000,000, 000

ife1 (Slot: 1 Port: 1): Avaya Ethernet Routing Switch 4850GTS-PWR+ Module -
Port 1

ift3 (Slot: 1 Port: 3): Avaya Ethernet Routing Switch 4850GTS-PWR+ Module -
ort 3

Sauvigncn 10.100.36.20/Int £1 2.396% 11.369%11.407%1,000,000,000

Sauvignen 10.100.36.20/Int £3 2.396%11.369%11.407%/1,000,000,000

5C_Server 10.0.12.5 Int #38 38: 38 (UPS2) 0.000% 7.6B5% 9.465%1,000,000,000
SC_Server 10.0.12.5 Int #10 10: 10 (SC-E5X04 10.0.1.34) 0.000% 7.602% 7.069%|1,000,000,000
SC_Server 10.0.12.5 Int $37 37. 37 (UPS1) 0.000% 4.772% 7.222%|1,000,000,000
S5C_Server 10.0.12.5 Int £21 pald | 0.000% 5.797% 6.752%|1,000,000,000
SC _User SW1 10.0.12.6 Int #£1 1:1(11) 0.000% 6-.460% 0-.%07%|1,000,000,000
5C_Server 10.0.12.5 Int #23 2323 (SCSANDT) 0.000% 3.418% 2.603%|1,000,000,000
SC_Server 10.0.12.5 Int #28 28: 28 (Apolic) 0.000% 1.695% 3.025%(1,000,000,000
SC_User sSWl 10.0.12.6 Int #11 11:11(17.2) 0.000% 1.705%| 0.046%|1,000,000,000
SC_User SWl 10.0.12.6 Int #20 20:20(28.2) 0.000% 1.695% 0.040%|1,000,000,000
SC_Server 10.0.12.5 Int £22 22: 22 (SCDCO1) 0.000% 1.643% 0.199%|1,000,000,000
SC_Serwver 10.0.12.5 Int #34 34: 34 (SC-ESX02 10.0.1.82) 0.000% 0.516% 0.849%1,000,000,000
5C_Server 10.0.12.5 Int #12 1212 0.000% 0.737% 0.486%1,000,000,000
5C_Server 10.0.12.5 Int #41 41:41 0.000% 0.064% 0.610%1,000,000,000
SC_User sWz 10.0.12.7 Int #32 32:22(62.3) 0.000% 0.439% 0.096%|1,000,000,000
SC_User_ SWzZ 10.0.12.7 Int §11 11: 11 (52.3) 0.000% 0.356% 0.248%|1,000,000,000
SC_User SWZ2 10.0.12.7 Int £12 12 12 (SoupCup) 0.000% 0.092% 0.338%|1,000,000,000
5C_Server 10.0.12.5 Int #29 29: 29 (SCVHD1) 0.000% 0.036% 0.331%1,000,000,000
5C_Server 10.0.12.5 Int £31 31: 21 (Kittyhawk p1 10.0.1.56) 0.000% 0.302% 0.091%|1,000,000,000
5C_User SWl 10.0.12.86 Int #9 98 (121) 0.000% 0.239% 0.180%1,000,000,000
SC_User sSWl 10.0.12.6 Int #15 15:15(20.1) 0.000% 0.199% 0.014%|1,000,000,000
SC_User SWZ 10.0.12.7 Int $#43 43 43 (40.2) 0.000% 0.199% 0.087%|1,000,000,000
SC_User_ SWl 10.0.12.6 Int £5 5: 5 (4.2 Outside Olympus) 0.000% 0.196% 0.110%|1,000,000,000
’__I‘fcl'1111g8\o( 1 Port: 11): Nertel Ethernet Routing Switch 5520-24T-PWR Module -
ol

@ Malbec 10.100.36.75/Int £11 0.111% 0.192% 0.017%|1,000,000,000

The highest utilized of these interfaces should be considered for upgrading to 10Gigabit Ethernet.

Note: Even if a network link has low utilization, it can still benefit from upgrading to 10Gigabit Ethernet,
as the latency to stream small chunks of data across a Gigabit link can be reduced significantly
by increasing the bandwidth ten-fold.
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10Gig Interface Report
This report shows all interfaces that are configured for 10gig Ethernet:

path

Ma Path | Phones | Assessment | MOS || Devices | Favorites | Issues | Health § Top-10 | WAN [LTEL EEE]
Half Duplex | Unknown Protocols | Sub 10 meg | 10 meg [ 100 meg | 1 gig JRUEII Operationally Down | Administratively Down

10 Gigabit Interface List sorted by Peak Daily Utilization Rate

Peak

: . Daily  {iization

Device Device Interface Error Interf:

Name IP Address Number Description Rate  Tx Rx Speed
® 5C_Server 10.0.12.5 Int $43 A1 A1 (To_SC_Userl) 0.000%0.707%0.099% 10,000,000,000
® 5C_User 5W110.0.12.6 Int #49 AAl 0.000%0.099%0.707% 10,000,000,000
®|SC_User SW110.0.12.6 Int #50 A2:A2 0.000% 0.079% 0.036% 10,000,000,000
@®|SC_User SW2{10.0.12.7 Int $48 AL:Al 0.000% 0.036%0.079% 10,000,000,000
® 5C_User 5W210.0.12.7 Int #50 A2 A2 0.000%/0.007%/0.032% 10,000,000,000
5 total 10 gigabit interfaces displayed Top of page

Tms PathSolutions Perpetual License, licensed for F-IIII interfaces

Page 89



PathSolutions TotalView

Operationally Down Interface Report

Operationally down interfaces are listed under the "Operationally Shut Down" tab. When the number of
operationally down ports gets too low, additional switch ports should be acquired.

path

Path | Phones

| Half Duplex | Unknown Protocols | Sub 10 meg | 10 meg | 100 meg [ 1 gig | 10 gig JEeSECHRIEIATTM Administratively Down

Assessment | MOS | Devices | Favorites [ Issues | Health | Top Interfaces

Operationally Down Interface List sorted by Last Used

Device Device Interface
Name IP Address Number Description Type Last Used
5C_User 5W1/10.0.12.8 Int #3 3222 ethernetCamacd| 0 days 00:15:13.70
Muscat 10.100.36.51 Int #35 |ifc35(Sot 1 Port: 35): Nortel Ethernet Switch 470-48T Module - Port 35 ethernetCsmacd 0 days 21:56:57.23
5C_User 5W1/10.0.12.8 Int #41  41:41(13.1) ethernetComacd| 0 days 22:03:24.49
5C_User 5W2/10.0.12.7 Int #2 2: 2 (36.3 McCarthy) ethernetComacd| 1 days 06:04:46.86
5C_User 5W2/10.0.12.7 Int #4 4:4(41.2) ethernecCsmacd| 1 days 21:53:0B8.97
5C_Server 10.0.12.5 Int #5 5.5 (Rob's old cubs) ethernetCsmacd 6 days 04:50:50.99
5C_User_ S5SW1|{10.0.12.8 Int #39 | 39:39(16.1) ethernetCsmacd & days 22:25:41.77
5C User SW2{10.0.12.7 Int £44 44:44(40.1) ethernetCsmacd 7 days 00:11:30.58
SC User SW1{10.0.12.86 Int #6 6:6(9.1) ethernetCsmacd 7 days 01:06:03.30
5C_Serwver 10.0.12.5 Int #11 |11:11(SCAIrD1) ethernetCsmacd| 7 days 21:38:19.15
5C_Server 10.0.12.5 Int #32 | 32:32(SCVIVCO110.0.1.12) ethernetCamacd| 7 days 21:42:5B.42
SC_Serwver 10.0.12.5 Int #19 |18:19 ethernetCamaecd| 7 days 21:47:13.83
5C_Server 10.0.12.5 Int #25 |25:2% ethernetCamacd| 8 days 05:3B8:10.95
5C_User 5W1/10.0.12.86 Int #7 T-T(11.1) ethernecCsmacd| 8 days 05:53:2B8.96
5C_Server 10.0.12.5 Int #13  13:13(SCFG1-DMZ) ethernetCsmacd 9 days 18:35:47.74
5C_Server 10.0.12.5 Int #273| VLANIDD: VLAN100 (DMZ) propVirtual 9 days 18:35:47.74
5C User_ SW2{10.0.12.7 Int #36 | 36:36(552) ethernetCsmacd 14 days 23:20:23.11
SC User SW1({10.0.12.6 Int #38 |38:38(21.1) ethernetCsmacd 15 days 04:12:43.11
S5C_User S5WZ/10.0.12.7 Int #34 34:34(56.3) ethernetCsmacd|l6é days 23:50:32.14
Malbec 10.100.36.75 |Int #5 ifeS (Slot: 1 Port: 5): Nortel Ethernet Routing Switch 5520-24T-PWR Module - Port & ethernetCsomacd 20 days 18:06:0B.63
5C_User 5W1/10.0.12.8 Int #24 24:24(352) ethernectCamacd 20 days 22:35:56.66
5C_User 5W1/10.0.12.8 Int #4 4:4(3.1) ethernetComacd|20 days 22:50:14.39
Bordeaux 192.165.202.4 Int #4959 | 48 Ethemet Interface ethernecCsmacd 21 days 23:51:42.81
Bordeaux 192.168.202.4 Int #50 | 50: Ethemet Interace ethernetCsmacd 21 days 23:51:42.61
Bordeaux 192.16E.202.4 Int £47 | 47: Ethemet Interface ethernetCsmacd|2]1 days 23:51:42.81
Bordeaux 192.166.202.4 Int #48 |48: Ethemet Interface ethernetCsmacd|2]1 days 23:51:42.81
Bordeaux 182.166.202.4 Int #42 | 42 Ethemet Intedface ethernetCsmacd/21 days 23:51:42.83
Bordeaux 192.166.202.4 Int #45 | 45 Ethemet Interface ethernetCsmacd|21 days 23:51:42.83
Bordeaux 192.168.202.4 Int #44 | 44 Ethemet Interface ethernetCamacd/ 21 days 23:51:42.83
Bordeaux 192.168.202.4 Int #43 | 43: Ethemet Interface ethernetComacd|2]1 days 23:51:42.83
Bordeaux 192.165.202.4 Int #41 | 41: Ethemst Interface ethernetCsmacd 21 days 23:51:43.03
Bordeaux 192.166.202.4 Int #40 | 40: Ethemet Interface ethernetCsmacd 21 days 23:51:43.03
Bordeaux 192.165.202.4 Int #3959 38 Ethemst Interface ethernetCsmacd 21 days 23:51:43.03
Bordeaux 192.165.202.4 Int £38 38 Ethemet Interface ethernetCsmacd 21 days 23:51:43.03

This list displays all available (operationally shut down) interfaces on your network, including:

Device name

Device IP Address
Interface Number
Interface Description
Interface Type

Interface Time Last Used
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Administratively Shut Down Interface Report
Administratively shut down interfaces are listed under the "Administratively Shut Down" tab:

path

Path | Phones | Assessment | MOS | Devices | Favorites | Issues | Health Interfaces

["Half Duplex ] Unknown Protocols ] Sub 10 meg ] 10 meg ] 100 meg § 1 gig ] 10 gig ] Operationally Down IR G LU

Down Interface List sorted by Last Used

Device Device Interface
Name IP Address Number Description Type Last Used
Honelulu 10.100.36.5 Int #1 5e0/0/D: SenalD00 propPointToPointSerial 87 days 22:19:03.58
Atlanta 10.100.37.1 Int £3 SeQ/D: SenialliD propPointToPointSerial 92 days 00:40:59.05
Atlanta 182.168.202.2 Int #3 5e0/D: Serial0D propPointToPointSerial 92 days 00:40:59.41
S5FO-OCB-HP5500/63.147.175.6 Int #28 Gigabit 1/0/28: i 28 i et 1/0/28 Interface) ethernetCsmacd 164 days 04:37:31.81
SFO-OOB-HPS500/63.147.175.6 |Int £#26 Gi 1/0i26: i i26 it 1et1/0V26 Inferface) ethernecCsmacd 164 days 04:37:31.80
SFO-OCB-HP5500/63.147.175.6 |Int £25 Gi H1/D/25: i it et 14025 Interface) ethernetCsmacd 164 days 04:37:31.94
SFO-OOB-HPS5500/63.147.175.6 |Int £21 Gi /021 110721 i 1e1/0/21 Interface) ethernetCsmacd 164 days 04:37:32.36
Corvina 10.100.36.61 Int £4227841 Cigabit £1/0/28: 110728 gigabitEthernet 192 days 20:28:40.59
Corvina 10.100.36.61 Int $4227833 Gi 1/0/27: 110027 gigabitEthernet 182 days 20:28:40.61
Corvina 10.100.36.61 Int $#4227825 Gi 1/0/26: i 110426 gigabitEthernet 192 days 20:26:40.74
Corvina 10.100.36.61 Int #4227817 Gi 1/0/25: i 11025 gigabitEthernet 192 days 20:26:40.76
5C_Server 10.0.12.5 Int $4273 Io5: HP ProCurve Switch software loopback interface (o) softwarelLoopback 204 days 06:5B:31.68
SC_Server 10.0.12.5 Int #4269 lo1: HP ProCurve Switch software loopback inferface (lo1) softwareloopback 204 days 06:58:31.68
SC_Server 10.0.12.5 Int #4270 lo2- HP ProCurve Switch software loopback inferface (lo2) softwareloopback 204 days 06:58:31.68
SC_Server 10.0.12.5 Int £4271 Io3: HP ProCurve Switch software loopback inferface (lo3) softwareloopback 204 days 06:58:31.68
SC_Server 10.0-12_5 Int #4272 lo4: HP ProCurve Switch software loopback interface (lo4) softwareLocpback 204 days 06:5B:31.68
5C_Server 10.0.12.5 Int #4275 Io7: HP PreCurve Switch software loopback interface (lo7) softwareLocpback 204 days 06:5B8:31.68
5C_Server 10.0.12.5 Int $#4274 lo6- HP PreCurve Switch software loopback inferface (lo8) softwareLoopback 204 days 06:5B8:31.68
SC_User SWl 10.0.12.86 Int $#4272 lo4- HP ProCurve Switch software loopback inferface (lod) softwareloopback 204 days 06:5B8:33.22
SC_User SW1 10.0.12.6 Int #4275 107 HP ProCurve Switch software loopback inferface (lo7) softwareloopback 204 days 06:58:33.22
S5C_User_SWl 10.0.12.6 Int #4269 lo1: HP ProCurve Switch software loopback inferface (lo1) softwareloopback 204 days 06:58:33.22
SC_User SWl 10.0.12.86 Int #4270 Io2: HP ProCurve Switch software loopback interfate (lo2) softwarelLoopback 204 days 06:5B8:33.22
SC_User SWl 10.0.12.6 Int #4271 lo3- HP ProCurve Switch software loopback inferface (lo3) softwareloopback 204 days 06:58:33.22
S5C_User_SWl 10.0.12.86 Int #4273 lo5: HP ProCurve Switch software loopback inferface (loS) softwareloopback 204 days 06:58:33.22
SC_User_SWl 10.0.12.8 Int £4274 lo&: HP PreCurve Switch software loopback inferface (lof) softwarelocpback 204 days 06:58:33.22
5C_User_ 3wz 10.0.12.7 Int #4270 lo2: HP PreCurve Switch software loopback interface (lo2) softwareloopback 204 days 06:5B8:41.38
5C_User 3wz 10.0.12.7 Int #4262 lo1: HP PreCurve Switch software loopback interface (lo1) softwareLocpback 204 days 06:5B8:41.38
SC_User 3W2 10.0.12.7 Int £#4274 lo6- HP ProCurve Switch software loopback interface (lo6) softwareloopback 204 days 06:5B8:41.38
SC_User SWZ 10.0.12.7 Int $#4271 lo3- HP ProCurve Switch software loopback inferface (lo3) softwareloopback 204 days 06:5B8:41.38
SC_User SW2 10.0.12.7 Int #4272 lo4- HP ProCurve Switch software loopback inferface (lod) softwareloopback 204 days 06:5B8:41.38
SC_User_SW2 10.0.12.7 Int £4273 Io5: HP ProCurve Switch software loopback inferface (loS) softwareloopback 204 days 06:568:41.38
SC_User SW2 10.0.12.7 Int #4275 Io7: HP ProCurve Switch software loopback interface (lo7) softwareloopback 204 days 06:5B8:41.38
NewYork 192.1668.201.2/Int #3 5e0M: Serial0i (Link to Sunnyvale) propPointToPointSerial 220 days 19:46:40.36
Denver 10.100.36.60 Int #3 S5e0/1: Serialdi propPointToPointSerial 220 days 19:53:33.82
34 total administratively shut down interfaces displayed Top of page

S ———
TotalView Release 6 (6443) Copyright 2015 PathSolutions ensed for 1000 interfaces

This list displays interfaces that have been administratively shut down and will not function unless the
interface is enabled and brought online by the administrator.
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Tools
Tools are provided to help locate IP addresses and MAC addresses on your network.

[oF:11)]

Ma Path § Phones | Assessment | MOS § Devices | Favorites | Issues § Health | Top- WAN | Interfaces
IP, MAC, and ARP information updated as of: 220/2015, 3:13:16 PM

[ l=1ea) Download IP, MAC, and ARP information to & spreadshest

(L 60 V(e Tl B MAC to Interface Search | MAC to IP Search | VolP Tools

Use this tool to search all monitored ARP caches fo locate a specific MAC address for a provided |P address.

IP Address: | | [ search |
Use the following formst: 192 168.1.12

T —— m—
Total\View Release 6 (6448) Copyright 2015 PathSolutions Perpetual License, licensed for 1000 interfaces

Before using any of the tools, you should click on the “Update” button to collect the Bridge table and ARP
cache information from your network.

Updating information
A= |

This process may take more than 10 minutes depending on the size of your network and the number of
monitored devices.

After the update is complete, you can choose to download the information to an Excel spreadsheet, or
perform queries against the information.
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Finding a MAC address for an IP address

Determining what MAC address goes with an IP address is easy if your computer is on the same subnet
as the device, but can prove to be difficult if you have many subnets.

path

Ma Path § Phones | Assessment | MOS § Devices | Favorites | Issues | Health | Top-10 § WAN | Interfaces
IP, MAC, and ARP information updatsd as of: 220/2015, 3:13:18 PM

T GEGRS RS Download IP, MAC, and ARP information to & spreadsheet

(R GR LT TET A B MAC to Interface Search | MAC to IP Search § VolP Tools

Use this tool to search all monitored ARP caches fo locate a specific MAC address for & provided |P address.

IP Address: | | [ Search |
Use the following format: 182.168.1.12

. —
Total\iew Release 6 (6448) Copyright 2015 PathSolutions Perpetual License, licensed for 1000 interfaces

From the IP to MAC search screen, enter the IP address that you want to find and click “Search”.

If the IP address was discovered in any monitored device’s ARP cache, it will be displayed along with the
device where it was discovered:

path

Ma Path | Phones §| Assessment | MOS | Devices | Favorites | Issues | Health - WAN | Interfaces

IP, MAC, and ARP information updated as of: 220/2015, 3:25:52 PM
DTG RStes) Download IP, MAC, snd ARP information to & spreadshest

[R5 LRI B MAC to Interface Search | MAC to IP Search | VolP Tools

Use this tocl to search all monitored ARP caches to locate a specific MAC address for a provided IP address.

IP Address: [10.100.36.1 | [ search |
Use the following format: 182.168.1.12
10.100.36.1 was found
IP Address MAC Address Notes
10.100.36.1 00-0R-41-5E-RE-Z1 Leamed from the ARP cache on device 10.100.35.100, interface #1
10.100.36.1 00-0R-41-5E-RE-Z1 Leamed from the ARP cache on device 10.100.38.7, interface #12
10.100.36.1 00-13-C4-C7-TR-60 Leamed from the ARP cache on device 10.100.37.53. interface #1
10.100.36.1 00-0R-41-5E-RE-21 Leamed from the ARP cache on device 10.100.36.51, interface #2
10.100.36.1 D0-0R-41-5E-RE-R1 Leamed from the ARP cache on device 10.100.36.70, interface #142
10.100.36.1 00-0R-41-5E-LE-Z1 Leamed from the ARP cache on device 10.100.36 60, interface #1
10.100.36.1 00-0R-41-5E-RE-Z1 Leamed from the ARP cache on device 10.100.38.5, interface #2
10.100.36.1 00-0R-41-5E-RE-Z1 Leamed from the ARP cache on device 10.100.36.1, interface #2
10.100.36.1 00-0R-41-5E-RE-RA1 Leamed from the ARP cache on device 10.100.36.10, interface #2
. —
TotalView Release 8 (6448) Copyright 2015 PathSolutions Perpetual License, licensed for 1000 interfaces

The MAC address will be displayed along with the device and interface where the MAC address was
found in the device’s ARP cache.
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Finding a MAC address on a Switch Interface

Locating where a MAC address exists on a switch port can be difficult if you have a lot of switches to
qguery. This can easily be done on the MAC to Interface Search screen:

path

Path | Phones | Assessment | MOS § Devices | Favorites | Issues | Health § Top-10 § WAN || Interfaces
‘ IP, MAC, and ARP informatien updated as of: 220/2015, 3:25:52 PM
TGRSR ] Download IP, MAC, and ARP information to a spreadsheet

IP to MAC Search JRUGUSGINENELERTENS B MAC to IP Search | VolP Tools

Use this tool to search all switch interfaces for a specific MAC address.

MAC Address: | | | search |
Use the follewing format: 00-D0-00-00-00-00

— - —
TotalView Release 6 (6448) Copyright ©2015 PathSolutions Perpetual License, licensed for 1000 interfaces

Enter the MAC address that you want to search for and click “Search”. The MAC search will look for
device MAC addresses (PCs, servers, phones, etc.) that are connected to switches.

If the MAC address is found on a switch, you should see the following:

path

Path | Phones | Assessment | MOS § Devices || Favorites | Issues | Health | Top-10 | WAN | Interfaces
(TEETY 1P MAC, and ARP information updated as of: 22012015, 3:25:52 PM
[T GE RS (RT ) Download IP, MAC, and ARP information to & spreadsheet

IP to MAC Search JUGUSSGELIEL AR B MAC to IP Search | VolP Tools

Use this tool to search all switch interfaces for a specific MAC address.

MAC Address: [00-0A-41-5E-AE-AT | | Search |
Use the following format: 00-00-00-D0-00-00
00-0L-41-3E-LE-21 was found on the following switch interfaces

Switch Switch Interface MAC Interface

Name IP Address Number Switch Interface Description Addresses Speed Type
Chardonnay|10.100.36.54|Int #15 1515 18 100,000,000 echernetCsmacd
Corvina 10.100.36.61/Int #4227657| GigabitEthemet1/0/5: GigabitEthemet1/0/5 20 1,000,000,000 gigabitEthernet
Malbec 10.100.36.75|Int #2 ifc2 (Slot: 1 Port: 2): Nortel Ethemet Routing Switch 5520-24T-PWR Module - Port 2 (To Pinot) 13 100,000,000 echernetCsmacd
Merlot 10.100.36.48/Int #23 1423 Summit300-24-Port 23 (WiFisccessPoint) 7 100,000, 000 ethernetCamacd
Muscat 10.100.36.51|Int #2 ifc2 (Slot: 1 Port: 2): Nortel Ethemet Switch 470-48T Module - Port 2 (SC-Fort) 1¢ 100,000,000 echernetCsmacd
Pinot 10.100.36.53/Int #10012 Fali12: FastEthernstdi12 (Sauv-Zinf-Internet) a 100,000,000 ethernetCsmacd
Sauvignon (10.100.36.20/Int #17 ifc17 (Slot: 1 Port: 17): Avaya Ethemet Routing Switch 4850GTS-PWR+ Module - Port 17 1 100,000,000 echernetCsmacd

Note: Since multiple interfaces were displayed, || is likely that the interface with only one MAC address on it is the specific interface with that MAC address. The

other interfaces may be trunks that to other switches, and would thus have more than one MAC address on the interface.
- — —
Total\iew Release & (6443) Copyright 2015 PathSolutions Perpetual License, licensed for 1000 interfaces

Notice that the MAC address was discovered on more than one interface. The “MAC Addresses” column
will help you to determine how many MAC addresses exist on an interface. This is useful for determining
if an interface is a switch to a switch trunk. If so, then more than one MAC address would exist on the
link. If it is the interface where the device is physically connected to then there will only be one MAC
address connected.
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Converting a MAC address to an IP address
If you have a MAC address and want to know what IP address it is associated with, use this tool:

path

Ma, Path | Phones | Assessment | MOS || Devices | Favorites | Issues | Health | Top-10 | WAN | Interfaces
IP, MAC, and ARP information updated as of: 2/20/2015, 3:25:52 PM
i h=taa) Download IP, MAC, and ARP information to & spreadshest

IP to MAC Search | MAC to Interface Search JRUFTSEGEISCEET B VolP Tools

Use this tecl to search all monitored ARP caches to locate a specific IP address for a provided MAC address.

MAC Address: | || search |
Use the following format: 00-00-00-00-00-00

T ———— m—
TotalView Release & (6443) Copyright ©2015 PathSolutions Perpetual License, licensed for 1000 interfaces

Enter the MAC address and click “Search”.

You should see the resulting IP address for the MAC address if it was found in any of the monitored
devices’ ARP caches:

path

Ma, Path | Phones | Assessment | MOS | Devices | Favorites | Issues | Health | Top-10 § WAN | Interfaces
(TEETDY P MAC, and ARP information updated as of: 220/2015, 3:25:52 PM
TGS ea) Download IP, MAC, and ARP infermation to & spreadsheet

IP to MAC Search | MAC to Interface Search JUFLUSGIEETEN M VolP Tools

Use this tool to search all monitored ARP caches to locate a specific IP address for a provided MAC address.

MAC Address: [00-13-C4-C7-7A-60 | | Search |
Use the following format: 00-00-00-00-00-00
00-13-C4-C7-72-60 was found

MAC Address IP Address Notes
00-13-C4-C7-7R-60 10.100.37.1 Leamed from the ARP cache on device 10.100.37.100. inferface #1
00-13-C4-C7-TR-60 10.100.37.1 Leamed from the ARP cache on device 10.100.37.16, interface #101
00-13-C4-CT-TR-E0 10.100.37.1 Leamed from the ARP cache on device 10.100.37.5, interface #1
00-13-C4-C7-TR-60 10.100.37.1 Leamed from the ARP cache on device 10.100.37 2, interface #25
00-13-C4-CT7-TR-60 10.100.36.1 Leamed from the ARP cache on device 10.100.37.53, interface #1
00-13-C4-CT7-TR-E0 10.100.37.1 Leamed from the ARP cache on device 10.100.37.3, interface #300000
00-13-C4-C7-TR-60 10.100.37.1 Leamed from the ARP cache on device 10.100.37.1, interface #1
00-13-C4-CT-TR-E0 10.100.37.1 Leamed from the ARP cache on device 192.168.202.2, interface £1

Tolal iew Release & (S445) Copyron, B2015 Pemzoiubons

—
Perpetual License, licensed for 1000 interfaces

The IP address will be displayed along with the device and interface where the IP address was found in
the device’s ARP cache.
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PathSolutions’ VolP Module Features

In the Tools tab, the VolP Tools sub-tab which includes the VolP Call Simulation Client and the Check
Address Translation tool is also available.

path

Interfaces

WAN

Top-10

Health

Favorites || Issues

MOS

Devices

Path Assessment

Phones

Ma

IP, MAC, and ARP information updatsd as of: 220/2015, 3:25:52 PM

T GEGRS RS Download IP, MAC, and ARP information to & spreadsheet

IP to MAC Search | MAC to Interface Search | MAC to IP Search JRUsIZEETIE

Use these tools to validate and troubleshoot \/oIP Networks.

VolP Call Simulation Client Download Call Simulafion client (email link)

O . LI T NIC U Pl )  Check for address translation from a web client to this server (email link)

Total pyrigl ns
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Phones Tab

The Phones tab lists the location of all VoIP phones in your network. This is detected by looking for the
MAC address prefixes that VolP phones use.

To learn the current location of phones, click the “Update” button to collect the bridge tables and ARP
cache information.

In a few moments, you should see the phones in your environment along with the switch ports where they
are connected:

° Poll frequency: 00:05:00
30|ut|or|s TotalView Last poll: 2/20/2015 3:28:06 BM
Network health: DEGERDED {1.8%)
| Map || Path JIJIEREERN Assessment | MOS | Devices | Favorites | Issues || Health | Top-10 | WAN [ Interfaces I Tools |
Information updated as of: 2/20/2015, 25:52 PM Download Excel
VolIP devices discovered on the network First Previous 1 2 Next Last
Peak Peak Daily
VolP Switch and interface where VolP device is Connected Daily Utilization
VolP Device | Device . . MAC Error
IP Address MEG VLAN PoE Switch Interface Interface Description Addresses Rate Tx Rx
10.100.37.10 | ShoreTel| 1 6.4% W @ Brunello Int #2 99 1 0.000% 0.002%/0.000%
10.100.37.101| ShoreTel| 1 6.49 W @ Brunello|Int #4 44 1 0.000% 0.002%0.000%
Polycom | 1 6.43% W @ Barbera |Int #23 f2.1.23: Unit: 1 100BASE-TX RJ45 Fast Ethemet Frontpane! Port 23 1 0.000% 0.002%/0.000%
Aastra 1 6.49 W @ Barbera |Int #19 ('32;51[?%;-\::“. 1 100BASE-TX RJ45 Fast Ethemet Frontpane! Port 19 (Aastra Phone in 1 0.000%/0.002%0.000%
10.100.37.6 | Mial 1 | 6.49 W ® Barbera Int #3 ;ﬁ;ﬂ;””"" TDOBASE-TX Ru45 Fast Ethemet Frantpanel Port 3 {Andy Banart 1 0.000%0.002%0.000%
10.100.37.8 | Mitel 1 6.49 W @ Barbera |Int #5 fe.1.5: Unit: 1 100BASE TX RJ45 Fast Ethemet Frontpanel Port 5 (Ray Kisser Phane) 1 0.000% 0.002%0.000%
10.100.37.7 Mitel 1 6.49 W ® Barbera |Int #3 ;eh.;"i.JUml. 1 100BASE-TX RJ45 Fast Ethemet Frontpanel Port 8 (Damon Tribble 1 0.000% 0.002% 0.000%
10.100.36.100| ShoreTel| 1 |12.94 W @ Malbec |\Int $20 |1e20 (Sl 1 Port 20) Nortel Ethemet Routing Switch 3320 24T-PWR Moduls - Port 1 0.000%0.016% 0.0028
10.100.36.101 ShoreTel| 1 |12.94 W ® Palomino Int #2 Fall2: FastEthemet/2 1 0.000% 0.001%0.000%
10.100.36.164 Cisto 1 |12.94 W @ Pinot Int #10017 FaDA7: FastEthernetl/17 (2nd Floor Cube B-07) 1 0.000% 0.009%0.000%
Records 1-10 of 11 displayed (10 per page)
First Previous 1 2 Next Last
Total\iew Release 6 (6448) Copyright ©2015 PathSolutions Perpetual License, licensed for 1000 interfaces

If you notice that there is more than one MAC address on the interface, it would indicate that a PC is
hooked up to the phone.

The error and utilization rates are shown for each switch interface to inform you of the health of these
connections.

Note: If you have VolP phones that are not showing up in the list, you can add device manufacturer
OUIls (Organizationally Unique Identifier) to the OUIFilter.cfg file. Look in Appendix H for
additional information on this.
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Path Tab
The Path tab permits you to view the health of all links between two IP addresses.

Phones | Assessment | MOS || Devices | Favorites | Issues | Health §| Top-10 | WAN § Interfaces | Tools

| (TTED) 1P, MAC, and ARP information updated &s of: 2/20/2015, 3:25:52 PM

Current mapping from one IP address to another IP address

Source IP Address: I:l Mote: The mapping will display the path that packets currently take. If the network configuration or state was

different at a previous point in time, the mapping may not reflect the previous conditions.
Destination IP Address:[ |

T ——— —
TotalView Release 6 (6443) Copyright 2015 PathSolutions Perpetual License, licensed for 1000 interfaces

Before mapping a call, click on the “Update” button to make sure that the bridge tables and ARP cache
information is current.

Note: The mapping will display the current path that packets take. If the network configuration or state
was different at a previous point in time, this mapping may not reflect the previous conditions.
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Enter the Source IP address where you want the mapping to start and the Destination IP address where
the packets would be destined. Click the “Map” button to initiate the mapping.

Phones | Assessment | MOS | Devices | Favorites || Issues | Health WAN | Interfaces § Tools

IP, MAC, and ARP information updated as of: 220/2015, %:25:52 PM
to her IP add

ad

Current mapping from one IP

Source IP Address: 10.100.36.1 Note: The mapping will display the path that packets currently take. If the network configuration or state was

different at & previous peint in time, the mapping may not reflect the previous conditions.
Destination IP Address: |10.100.36 10
[ZLEIGIG G T Reverse Historical | Forward Current

Mapping from 10.100.36.1 to 10.100.36.10

Source IP: 10.100.36.1

Qutbound P
Int #2 Fal/: FasiEthemet/
IP Address 10.70.151.1 9 i [or e[
Duplexc amrr § 35 [oer b
Speed: 100,000, 000 bps i 25 [ooo e
u FE T UOoot§ Y SO T U SO PTUUON | EEOPRTOO T TR UOUUT PP TPOPUPPPOPRTRPOPOOY
Peak Error Rate: 4.851% B 13 | |
Peak Utilization Rate: 6.447% Tx O TTETTITIT 05 15 17 182l 23 1% E %5 1115 15
Queuing: FIFO B Transmit Rate mError Rate Time (Hours)
Inbound B T T T U
Int #17 ifct7 (Slot 1 Port: 17): Avaya Ethemnet Routing Switch 4350GTS-PWR+ Module - Port 17
. aas [l d R [
Duplex: Half g
Speed: 100,000,000 bps i
i
Peak Error Rate: 30.14983% g
Peak Utilization Rate- 100.000% BEx 7 9 11 1% 15 17 19 Z1 23 L 2 & 7 @ 11 12 1%
m Receive Rate mError Pate  Time (Hours)
Sauvignon Switch (10.100.36.20) Device Telnst Web
CGutbound TLEE e err e e e s e s
Int #7 ifc7 (Slot: 1 Port 7} Awaya Ethemet Routing Switch 4850GTS-PWR+ Module - Port 7
. ::
Duplex: Full {;} |
Speed: 100,000,000 bps ] 44% | | |
i
Peak Error Rate:  2.388% i ezt | | | 1 L
- . 0%
Peak Utilization Rate: 100.000% Tx 7 9 1L 12 16 17 19 21 23 L & & 7 @ 11 1z 18
B Iransmit Rate W Error Rate Time (Hours)
Inbound oo reeeeen e eE e e e e e e s
Int #10012 FalM2: FastEthemnatl/12 (Sauv-Zinf-Intemet)
PR N I ST
Duplex: Full H
Speed: 100,000,000 bpa i 2%
o 1 e Lo
Peak Error Rate: 0.004% B 1% i ‘ |
Peak Utilization Rate: 6.485% Rx B T T A A A I R I A T A A
® Receive Rate mError Bate  Time (Hours)
Pinot Switch (10.100.36.53) {Peak CPU utilization: 7%) Device Telnet Web
Cutbound D |oe o tee e e e e e e s
Int #10013 Falii3: FastEthemetd/13 (To Velma)
B o |
Duplex: Full g
Speed: 10,000,000 bps i 2%
i et | s
Peak Error Rate: 0.000% 9 1%
Peak Utilization Rate: 0.107% Tx B T Y I T~ I S S S S I~y
Queuing: B Transmit Rate mError Rate Time {Hours)
Inbound 53
Int #2 IntelR) PRO Adapter
4% |-
IP Address 10.100.36.10 g
Duplex: Full* E 34 |-
Speed: 10,000,000 bps g 2% |-
u .
Peak Error Rate: 0.000% a 1%
Peak Utilization Rate: 0.050% Rx o 7 9 11 13 15 17 19 21 23 1 3 & 7 & 11 13 18
W Receive Rate W Error Bate  Time (Hours)
Destination IP: 10.100.36.10
S —
TotalView Release 6 (6448) Copynght 82015 PathSolutions Perpetual License, licensed for 1000 interfaces

This will perform a one-way path mapping from the starting IP address to the ending IP address. ltis a
one-way view of how packets would flow from the starting IP to the ending IP. To view how packets
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would return, you should click on “Reverse Historical”, as the reverse path may be different than the
outbound path if asymmetric routing is occurring.

Each interface will display the historical percent utilization (received for inbound interfaces and transmit
for outbound interfaces) along with the error rate.

You can also view the duplex setting of each interface to make sure that each outbound interface
matches the duplex setting on the inbound interface.

On outbound Cisco router interfaces, the Queuing configuration of the interface is also shown to aid in
determining if QoS is configured properly on the interface.

Note: If the mapping is unable to complete, it may be due to the fact that all switches and routers along
the path may not be monitored. Add these devices to monitoring for complete visibility of the
entire path.

Note: If a switch or router is unable to be monitored (For example: A WAN service provider does not
allow SNMP access to the device), then a static route mapping can be made through the device
to the far end. Refer to Appendix K on how to add a static route to the configuration.
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You can view current utilization for all of these links by clicking “Forward Current”.

Phones | Assessment | MOS || Devices | Favorites | Issues | Health | Top-10 | WAN | Interfaces | Tools

IP, MAC, and ARP information updated as of: 3/3/2015, 2:05:33 PM

Current mapping from one [P add to her IP add

Source IP Address: 10.100.36.1 X Note: The mapping will display the path that packets currently take. If the network configuration or state was

different at a previous point in time, the mapping may not reflect the previous conditions
Destination IP Address: |10.100 36 10
Forward Historical | Reverse Historical UGl RS ENT

Mapping from 10.100.36.1 to 10.100.36.10
Source IP: 10.100.36.1

Qutbound

Iat §2 e FasShernedl Utilization Percent

IP Address 10.70.151.1

Duplex: Half ] 10 izl an 40 50 6l o 80 90 100
Speed: 100,000,000 bp= Txl

Peak Error Rate: €.009% R"I

Peak Utilization Rate: 2.811% Tx

Queuing: FIFC

Inbound

Int #17 ife17 (Slot: 1 Port 17): Avaya Ethemet Routing Switch 4350GTS-PWR+ Module - Port 17 P
Utilization Percent

Duplex: Half o 10 en e o 50 E0 y 80 a0 1
Speed: 100,000,000 bps T"I
Peak Error Rate: 21.042% Rxl

Peak Utilization Rate: 200.000% Rx

Sauvignon Switch (10.100.36.20) Device Teinet Web
Qutbound

Int #7 W7 (Slot: 1 Port 7): Avaya Ethemet Routing Switch 4850GTS-PWR+ Module - Port 7 .
Utilization Percent

Duplex: Full O g F0 341 50 BD A1 §0 o]
Speed: 100,000,000 bps T‘I
Peak Error Rate: 1.585% Rxl

Peak Utilization Rate: 100.000% Tx

Inbound
Int #10012 FadN2: FasiEthemet0M2 (Sauv-Zinf-intemet) .
Utilization Percent

Duplex: Full o i Bn 30 40 o §0 EOD O @190 400
Speed 100,000,000 bps T“I
Peak Error Rate: 0.000% R"I

Peak Utilization Rate: 2.893% Rx

Pinot Switch (10.100.36.53) {Current CPU utilization: 6%) Device Telnat Web
Outbound
Int #10013 Fal/13: FastEthernetd/13 (To Veima) o
Utilization Percent

Duplex: Full o 4o B0 30 40 51 B0 0 @1 90 400
Speed: 10,000,000 bps Tx

Peak Error Rate: 0.000% Rx

Peak Utilization Rate: 0.053% Tx

Queuing:

Inbound

Int #2 Intel{R) PRO Adapter S

IP Address 10.100.36.10 Utilization Percent

Duplex: Full* a 10 E0 El 40 50 E0 Ny it 30 100
Speed: 10,000,000 bps Tx

Peak Error Rate: 2.865% Rx

Peak Utilization Rate: 0.037% Ex

Destination IP: 10.100.36.10

—————— m— m—
TotalView Release 6 (6456) Copyright @2015 PathSolutions Perpetual License, licensed for 1000 interfaces Feature Request

The current utilization will update every 10 seconds.
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Assessment Tab

The Assessment tab displays bandwidth constrained interfaces and recommendations for QoS
configurations:

path

Path | Phones [CEEEELNENTEN MOS | Devices | Favorites | Issues | Health | Top-10 | WAN | Interfaces | Tools

Bandwidth constrained interfaces Comprehensive Assessment Report

Maximum
Interface 1P Interface Q ing imult Status

Name  Number Address Description Speed Configuration Calls Admin Oper
Atlanta |Int #3 Selil: Serialvd 1,536, 000| Weighted Fair Queuing (WFQ) 23 down down,
Atlanta |(Int #3 Seli: Serialld 1,53¢&, 000 Weighted Fair Queuing (WFQ) 23 down down
Denver Int #2 (1921632011 | Selil: Serialld 256, 000 First In First Qut (FIFC) 3 up up
Denver Int #3 Seli1: SeriaklV1 1,544, 000| Weighted Fair Queuing (WFQ) 23 down down
Honolulu|Int #1 Selili0: Seriald/0 1,544, 000| Weighted Fair Queuing (WFQ) 23 down down,
HewYork Int #2 192.168.201.2 | Selfl: Serial)d (Link to Atlanta) 25€, 000 Weighted Fair Queuing (WFQ) 3 up up
HewYork |Int #3 Seli1: SeriallV1 {Link to Sunnyvals) 1,544, 000| Weighted Fair Queuing (WFQ) 23 down down,
SCWANRTR|Int #5 T1 0//0: T1 DD 1,544, 000 Undetermined 23 up |down
SCWANRTR|Int #6 T10/0A: T1 001 1,544,000 Undetermined 23 up |down
SCWANRTR|Int #7 |35.104.140.182 SeQ#0:0: Serisl/0/:0 1,536, 000 Weighted Fair Queuing (WFQ) 23 up |down
SCWANATR Int #8 381125004 | Se0ili1:0- Serisldi/i-0 1,536,000 Weighted Fair Queuing (WFQ) 23 up |down
SCWANRTIR| Int #9 |169.254.249.30| Tut: Tunnel £, 000 First In First Out (FIFO) 0 up up
SCWANRTR|Int #10|169.254.248.28 Tu2: Tunnel2 S, 000 First In First Qut (FIFC) 0 up up

Recommendations

- Weighted Fair Queuing (WFQ) is employed
Weighted Fair Queuing should not be utilized on links slower than 10megs in a VolP envirenment, as it does not provide adequate pricritization for VolP packets. Custom
queuing or Modular Qos CLIshould be enabled to ensure bandwidth protection for VolP packeats

« FirstIn First Out (FIFO) Queuing is employed
FIFO Queuing should not be utilized on links slower than 10megs in a VolP environment, as it does not provide any prioritization for VolP packets. Custom queuing or
Modular Qos CLIshould be enabled to ensure bandwidth protection for VelP packets.

S — —
Total\iew Release 6 (6443) Copyright 22015 PathSolutions Perpetual License, licensed for 1000 interfaces

In the upper right corner is the Comprehensive Assessment Report. This is a single downloadable report
that includes information from many different parts of the system. This can be used as a complete VolP
assessment of network conditions and errors.
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MOS Tab
The MOS tab displays the MOS graphs for each monitored device on the network:

path

Path | Phones | Assessment Devices || Favorites || Issues || Health | Top-10 | WAN | Interfaces | Tools

Round-Trip MOS Score from TotalView to Network Devices

Device Device
Name IP Address Stats MOS Score from TotalView to device and back

VolP Gateways

4.0
o
Max: 4.4 ¥ 3.0
o
® Santa Clara GW |10.100.36.100 Avg: 44w z.0
) n
Min: 4.4 = 1.0
o.o
7 8 1l 12 1& 17 1% 21 Z2 1 2 & 7 9 11 12 1&
m MOS8 Score Time (Hours)
5.0
4.0
o
Max: 4.4| ¥ 3.0
o
® 5an Francisco GW 10.100.37.100 Avg: 44 w z.0
Min: 1.6 § 1.0
o.o

7 g 1l 12 1& 17 1% Z1 z2 1 2 & ? 2 1l 12 1&
m MOS8 Score Time (Hours)

Distribution Network

5.0
4.0
o
Max: 4.4 ¥ 3.0
u
® Chardonnay 10.100.36.54 Avg: 4.4 = 2.0
Min: 4.4 E 1.0
0.0
7 5 11 1% 15 17 13 21 2% 1 3 & 7 & 1l 13 1§
mHOS Score Time (Hours)
5.0
4.0
o
Max: 44| 3 3.0
u
® Brunello 10.100.37.16 Avg: 42 =» 2.0
Min: 1.0 E 1.0
0.0

7 g 11 13 18 17 1% 21 23 1 3 5 7 4 11 13 15
EMOE EScore Time {(Hours)
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Device MOS Score, Latency, Jitter, and Packet Loss

During its communications with each monitored device, PathSolutions’ TotalView tracks the peak and
average latency, as well as the jitter, packet loss and MOS score.

This creates the ability to monitor devices across a WAN or the Internet and know how stable the

connection is.

This information is available below the Aggregate Peak utilization (and CPU and memory graphs if it is a
Cisco device) on the device page:

MOS score from TotalView to device and back

L

MOS Score

4
3
z2.
1
u]

o o o o O

7 9 11 12 15 17 1% Z1 =23
BmMOE Score

Latency from TotalView to device and back

Hilliseconds Milliseconds

Percentage

1z
G-

4
2

5%
4%
3%
2%
1%
0%

7T 8% 11 13 15 17 13 Z1 23

1 3 £ 7 9 11 13 1k
Time {(Hours)

1 3 5 7 3 11 13 1%
B Max Latency B Avyg Latency Time {(Hours)

Jitter from TotalView to device and back
5 .

7T 0% 11 13 185 17 12 21 23

1 3 & 7 = 11 13 15

W Jitter in ME W (1o data) Time (Hours)
Packet loss from TotalView to device and back

7T % 11 12 15 17 19 E1 £33

1 2 & 7 5 11 12 1&

B Loss B (o data) Time {(Hours)
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VoIP Tools
On the Tools tab, the VolP Tool is available.
. Poll frequency: 00:05:00
SO'UtIOl‘IS TotalView Last poll: 2/23/2015 2:01:26 BPM
Network health: DEGEADED {1.4%)

| Map |l Path | Phones [ Assessment | MOS | Devices I Favorites | Issues | Health | Top-10 | WAN [ Interfaces JRETIS

IP, MAC, and ARP information updated as of: 2/23/2015, 1:56:29 PM

(I B=na) Download IP, MAC, and ARP information to & spreadshest

IP to MAC Search § MAC to Interface Search | MAC to IP Search JR"G1SRETIE]
Use these tools to validate and troubleshoot \VolP Networks.

VolP Call Simulation Client Download Call Simulation client (email link)

(W . CCCRlC UGGl Check for address transiation from a web client to this server (email link)

_ e
Total\iew Release & (6448) Copyright ©2015 PathSolutions

e
Pemetual License. licensed for 1000 interfaces

VolP Call Simulation Client

Call Simulator

The Call Simulator is a program that is run on a computer where you would like to test a VolIP call. It will
send VolIP formatted ICMP ping packets to any IP address endpoint. This permits you to simulate a VolP
phone call to any LAN or remote IP address without having to set up software on the remote IP endpoint.

When the Call Simulator is initially run on a computer it will ask for the IP address and port number for the

PathSolutions’ TotalView Server. This is done for licensing as well as to seed the program with the server
and port for performing call path mappings:

Enter the 1P and port far Yol P bonitar

Server address: |1 0.100.36.156

Server port; |EEIB¢1

k. | Cancel

Once the validation check is complete, you should see the program ready to start:
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End-to-End Testing

You should be able to enter the IP address of the remote device or location that you desire to test to and
choose the codec to simulate. Click “Start” to start the simulation. This will perform an end-to-end test to
the remote location.

Note: If you choose an IP phone as the destination, you should simulate only one call at a time to that
location. [P phones tend to have very small CPUs and cannot handle more than 2 calls worth of
traffic before they start to discard packets.

Any remote location that responds to a PING (ICMP ECHO) can be used as a destination for testing.

You can choose to optionally tag the packets with a DSCP setting.

From: [10.100.36.17 to [10.100.37.5 Save result |
Mode: IEnu:I-tu:u-enu:I best ;I Call Fath | Send statisticsl
Codec: [G.711 (B4kbits) =] Cal:[i0 = I pscefas o
=10.3
Callz =52
=1
| DSCF| B
L __ T |
=40 mz I
Latency =20 ms 1
—_— -ﬂm-— v =Omz
= 2886 ms
Jitter =1443 ms
=0
T [ 0%
Lozz =17 %
A A b Rl |, -
=44
.
B S B N N '
-500" -2'00" -1 000"
K1 e |

Latency: 40mz  Time: 20232015 21626 PM Invalid DSCP: 00X
Jitter: 2886 mz  Call ratio: 101 Outoforder: B8 X
Lozs 23%  MOS: 1.0 E it I

Note: Your network configuration may strip this DSCP tagging and apply a different tag to the packets.
You may choose to deploy a packet analyzer to validate that the network configuration is not
stripping the DSCP tagging.
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Note: If you intend to load a network to saturation to test for WAN stability, it is advised to use the IP
address of a router, switch, or server as the destination. Those devices tend to have enough
spare CPU cycles to handle processing large loads of traffic.

Note: Some devices will strip the DSCP tagging on their responses. Cisco routers have been validated
to preserve the DSCP tagging on their responses. Other devices may have to be checked to see
if they preserve or strip the tagging to insure that the DSCP is preserved bi-directionally.

During a call test, the number of calls can be ramped up to load the network and determine how many
calls can reliably be handled to a destination.

e |1u.1nn.35.1? to [10.100.37.5 Save result |
hode: IEnd-tD-end test ;I Call Path I Send statistical
Codec: [5.711 (Bdkbits)  _~| Cal:[l0 = 1 pocefes o

-10.3

Callz

!DSCF'|

| Order ) 11 _ EE '

Latency =20 ms
— G ms - 0 ~Oms

Jitter =1443 ms

=0 mz

| ul] | _.Hll -3'42
Lozs =17%

A il A B, o,

=44
[ | I { I I I I | I [ I | I [ | I [ I | I [ | I
-5'00" -2°00" -1 -0oo”
1

4 _ | I e |
Latency: A0z Time: 223205 21625 PM  Invalid DSCP: 00 %
Jitter: 2886 mz  Call ratio; 101 Outof order. 558 % i
Logz: 23%  MOS: 1.0 E xit |

Additional details about any point in time can be seen by hovering over the graph element with the
mouse.

= DSCP loss historical tracking: If DSCP is lost during a test, TotalView displays when it was lost so it
can be correlated with network events to determine the cause.

= QOut of order reception historical tracking: If packets arrive out of order, TotalView tracks when it
occurred.
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Link Troubleshooting

The Link Troubleshooting mode can be used to test packet stability over a number of router hops and is
typically used to test stability outside of a VPN tunnel to determine where packets are being lost or
delayed.

Enter the IP address of the destination to test and click “Start’. The program will trace the route to the
destination and then start testing:

Note: If the graphs do not show up you will need to check your Firewall. You may need to turn off your
Firewall for Link Troubleshooting.

From: [10.100.36.17 to [10.100.37.10

1 Saveresult |

Mode: ILink T roublezhoating ;I Call Path | Send statisticsl

Delay between sends: I'I a0 Eﬁ

=111 mz

Delay = 56 ma

=1 ms
=20 ms I

Latency =10 mz

=0 mz
=20ms

Jitter =10 ms

EEz | ~0ms
-10%

Logzs , “I =5x
E4

LAl =1 %

=44
MOS =27
1

T T T T T T T T T I B B T B I
-5'00" -400" -300” =200 - 100"

-0M00™
< o |
Latency: Oz Time: 2A23/2M 5 22020 Pr

Jitter: Omz Delay 100 me
Loss: BEX  MOS: 18

E xit | |

If at any point there is a spike in latency, jitter, or loss, the graph point can be clicked on to view additional
information of inter-link information between all involved devices along the path.

Page 108



TotalView

PathSolutions

As shown below, you can determine who owns or manages routers along the Internet.

=13dmz

=G7ms

Latency

= msz

=3dmz

=172mz

Jitter
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<< Prev frame

Latency, Jitter, and Loss are displayed to each hop along the way. As a result, it can be easily

determined which device is adding Latency, Jitter, or Loss along the way.
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RTP Receiver/Transmitter

The RTP Receiver/Transmitter mode uses UDP packets and is useful when remote devices block PING
(ICMP ECHO) packets.

To use the RTP Receiver/Transmitter Mode, email the link to the remote user and have the remote user
also run a copy of the Call Simulator on the network.

Enter a “name” in the Remote Name field such as “Chicago”. Then set your Call Simulator as RTP
Receiver in the Mode field and click on Start.

Remote Mame: IEhiCE'lEI'I| Stop | Save results |

hode:; IHTF' Fieceiver LI Call Path | Send statisticsl

Lizten Port; IEEI'I 1] 3: [T Enable DSCP

Receiving from 10.100.36.163 with DSCP 0 [onginal source 1P of 10.100.36.163 with DSCP

|

|

|

|

| !
1| m | »

Eessssss—— =
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On the remote Call Simulator, select the RTP Transmitter mode in the Mode drop down box. You will
then see a drop-down box in the “To” field where you can select the “Name” of your machine. Select the
name of the machine to test.

|"|

Call Simulator (Registered to 10.100.36.17:8084) | = %

From: [10-100.36.17 to | ~]  cer | Saveresur |

Made: IHTP Transmitter El'lpidc:‘%ui[;lﬂ.1ﬂﬂ.36.1?:ﬁll1ﬂ]| Call Path | Send statisticsl

Codec: [G.711 (Bakbits) =] Part[5010 = Cabe [t = ™ pscpfes [0

You can then click on the Start button to start the simulation.
-

e — l
1% Call Simulator (Regi to 10.100.36.17:8084) l _ SR
N —— e ——

From: [10.10036.163 o [1010036.17 ~] [ Bwop | Severesus |

Mode: |RTPTran5min9| ;I || Bt I Sand stalisti |

Codec: [G711 (b4kbits) ~] Port 010 Hcalsi = [Cosce B

Calls 0s
0 |
[ =-1%
|DSCH 0% !
- =1%
| Qrder 0%
=BZ ms
Latancy l l [ =31 ms |
=0 ms |
[ I “=2EE ms
| | '
SJither =133 ms
e et e R LR o
2%
Loss =1%
=0%

-room 600" -500° -4 -300" -0 -1 Sl

Kl G

Lstency: -ms  Time = Irnmlid DSCF: =%
Jitter: -ms  Call ralio: = Qust of orcder: - %
Loss: =% MOS: - Exit | |

The IDSCP Graph will show when packets lose DSCP marking during a test.

The !Order Graph will show when packets arrive out of order
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TCP Receiver

Using the TCP Transmitter/Receiver mode will validate how much bandwidth is available between two
computers.

For example, If you have a 10meg WAN circuit between your remote offices but you think it is always
slow, you can confirm that the current utilization is zero percent, but you may want to test it.

Set up a computer in the remote office with TCP Receiver and provide a Remote Name.

i
1= Call Simulator (Registered to 10.100.36.17:8084) =)

Fiemote M ame: IEhicagn Stop | 5ave result I

bl ode; ITI:F' Receiver ;I Call Fath | Send statisticsl

Lizten Part: IEEIEI# 3:

Liztering for agents. ..
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On the local machine, run the TCP Transmitter and enter the remote computer's name from the Drop
Down box.

Simulated traffic will then run between the two systems.

-
12 Call Simulator (Registered to 10,100,.36.17:8084) [N
I I
From: [10.100.36.17 to | ~| s | Saveresul |

Chicago [10.100.36.17:5010] |
bode: [IRENNEG LIpclati st _— Call Path | Send statisticsl
Chunk, zize: |1 00 5: bytes Port: IEEIEI# 5:
=64 bpz
R ate =32 bps
=0 bpz
< 2l 2]
Time: -
A ate:

Est | :

Traffic between the two computers will start loading up and show how much bandwidth is being utilized. If
it shows that you are only getting 5Smbps of throughput, you should call your WAN provider to discuss and
investigate.
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UDP Firewall Test

To test if the port can fully reach the destination you can use the UDP Firewall Test. Choose the “UDP
Firewall Test” option from the Mode drop down box.

i e [EEEE
Call Simulator (Registered to 10.100.36.17: LT

From: |10.100.36.17 to [10.100.37.10 [ stat | Saveresut |

bl ode; ILIDF' Firewall Test ;I Call Fath | Send statisticsl

Destination Paort; |5EI1 I} 3:

Reszalving target host address.. 0K

Tracing route bo 1010003710 uging UDP part 5010 packets... 0K
Rezolving host names...

10.100.361 internet

10.100.36.60 derrver. corp.netlatency, com

1921682012 hewpark. corp. Retlatency. com

1921682022 atanta?. corp. netlatency. com

10.100.37.10 [ ICMP ] shoretelphone?. corp. netlatency. com

LMo DO —
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Check for NAT

Network Address Translation can cause one-way audio problems in a VolP network. Being able to
quickly ascertain if NAT is being performed is an important capability.

Simply click on the “Check Address Translation” link to determine if NAT is occurring between your
computer and PathSolutions’ TotalView.

You should see:

IP Address
On workstation: 192 168 .1.15
Az seenbyserver: 10 100 36 156

NAT is occurring somewhere

Email Results

If no NAT is running you should see:

IP Address
On workstation: 10.100.36.156
As seen by server:10.100.36.156

No NAT detected

Email Results

Note:

This tool runs a small Java applet. The browser where this is executed must be able to run a
Java v1.1 applet.

This tool is intended to be run by users on remote computers. It is recommended to use the “email link”

button on the VolP Tools tab to send a link to the end user who should run this check. The end user can
then click on “Email Results” to send the results back to you for evaluation.

. Pall frequency:
Solutions TotalView

Last poll:

00:05:00
2/23/2015 2:01:26 PM
Network health: DEGRADED (1.4%)

| Map | Path | Phones | Assessment | MOS | Devices I Favorites | Issues § Health | Top-10 | WAN [ Interfaces JEEHIE

IP, MAC, and ARP information updated as of: 2/23/2015, 1:56:29 PM

(Il tea) Download IP, MAC, and ARP information to & spreadshest

IP to MAC Search | MAC to Interface Search | MAC to IP Search OISR

Use these tools to validate and troubleshoot VolP Networks.

VolP Call Simulation Client Download Call Simulation client (email link)

Check Address Translation Check for address franslation from a web client to this server (=mail link)

. -
TotalView Release & (6443) Copyright ©2015 PathSolutions

——
Perpetual License, licensed for 1000 interfaces
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Improving Network Health
. . . . . « T
Network health can be improved by working on the issues listed in the “Issues” list:
° Poll frequency: 00:05:00
soluﬂons TotalView Last poll: 2/23/2015 2:31:28 BM
Network health: DEGRADED (1.6%)
| Map || Path | Phones | Assessment | MOS § Devices | Favorites [lIERTER Health | Top-10 | WAN | Interfaces | Tools |
Interfaces with peak daily utilization rates greater than 80% or error rate greather than 3% sorted by Comm fail, Error rate, and Utilization Frint
Peak Peak Daily
Daily I
. . Utilization
Device Device Interface Interface Error
Name IP Address  Number Description Speed Rate Tx Rx
@ 5C_User S5SW2 10.0.12.7 Int #1 | 1:1(36.1) 1,000,000,000/92.299% 0
e Sauvignon 10.100.36.20 Int #17 ifc17 (Slot 1 Port: 17) Avaya Ethemet Routing Switch 100,000, 00030 52
4350GTS-PWR+ Module - Port 17
o Malbec 10.100.3€.75 Int $£23| ifc23 (Slet: 1 Port: 23) Mortel Ethemet Routing Switch 1,000,000,000 /28,6423 0.000% 0.000%
5520-24T-PWR Module - Port 23
® Internet 10.100.36.1 Int #1 | Falil: FastEthemetli0 (WAN side <FGT726>) 10,000, 000/16.020% 3B.600% 1.721%
® CiscollRh 10.100.36.4 Int $#15 inside: Adaptive Security Appliance ‘inside’ interface -Unknown- 13 5 0.000% 0.000%
@ SFO-OOB-HFS5500/63.147.175.6 |Int #17 GigabitEthemet1/0/17: GigabitEthemet1/017 1,000,000,000/11.785 0.000% 0.000%
{GigabitEthernet1/0/17 Interface)
¢ Muscat 10.100.36.51 Int #11 ifc11 (Slot: 1 Port: 11) Nortel Ethemet Switch 470-458T 100,000,000/ 10.40 0.004% 0.004%
Module - Port 11
@ Internet 10.100.36.1 Int #2 | Falil:FastEthemetil 100,000, 000 L1663 3.872%
® Brunello 10.100.37.16 |Int #2 |22 10,000,000 L9453  5.114%
®| 5C_User 35W2 0. 0. V2T Int $#24 24:24(Path Solutions) 10,000, 000 .B93% 39.397%
@ NewYork 192.168.201.2 |Int #1 | E00: Ethemetdo 10,000,000 .137% 6.51E6%
¢ Sauvignon 10.100.36.20 Int $#7 | ifc7 (Slot 1 Port: 7). Avaya Ethemet Routing Switch 100,000, 000 344% 100.000% 92.197%
4350GTS-PWR+ Module - Port 7
10.100.36.60 | Int #2  Se0/D: Serial0l0 256,000 0.000%10C
38.102.148.163 Int #10| Tu: Tunnel2 9,000/ 0.000%100.
38.102.1485.163 Int #3  Tul: Tunned 9,000/ 0.000% O.
® NewYork 182.168.201.2 Int $#2  Sel/D Serialdf (Link to Atlanta) 256,000 0.000%/100
16 total interfaces listed Top of page

- e ——
TatalView Release § (6448) Copyright 2015 PathSolutions Perpetual License, licensed for 1000 interfaces

Click on the interface number to get details on the source of the problem.

If you have a bandwidth problem, you may want to upgrade the interface to a faster speed (upgrade
10mbps to 100mbps, or 100mbps to gigabit), and/or configure the link for full duplex. You may have
errors associated with a bandwidth problem (like collisions), so it is recommended to solve bandwidth
problems first.

After resolving bandwidth problems, you will want to focus on reducing the error rate on the interface (if
this is a problem). Use the error analysis section for suggestions of a course of action. It may
recommend replacing cables or network cards, depending on the types of errors that occur.

Additional troubleshooting information exists for each specific error. You can receive the online help by
clicking on the specific error name.

Once you have implemented a fix, you should have a gradual reduction of the error rate on this interface.
You may choose to immediately reset the counters on the interface so the program will start calculating
error rates with a clean slate. Refer to your switch's documentation for information on how to clear
interface statistics.

Note: Some switch manufacturers only allow clearing statistics for the entire switch, not a specific
interface.
Note: If a switch manufacturer does not offer a method of clearing statistics, you will have to reboot the

switch (or perhaps just the management module) to clear out old statistics. The telnet link can be
used to quickly connect to the switch and check duplex and switch configuration.
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Running a Collision-Free Network
Click on the “Interfaces” tab and review the interfaces that are configured for half-duplex:

path

Path | Phones | Assessment | MOS J| Devices | Favorites | Issues | Health | Top-10 | WAN [RUNGHELEER Tools

LELRITIENSE Unknown Protocols | Sub 10 meg | 10 meg | | 1gig | 10 gig | Operationally Down | Administratively Down

Half Duplex Interface List sorted by Peak Daily Error Rate

Day ek Dty

Device Device Interface Error

Name IP Address Number Description Rate Tx Rx  Duplex*
@ Sauvignon 10.100.36.20 |Int £#17 ifc17 (Slot: 1 Port: 17): Avaya Ethemet Routing Switch 4850GTS-PWR+ Module - Port 17 30.%45%%(100.000%|92.197%| Half
@|Internet 10.100.36.1 Int §1 Falil: FastEthemetl/D (WAN side <FGT2E=) 16.020% 38.600% 1.721%| Half
# Internet 10.100.36.1 | Int £2 Fal/1: FastEthemetl1 ©.652% 0.166% 3.872% Half
# Brunello 10.100.37.16 |Int £2 22 6.506% 7.945% 8.114% Half
®|SC_User_SW2 10.0.12.7 Int £24 24: 24 (Path Solutions) 5.321%  1.893% 39.397% Half
® Bordezux 192.168.202.4 Int £46 46: Ethemet Interface 1.742% 7.855% 8.156% Half
® Finot 10.100.36.53 Int £10010| Fals0: FastEthemet10 (To Hawail) 0.165% 0.007% 0.005% Half
® Honolulu 10.100.36.5 |Int £2 FaliD: FastEthematln 0.000% ©0.006% 0.006% Half
8 total half-duplex interfaces displayed Top of page

Totaliew Felease & (498) Copyont E3015 Paihaohtans Berpetual Liense, lensed for 1000 mieriases

These interfaces should be converted to run in full-duplex mode to eliminate packet loss due to collisions.

Eliminating Bottlenecks

Click on the “10meg”, “100meg”, and 1gig sub-tabs to investigate interfaces that should be upgraded to a
faster speed:

path

Path | Phones || Assessment | MOS §| Devices | Favorites || Issues || Health | Top Interfaces

Half Duplex | Unknown Protocols | Sub 10 meg IR 100 meg [ 1 gig | 10 gig | Operationally Down | Administratively Down

10 Meg Interface List sorted by Peak Daily Utilization Rate
Peak

Daily  Uiization
Device Device Interface Error Interface
Name IP Address Number Description Rate Tx Rx Speed
@|5C User SW2/10.0.12.7 Int #24¢ 24: 24 (Path Solutions) 5.341% 1.B93%|39.397%|10,000,000
@ ERPS00H 10.100.36.7 Int #2 ethl: ethd 0.B18% 39.182% 1.566%|10,000,000
@ Internet 10.100.36.1 Int #1 Fal/0: FastEthemnetd/D (WAN side <FGT26=) 16.020%/38.600% 1.721% 10,000,000
@ Bordeaux 192.168.202.4 Int #46 46: Ethemet Interface 1.742% 7.B55% B.156%|10,000,000
@ Brunellc 10.100.37.16 Int $#2 22 6.5068% 7.945% £.114%/10,000,000
® Finot 10.100.36.53 Int £#10007 Falé7: FastEthemetd7 (Connection to Denver) 0.000% 7.275%| 6.921%|10,000,000
® Denver 10.100.36.60 Int #1 Et0/D: EthemetDD 0.000% &.809% 7.140%|10,000,000
® New¥ork 192.168.201.2 Int #1 EtD/D: Ethemet0D 3.049% 7.137% 6.B18% 10,000,000
@ Ltlanta 10.100.37.1 Int #1 Fali0- FastEthemnst0/0 2.987% 7.065% 6.8B17% 10,000,000
® Atlanta 192.168.202.2 Int #1 Falil: FastEthemet0/D 2.676% 6.999% 6.763%|10,000,000
@ Finot 10.100.36.53 Int £#10013 Fali13:FastEthemetd3 (To Velma) 0.000% 0.046% 0.019%10,000,000
@ VELMA 10.100.36.10 |Int $#2 Intel{R) PRO Adapter 0.000% 0.0159% 0.035%|10,000,000
@® ELPS00H 10.100.36.7 Int $#12 br-lan: br-lan 0.000% O0.000% 0.000%|10,000,000
13 total 10 meg interfaces displayed Top of page
o o e
Totalview Release 6 (6448) Copyright @2015 PathSolutions Pemetual License, licensed for 1000 interfaces

Click on the interface number to get details on the interface’s utilization.
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Determining What’s Connected to an Interface

If you click on the interface and then click on the “Connected” tab, it will show you what devices are
connected to the interface, along with the VLAN, MAC address, and IP address (if available in other
device’s ARP caches). If you hover over the MAC address it will show you the Manufacturer of that
device. Reverse-DNS lookups for switch ports can also be identified by clicking on the IP address.

path

Path | Phones | Assessment | MOS [IWENIEER Favorites | Issues || Health | Top-10 | WAN | Interfaces | Tools

. i ? i T A 0
Device Summary << >> ey - Suppressedissve @lssue 7 CommiEl  Gopgrg) [STP] [ Support| [ Uptime |

05l Services
. N #
Device Device Manage of Oper Oper| Admin
Name IP Address Device 123456 7|Int Up Down Down Location Contact
@|Pinot 10.100.36.53 Telnet SSH Web HTTPS Syslog| (o @ 27 12| 15 o Santa Clara Sally Toner
Interface Summary << >> [PoE] IR G (SN Connected
[ Update
Interface P Devices connected to
Number Address Description this switch port
® Int #1 10.100.36.53| \VI1: Vian1
Int #10001 FalM: F 1 {Trunk Port C fo Merlot)
® Int #10002 Fali2: FasiEthernetl/2 (Cube A-D2) VLEN #1: FE-66-F2-23-4B-16 — 10.100.36.4
Int $10003 Falli3: FastEthemnet/3 (Cube A-D3)

VLAN #1: 00-00-AR-BF-E5-DA - 10.100.36.158
VLAN #1: 00-00-CD-28-05-DF
VLAN $#1: 00-04-96-1F-93-AC - 10.100.36.48 — merlot.corp.netlatency.com
VLEN #1: 00-0%-97-18-D&-20
VLEN $1: 00-0F-E2-C2-7C-05 - 10.100.36.61
®|/Int #10004 Fali4: F (Trunk Port C toMalbec) VLAN #1: 00-10-45-00-4R-68 - 10.100.36.100
VLAN #1: 00-18-FE-D3-BF-20
VLAN #1: 00-1B-BA-13-%4-00
VLEN #1: 00-1B-BR-19-R4-01
VLEN #1: 00-26-BS-F0-40-27 - 10.100.36.167

Iiore...
VLAN #1: 6C-71-DS-BD-42-55 — 10.100.36.166
N VLAN $#1: 8B-DC-96-1F-48-11 - 10.100.36.7
® Int #10005 Fali5: FasitEthemetl/s (To Wireless Access Point) VLAN $1: SC-2D-AA-SE-D7-73 — 10.100.36.152
VLAN #1: BE-EB-56-BE-B2Z-31 — 10.100.36.163
Int #10008& Fal/é&: FastEthernetD/6 {{( )]}
®|Int #10007 FaliT. FastEthernetd/7 {Connection to Denver) VLAN #1: 00-30-80-11-C2-C0 — 10.100.36.60
Int #10008 FalV8: FastEthernetl/8 (Cubs A-D7)
Int #10009 Fal/9: FastEthemnetl/a ([ ))
e Int #10010 FalM0: FastEthernetlV10 (To Hawaii) VLAN #1: 00-19-56-D9-60-40 — 10.100.36.5
Int #10011 Fali11: FastEthernetd/11 {2nd Floor Cube B-D2)
VLAN #1: 00-0R-41-5E-ZE-A1 - 10.100.36.1
VLAN $1: 00-0D-EC-FB-CC-CO
VLAN #1: 00-0D-EC-FB-CC-D1
@ Int #10012 FalM2: FastEthernetd/12 (Sauv-Zinf-Intemet) VLAN :1: 00-0D-FEC—FR-CCO-FC
VLAN #1: D4-ER-0E-C9-BE-00
VLAN #1: D4-ER-0OE-C9-B8-01
®| Int #10013 Fali13: FastEthernetdi13 (To Velma) VLAN #1: 00-90-27-6D-35-RA — 10.100.36.10
® Int #10014 Fal/4: FastEthernetli14 (Sally) VLAN #1: 78-2B-CB-B6-D7-D6 — 10.100.36.17
@|Int #10015 Fali15: FastEthernetdi15 (Tim) VLAN #1: 78-2B-CB-B6-D7-CB — 10.100.36.16
Int #1001 FalM&: FastEthemnetli16 (2nd Floor Cube B-DE)
e|/Int #10017 Fali17: FastEthernetd/17 (2nd Floor Cube B-DT) VLAN #1: 00-02-FD-65-90-7A — 10.100.36.164
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Finding Anomalous Traffic

If you notice strange traffic on one interface, you can use TotalView to locate the source of the traffic.
Consider the following graph:

2712 kb
Z168 kb
leZe kb
1084 kb
EdZ kb

0 kb

Bits per Second

15 17 12 Z1 3 1 3 £ 7 2 11 13 158 17 12 21 2z
B Transmitted B Beceiwed Time (Hours)

At approximately 18:15 (6:15pm) yesterday, roughly 300k of data was received. The same amount of
traffic was received at 06:15 (6:15am, and 18:15 this evening. With this traffic pattern in mind, we can
quickly click on the interface arrows to find the interface that transmitted that quantity of traffic during
those times:

4585
E
g a64
o
o 273
H laz
u
Bog1
1]
& Trh et
fri} 15 17 13 21 z3 1 3 E 7 2 11 1% 15 17 1% z1 E&3
B Transmitted B Beceived Time (Hours)

Once you have found the interface, you can determine what is connected to the interface and look into
the purpose of the traffic.

The benefit of this feature is that you do not have to be in front of a packet analyzer at the time the traffic
is transmitted to determine the source of the traffic.

Click on the left and right interface arrows to view the other interfaces on the switch. Look for a similar
traffic pattern at the same timeframe.

Interface Summary << >3 [ General | [ PoE] X Connected
[Update
Interface P Devices connected to
Number Address Description this switch port

VLAN #1: 00-04-F2Z-95-3D-1D
VLAN #1: 00-08-5D-28-15-CD
VLAN #1: 00-10-49-02-47-13 - 10.100.37.10
VLAN #1: 00-10-49-03-E1-4Z - 10.100.37.101
VLAN #1: 00-11-B8-C9-0C-42

® Int #1 @1: Ethernet Interface (Trunk Port Connected to Gamay) VLAN #1: 00-14-7C-51-14-20 — 10.100.37.4
VLAN #1: 00-14-7C-51-14-21
VLAN #1: 00-A0-CE-1D-85-F4 — 10.100.37.2
VLAN $#1: 00-D0O-58-A3-58-D0 — 10.100.37.1
VLAN #1: 20-B1-1C-10-DD-5F — 10.100.37.18
More...

Interface Utilization Current Utilization ll Download Excel Ml View Advanced Stats.
DL Weekly | Monthly |

Bits per second Peak Percent

Tx Rx
Min 0 ¥Xbps 0 kbps
B Avg 3 kbps 3 kbps
g Max & ¥bps 8 kbps
95th 5 kbps 5 kbps
3 11 13 1§ 17 1% 21 23 1 3 & 7 = 11 13 1§ 17  O5th % 0.005% 0.005%

m Transmitted W Received Time (Hours)

If determining the source and destination of the traffic is not enough to narrow down the cause, the next
step would be to connect a network analyzer to that interface to try to determine the purpose of the traffic.
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Determining Laptop Usage

Laptops add and drop from the network on a regular basis. To track their usage patterns, select the
Health tab. Then select “Add Widget” on the right hand side.

. Pall frequency: 00:05:00
SOlUtIOI‘Is TotalView Last poll: 3/5/2015 4:54:54 PM
Network health: DEGRADED (1.9%)

| Map | Path | Phones | Assessment | MOS | Devices | Favorites | Issues WEEETTRN Top-10 | WAN [ Interfaces | Tools |
—py illiEed | Lok

Daily Ports x Device Manufacturers %X | | MAC Addresses x

il ».

CISCO SYSTEMS, INC.
Other VMware, Inc.
Hewlett-Packard Company Other
Hangzhou H3C Technologies Co., Dell Inc

Ltd. CISCO SYSTEMS, INC.

ShoreTel, Inc Hewlett-Packard Company
ADTRAN INC. Intel Corporate
D-Link Corporation Apple
Dell Inc ShoreTel, Inc
P SENAO Networks, Inc. y Cisco y

Select the “Daily Ports” — to see the Down Interfaces:

Daily Ports x
695 . e ¥ . W . W L ik ' ]i[
BB ks scasananscacesacacacasacasacatanatasatatacarstanacas|atasatatatasatanacasstatasassnassslansanainana
L]
E G L7 Jrrorrraranananananaranacararararanara e ara e nsrarana |a e E R
-
M 2'?3.......... ..............................................
o
.IE:'F B L T T T LT L s
H
0
7 9% 11 13 18 17 1% Z1 23 1 2 &£ 7 9% 11 13 1%
B Admin Dovm m Oper Dowm Time (Hours)

Notice that the number of "Operationally Down" interfaces decreases as users connect to the network and
increases as users disconnect.

Planning for Network Growth

Making sure that you always have free network ports available for growth is important. Use the Health
tab, select Add Widget, and add the “Daily Ports” to view the Down Interfaces to determine overall port
availability.

When the number of operationally shut down ports gets too low, additional switch ports should be
acquired.

Scheduling Server Outages

Determining the timeframe to schedule server outages can be tricky without TotalView. Choose the
interface that connects to the server and view the daily, weekly, and monthly graphs to determine when
network utilization for this server is lowest. The user community should be comfortable with the decision,
as there is no documented usage during that period.

Scheduling Switch & Router Outages

Scheduling switch outages are easy as well. Choose the switch details and view the daily, weekly, and
monthly graphs to determine when overall switch utilization is lowest.
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Daily Utilization Tracking

View the daily utilization using a Widget in the Health tab to determine if the utilization meets with your

expectation of usage.

Consider the following “Daily Utilization” graph:

Daily Utilization

mh
mh
nh
mh
mh

Bits per Second
O MR T W Wk
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{Hour=)

Time

This graph shows a lot of data being transmitted on the previous day starting at 17:00 hours (5:00pm).
This timeframe may correspond with backup jobs that are set to execute during that timeframe.
The graph also shows spikes roughly every two hours throughout the day. This may also correspond with

scheduled activities on the network.

Daily Errors Tracking

View the daily overall errors to determine if the level of errors meets with your expectation of error

distribution.

Consider the following “Daily Errors” graph:

Daily Errors
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3 5 7
B (o data)

This graph shows that there were a lot of errors around 13:00 hours (1:00pm). If you are aware of a
process that runs at that time, you may choose to investigate the interface of the machine that executes

the process.
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Performing Proactive Analysis

You can be proactive by using the "Top-10" (errors) tab to locate interfaces that have error rates that are
increasing. Reducing these error rates will help prevent them from becoming issues.

The "Top Transmitters" and "Top Receivers" tabs can be used to watch which interfaces may become
bandwidth bottlenecks.

Error Resolution

Some device manufacturers may improperly report error information, making it impossible to clear certain
errors. The device manufacturer should be able to provide a new version of their device software to
report errors correctly.

You can tell PathSolutions’ TotalView to suppress errors on interfaces by clicking on the status indicator
(the colored dot in the Status Column)

Interface IP lgnore| Switch interfaces showing
Number |Favorite | Address Description Int this MAC address
® |Int #1 | Favorite [10.0.1.1 Fa0/0: FastEthernetd/0 (WAN side <FGT725=) Ignore

The following dialog should then be presented:

Should threshold errars be SUPPRESSED on this interface?

QK l I Cancel

You can Un-Suppress errors on an interface by clicking on its status indicator again.
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Using the Network Weather Report

The network Weather Report is emailed by the service every night at midnight. An example of a weather

report with interfaces that are degraded is as follows:

The default report includes information regarding the health of the network, a section on issues and
errors, a section on performance, a section on the top 10 interfaces with the highest daily receive

percentage and administrative information.

All links on the report will link to the product website so you can rapidly check information and work on

resolving problems on a daily basis.

It is recommended that you archive these reports in an email folder for future reference.

The network's overall status is displayed in color (red for "Degraded", green for "Good") at the top of the

report.

If the overall network status is degraded, then a table listing the interfaces with “Issues” will be displayed.

The "Errors” section will list the top 10 interfaces with the most errors.

TotalView

be viewed on the TotalView website

Aggregate Utilization

5643ub
4E1zmb |
3384ub
2256mb |
1128mb

Ok

Bits per Secemd

® Trensnitted

Issues  Curent Issues

7 8 11 13 15 17 1% 21 23 1 3 & 7 5 11 13 1§

W Received Time {Hours}

9 interfaces (out of 803 interfaces on your network) are reporting more than 90% utilization or more than 5% errors per packet
Error Peak Daily Utilization
Rate

Interface

Name Number Description

#® Sauvignon Int #17 ife17 (Slot 1 Port: 17): Avaya Ethernet Routing Switch 4850GTS-PWR+ Medule - Port 17

® Malbec Int #23 ifc23(Slot: 1 Port: 23): Nortel Ethernet Routing Switch 5520-24T-PWR Module - Port 23 40.432%
® CiscoRSA Int #15 inside: Adaptive Security Appliance inside’ interface 28.750%
® Palomino Int #2 FaOi2: FastEthernet0r2 25.000%
® Internet Int #1  Fa0i0: FastEthernet0/0 (WAN side <FGT26) 19.834%
® Internet Int #2 Fa0/i: FastEthernstoM 9.325%
® Sauvignon Int #7 ifc? (Slot 1 Port 7): Avaya Ethernet Routing Switch 4850GTS-PWR+ Module - Port 7 1.887%
® New¥ork Int #£2  SeD/0: SerialQ/ (Link to Atianta) 0.000%
® Denver Int #2  Se00: Serialoio 0.000%
Errors
Top 10 interfaces with the most errors. Current top 10 errors
Interface Error

Name Number Description Rate
® Sauvignon Int #17 ife17 (Slot 1 Port: 17): Avaya Ethernet Routing Switch 4850GTS-PWR+ Module - Port 17 86.4
® Malbec Int #23 ifc23 (Slot: 1 Port 23): Nortel Ethernet Routing Switch 5520-24T-PWR Module - Port 23 40.432%
® CiscoRSA Int #15 inside: Adaptive Security Appliance ‘inside’ interface 28.750%
® Palomino Int #2 FaOi2: FastEtherneto/2 25.000%
® Internet Int #1  Fa0i0: FastEthernstd/0 (WAN side <FGT726) 19.834%
® Internet Int #2  Fa0/l: FastEthernetO/ 9.325%
® New¥ork Int #1  Et0/0 EthernetO/d 3.904%
® Bardolino Int §#4 port4: Gigabit Copper: port4: Gigabit Copper 3.365%
® Bardolino Int #6 porté: Gigabit Copper port6: Gigabit Copper 3.333%
® Bardolino Int #16 port 18: Gigabit Copper: port 18: Gigabit Copper 3.332%

Tx

.000%

.000%

.001%

.101%

.503%

0

0.

0.

Network status as of 2/24/2015 4:04:25 PM: DEGRADED (1.1%)

This network weather report contains information on your network’s errors, performance, and administration. Additional information on your network can

Rx

86.435% 100.000% 100.000%

.001%

000%

000%

Peak Daily Utilization
Tx

0.

0.

o

w

o

o

©

000%

000%

.001%

.101%

.503%

.412%

.000%

.000%

.000%

0.

0.

o

o

=]

o

Rx

435% 100.000% 100.000%

001%

000%

.000%

.052%

.001%

.001%

.001%
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The "Performance” section will list the top 10 talkers and top 10 listeners.

The "Administration" section will include the number of interfaces that are operationally shut down and
administratively shut down.

Network Weather Reports can be customized to include your company logo, or other text. Refer to page
125 (Configuring Email) for information on configuring the report.

Note:

except without HTML formatting.

The Network Weather Report has an attached text file that can be used to display the same data,

Performance
Top 10 interfaces with the highest daily transmission percentage Current top 10 talkers
Interface
Name Number Description

ifc7 (Slot: 1 Port: 7): Avaya Ethernet Routing Switch 4850GTS-PWR+ Module - Port 7

ifc17 (Slot: 1 Port: 17): Avaya Ethernet Routing Switch 4850GTS-PWR+ Module - Port 17

& Sauvi

non Int #17

@ NewYork Int #2 SeQ/0: Serial0/0 (Link to Atlanta)
® Denver Int #2 Se0/0: Serial0/0
# Internet Int #1 Fa0/0: FastEthernetd/0 (WAN side <FG726>)

® Sauvignon Int #1

ifc1 (Slot. 1 Port: 1): Avaya Ethernet Routing Switch 4850GTS-PWR+ Module - Port 1

ifc3 (Slot: 1 Port: 3): Avaya Ethernet Routing Switch 4850GTS-PWR+ Module - Port 3

ifc48 (Slot: 1 Port: 49): Avaya Ethernet Routing Switch 4850GTS-PWR+ Module - Port 49

# Bordeaux Int #46 46: Ethernet Interface

Int #10007 FaOf7: FastEthernetd/7 (Connection to Denver)

Top 10 interfaces with the highest daily receive percentage Current top 10 listeners

Interface
Name Number Description
# Denver Int #2  SeQ/0: Serial0/0

ifc? (Slot. 1 Port: 7): Avaya Ethernet Routing Switch 4850GTS-PWR+ Module - Port 7

® NewYork

Int #2  Sel/D: Serial0/0 (Link to Atlanta)

non Int ¥17 ifcl7 (Slot: 1 Port: 17): Avaya Ethernet Routing Switch 4850GTS-PWR+ Module - Port 17

# Internet Int #1 Fal/0: FastEthernetd/d (WAN side <FG726>)

non Int #3  ifcd (Slot: 1 Port: 3): Avaya Ethernet Routing Switch 4850GTS-PWR+ Module - Port 3

ife1 (Slot: 1 Port: 1): Avaya Ethernet Routing Switch 4850GTS-PWR+ Module - Port 1

non Int ¥49 ifcd49d (Slot 1 Port: 49): Avaya Ethernet Routing Switch 4850GTS-PWR+ Madule - Part 49

® Bordeaux Int $46 46 Ethemnet Interface
® Denver  Int #1 EN00: Ethernet0
Administration

Error
Rate

o

o

-

N

o

-000%

-000%

.363%

.537%

-000%

Error
Rate

o

0

-

w0

.000%

.537%

Peak Daily Utilization

100.

100.

-

Tx

-101%

.203%

-629%

35.

0s2%

.112%

.112%

.112%

Peak Daily Utilization

100.

11.

)

Tx

-101%

.203%

35.

052%

.112%

.112%

-112%

Your network has 637 interfaces that are operationally shut down. These interfaces are available for additional nodes. When this number drops too low,
you should consider purchasing additional switch interfaces to make sure you can continue to add to your network. View current Operationally down

interfaces.

Your network has 9 interfaces that are administratively shut down. These interfaces have been disabled by the network administrator, and will not

function if a node is connected. View current Administratively shut down interfaces

If you have questions related to PathSolutions’s sales, please contact Sales@PathSolutions.com

If you have technical support issues relating to any of PathSolutions's products, please contact Supporti@PathSolutions com

PathSolutions, Inc.
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Using the Configuration Tool

The Configuration Tool is used to change the general configuration options of the product as well as add
or remove devices from monitoring.

Running the System Monitor Configuration Tool

To run PathSolutions’ TotalView Configuration Tool, select "Start", choose "Programs", point to
"PathSolutions", then choose "TotalView", and then select "Config Tool".

If you have not yet entered your subscription information, you may be presented with the following dialog
upon starting the program:

Financials I Syslog I TEIF I Alerts
License | Devices I Output I Email I Polling I Thresholds I Favorites I WAN

— Subscription
Customer Mumber:

|987623

Customer Location:
|LAB

Contact Mame:
|Ruby Rojas
Contact Phone:
|4D8-505-8354
Cortact Email:
Imb}mjas@gemstunes.cum
MAC Address:
|78-2bcbbE-d7-d6

TatalView
Path Solutions

s, PathS alubions. com

Change/validate License

Licensed for: 0 interfaces

Console v6.0.6424.0 Copyright 2015
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Enter your subscription information and then click “Change/Validate License” to validate the license and

continue.

You should see the PathSolutions’ TotalView Configuration Tool license window:

B T tziView Configuratic

Enter your licenze information. Al fields are

required for walidation.

Use this page to validate and/or change your subscription information on your License.

Financials I Syslog I TEIP I Customer Number:
License | Devices I Output I Email I Palling I Threshalds I
 Subscription | Customer Location:
Customer Number: IL'&'B
Iggm Contact Mame:
Customer Location: IH"‘I:'Jrl Rojas
IL"D"E Contact Phone:
Contact Name: |408-505-8354
IHub],r Rojas Contact Ernail
Cortact Phone- Irubyrnias@gemstnnes.cnm
TotalView -
i |4u3.54]5335.4 MALC Address:
Path Saolutions 282b-ch-be-d7-do
, Cortact Email: I reb-EbrhR-di
vy, P ath S olutions. com
i st ! .
Imb}n'ojas@gem enes.cem Check Licenze I Cancel
MALC Address: i
|78-2b-cb-b6-d7-d6 = TIm
Change/validate License ]
Licensed for: 0 interfaces
Console v6.0 64240 Copyright 2015
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Adding or Removing Devices
When you select the “Devices” tab, you will see the list of currently monitored devices:

Financials | Syslog I TEIP I Alerts I Maps
License Devices | Output I Email I Polling I Thresholds I Favortes I WAN
Group | MName | IP address | Int | Cﬂmmun'rtyl SHNMP | Contract =
VolP Gateways San Francisco GW 1010037100 2 public Ve
WolP Gateways Sarta Clara GW 10.100.36.100 2 public Vo
[ Distribution Metwork  Barbera 10.100.37.5 33 public vZc I
Distribution Metwors  Bardoling 101003618 27 public vAo
Digtribution Metwaork  Bordeaws 1521682024 115  public vac
Digtribution Metword: Cabemet 1521682023 37  public Vo E
Distribution Metwors Chardonnay 101003654 28  public v I
Distribution Metwords  Corvina 101003661 34 public véo
i Digtribution Metwors  Gamay 10.100.37.2 25 public vac
Digtribution Metwors  Graciano 101003640 54  public vac
Distribution Metwors Grenache 101003753 26 public v o
Distribution Metworde  Malbec 101003675 24 public véo
] Distribution Metwore  Merot 101003648 32  public vac
Digtribution Metwore  Muscat 101003651 48  public vac
Distribution Metwors  Palomino 10.100.38.2 28 public v
Distribution Metwore  Pinot 101003653 28  public véo
Digtribution Metwors  Riesling 101003670 37 public vac
Digtribution Metwors  Sauvignon 101003620 50  publich vac
| Distribution Metwors  Shiraz 10100373 3 public v -
4| i | P
| |
Change... Delete... | ShiftUp | Shift Down |
ok | canced | ipeh |
||

You can sort the list (and thus sort the order that the devices are displayed on the web pages) by clicking
on a column header.

To move switches up or down in the listing click on the switch and then click " Shift Up" or " Shift Down".

Page 127



PathSolutions TotalView

Adding Devices
To add a device, click "Add". You will see the "Add device" dialog:

Group:; |R-’|:|I P Gatewaysz

IP address: [ M . o . 0o . 0

SHMP community tring: |

=]

Contract date:

Contract [0 |

Contract phone: |

Dezcnption [ophonal]: |

| Cancel

W S

Enter the IP address and SNMP read-only community string for the device. If desired, you can also add a
description and support contract information for the device.

Click "OK" to add the device, and the system will present you with a blank dialog box so you can enter
another device.

Click "Cancel" on a blank dialog box to close the dialog and stop adding devices.

Note: All interfaces for each switch are monitored by default. You can ignore individual interfaces from
being monitored on the web interface.

Changing Device Information

To modify a device, double-click on an existing device IP address, or select the device’s IP address and
then click on "Change".

You will be presented with the Change Device dialog:

Group: |Di$tril:|uti|:|n M etwork,

P address: iy . 1m0 . KT ]

SHMP community string: ||:uu|:u|i|:

Contract date: . Februarp 24,2015 ﬂ

Contract 1D |

| Contract phone: |

Dezcription [optional]: |Barbera

(] | Cancel

The only required fields for a device are the Group, IP address, and SNMP community string fields. All
other fields are optional.
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Deleting Devices
To delete a device, click on the device and then click "Delete". You will see the "Delete device" dialog:

Delete Device

After deleting a device, you will be asked if you would like to prevent that device from being discovered
Again if you re-run the Quick Config Wizrd.

Ignore Device

I % Do youwant to prevent these devices from being re-discovered the
' next time the Quick Config Wizard is run? |
Mo L
e — = — — — —

Note: Deleting a device from monitoring will not delete the previously collected graph data. You can
add the device back to monitoring and it will continue to use the same data file for graph data
storage.

Note: Any Device prevented from being re-discovered when the Quick Config Wizard runs can be
added back again by removing the device from being ignored in the SwMonlgnore.cfg file or by
adding the device to be monitored again in the SwitchMonitor.cfg file. These files can be found in
C:\Program Files (x86)\PathSolutions\TotalView. Save the file after any modification.
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Configuring Output

Select the "Output” tab. You should see the PathSolutions’ TotalView Configuration Tool output
configuration window:

Financials ] Syslog ] TEIP ] Alerts ] Maps ]
License ] Devices Output ] Email ] Palling ] Threshalds ] Favaortes ] WAN ]
Webserver Options
‘Web Page Reload: |:| seconds

View Web
[ Enable web authentication | Page

[v Unlock Web Configuration
Recaords ta list on the Top-10tab: 1DE|:

Builtin Web server port number: EDM_IZ:I

QK | Cancel

Webserver Options

The web browser should automatically refresh the web page and reload. It is advised to use the default
of 0 (zero) in the Web Page Reload field. If you do not want the web pages to reload automatically, use a
number like 300 seconds (5 minutes) or adjust as needed.

You can quickly view the web page by clicking on “View Web Page”.
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Creating Accounts with Password Security

If you want to employ account security so passwords are required to view the web pages, check the box
"Enable web authentication" and click on the button "Edit Account List" to create accounts. You should
see the "Account List" dialog:

4% TotalView Configurat

Financials I Syslog I TEIP I Alerts I Maps I
License I Devices Output I Email I Palling I Threshalds I Favaortes I WAN
— Webserver Options
‘Web Page Helnad:l {I'E: seconds

View Web
[+ Enable web authentication; Edit Account IJst...| Page

¥ Unlock Web Configuration
Recaords ta list on the Top-10tab: I 11}5:

Builtin Web server port number: I E'I]E-i_%

QK I Cancel Apphy

Y

From this dialog, you can add accounts by clicking on the "Add Accounts" button, change account names
and passwords, or delete accounts.

i |
Account list ﬁ

Account Mames
Wladinmir

Tim

Sally

Andy
b ary Change Accourt... |
Delete Account |

Ok Cancel
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Web Configuration
If the web configuration is locked, and you want to unlock it, check the box “Unlock Web Configuration”.

4 TotalView Confi (=)

Financials I Syslog I TETE I Alerts I Maps I
License I Devices Output I Email I Palling I Thresholds I Favorites I WAN
—Webserver Options
‘Web Page Heload:l HE: seconds

View Web
[~ Enable web authertication; Edit Account List...l Page

¥ Unlock Web Configuration
Records to list on the Top-10tab: I 11]3:

Builtin Web server port number: I Eﬂ&d_l;

|
I
i QK I Cancel Apphy

Alternatively, if you want to “Lock” the Web Configuration to remove the “favorite” and “ignore” feature
shown in your TotalView pages, click on the “Lock Config” link shown below.

path

Path | Phones | Assessment | MOS [JiSULEER Favorites || Issues || Health | Top-10 | WAN | Interfaces | Tools

Device Summary << > ® sy Sppressedissue @ lssue 7 Commfal LorkConfa g g ) [ Support] [ Uptime

05l Services
. . #
Device Device Manage of Oper Oper Admin
Name IP Address Device 12/3 456 7 Int Up Down Down Location Contact
® Muscat 10.100.36.51 Telnet SSHWeb HTTPS @ @ 48 6 42 a Santa Clara, CA Tim Titug:
Interface Summary << >> [PoE ] STP ] Deiails] Poll ] CDP/LLDP JRtT et
Interface \gnare Devices connected to
Number Favorite: Address Description Int this switch port
Int #1 Favorite 10.100.36.51 ifc1 (Slot: 1 Port: 1): Moriel Ethemet Switch 470-48T Module - Port 1 (Tims Office) Ignore
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Records to list on the Top-10 tab

The number of interfaces displayed on the Top-10 tab can be adjusted by increasing or decreasing the
Top-10 Value.

Built-in Web/WAP Server Port Number

If you are using the integrated Web server to serve pages, you can specify the port that the program
should use. You should choose a port that is unused on your system or the service may not be able to
use that port.

If you select a port and then apply the changes by clicking on "Apply" or "OK", and the server does not
respond on that port, check the application event log to determine if there may be a port conflict.

Financials ] Syslog ] TETE ] Alerts ] Maps ]
License ] Devices Output l Email ] Palling ] Thresholds ] Favorites ] WAN ]
Webserver Options
‘Web Page Reload: DEl: seconds

View Web
[ Enable web authentication: | Fage

[ Unlock Web Corfiguration

QK | Cancel Anphy
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Configuring Email
Select the "Email" tab. You should see the Configuration Tool email configuration window:

., TotalView Configuration Too

Financials ] Syslog I TETE ] Alerts ] Maps ]
License ] Devices ] Output Email l Palling ] Thresholds ] Favortes ] WAN ]

Mail Server IP Address: |1 0.100.46.3
{or DMS name)
Bxample: mail company.com

[v Send daily network "Weather Report”
The Weather Report” can help you keep track of your network health on a daity basis.

Send to: |r|.|b1_.rrojas (Egemstones.com Test
Example: jdoe@hotmail .com, flb&aol.com

[ Send from: |repu:urts @pathsoltions.com
Bxample: noc@company .com

This report can be customized to include specific information, Edit Report
or simply provide an overview of general heatth. =

Send Report Mow |

QK | Cancel Apphy

b

This dialog allows you to change information relating to the network "Weather Report".
If you want to receive a daily network Weather Report, check the Send daily Network Weather Report
box.

You must enter an Internet SMTP email address that the report should be sent from and an Internet
SMTP email address that the report should be sent to.

If you want reports to be sent to multiple users on the network, enter the user names here separated by a
semicolon, comma, or space.

You must also enter your SMTP relay server IP address. This address can be your SMTP mail Internet
gateway server's |IP address (depending on your mail server configuration). If you are uncertain, check
with your email server administrator. Appendix C contains additional information on SMTP relay server
configuration.

Click "Test" to send a test email to all users listed.
If you want to modify the network Weather Report, click "Edit Report”. You will be able to modify the

default report to include your company logo, custom information, or shrink the email to display only the
information you are interested in.

Note: The report uses MIME encoding to allow email readers to respect the content as HTML formatted
content. If you need assistance with modifying this report, and do not understand MIME
encoding, refer to the IETF's RFC1521 (www.ietf.org) or contact PathSolutions technical support
for assistance.
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%%

%DATE%

%TIME%
%URL-HOME%
%URL-GRAPHICS%
%ISSUES%
%ISSUES*%
%STATUS-ERR%
%STATUS-UTIL%
%STATUS-RESULT%
%STATUS-COLOR%
WIFSTATUS-GOOD%
%IFSTATUS-DEGRADED%
%TOPCOUNT%
%TOPERRORS%
%TOPERRORS*%

%URL-TOPERRORS%
%TOPTRANSMITTERS%

%TOPTRANSMITTERS*%

%URL-TOPTRANSMITTERS%

%TOPRECEIVERS%

%TOPRECEIVERS*%

%URL-TOPRECEIVERS%
%TOPLATENCY%

%TOPLATENCY*%

%URL-TOPLATENCY%

%TOPJITTER%
%TOPJITTER*%

%URL-TOPJITTER%

%TOPLOSS%
%TOPLOSS*%

%URL-TOPLOSS%

%TOPTALKERS%

%TOPTALKERS*%

%URL-TOPTALKERS%

The following objects can be included in the report:

This will output a single "%" sign

Current date

Current time

URL to the System Monitor home page

URL pointer to the graphics directory (this can be re-directed to
an Internet location)

Text table showing the interfaces that are currently over the
utilization rate or over the error rate

HTML table showing the interfaces that are currently over the
utilization rate or over the error rate

Error rate threshold

Utilization rate threshold

Current status: Good or Degraded

HTML color green if the status is Good, or the HTML color red if
the status is degraded

If the current status is 'Good', then the text following will be
parsed and displayed up until %ENDIF%

If the current status is 'Degraded’, then the text following will be
parsed and displayed up until %ENDIF%

Number of interfaces that are configured to be displayed in the
"Top X' lists (Top 10 Errors, etc.)

Text table showing the interfaces that have the highest error
rates

HTML table showing the interfaces that have the highest error
rates

URL pointer to the current top errors web page

Text table showing the top 10 interfaces with the most data
transmitted by utilization percentage

HTML TABLE showing the top 10 interfaces with the most data
transmitted by utilization percentage

URL pointer to the current top transmitters web page

Top 10 Interfaces with Highest Daily Received Rates Sorted by
Utilization

HTML table showing Top 10 Interfaces with Highest Daily
Received Rates Sorted by Utilization

URL pointer to the current top receivers web page

Top 10 Devices with the Highest Daily Latency Sorted by
Latency

HTML table showing Top 10 Devices with the Highest Daily
Latency Sorted by Latency

URL pointer to the current top 10 Devices with the Highest Daily
Latency

Top 10 Devices with the Highest Daily Jitter Sorted by Jitter
HTML table showing Top 10 Devices with the Highest Daily Jitter
Sorted by Jitter

URL pointer to the current top 10 Devices with the Highest Daily
Jitter

Top 10 Devices with the Highest Daily Loss Sorted by Loss
HTML table showing Top 10 Devices with the Highest Daily Loss
Sorted by Loss

URL pointer to the current top 10 Devices with the Highest Daily
Loss

Text table showing the interfaces that have the highest
transmission rates by kilobit

HTML table showing the interfaces that have the highest
transmission rates by kilobits

URL pointer to the current top talkers web page
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%TOPLISTENERS%

%TOPLISTENERS*%

%URL-TOPLISTENERS%
%ADMINDOWN%

%ADMINDOWN*%
%ADMINDOWN#%
%URL-ADMINDOWN%
%OPERDOWN%
%OPERDOWN*%

%OPERDOWN#%
%URL-OPERDOWN%

Text table showing the interfaces that have the highest reception
rates

HTML table showing the interfaces that have the highest
reception rates

URL pointer to the current top listeners web page

Text table showing the interfaces that are currently
administratively shut down

HTML table showing the interfaces that are currently
administratively shut down

Total number of administratively shut down interfaces

URL pointer to the current admin down web page

Text table showing the interfaces that are currently operationally
shut down

HTML table showing the interfaces that are currently
operationally shut down

Total number of operationally shut down interfaces

URL pointer to the current oper down web page

Note:

Do NOT put a period "." on its own line anywhere in this file.
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Favorites

Specific interfaces can be grouped together for viewing in the Favorites tab in TotalView.

Use the Favorites tab below and click on the “Add” button to add the IP Address and Interface Number.
You can also “Change” or “Delete” any interface in this list as needed. Use the Shift or Shift Down
Button to sort the list in the order you would like to view them.

Financials I Syslag I TEIP Alers | Maps
License I Devices I Output I Email I Puolling I Thresholds Favortes | WAN
IP address | int #
10.100.37.1 1
10.100.36.100 2
I 10.100.36.4 1
|
||
Change... Delete... shiftUp | | Shift Down |
ok | cancd | pepy
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WAN
The WAN tab can include any interface desired.

Use the WAN tab below and click on the “Add” button to add the IP Address and Interface Number. You
can also include the Provider, Circuit ID, Support Phone, Monthly Cost, Expiration Date any Notes about
a device to display on your WAN page.

Any interface on this page can be “Changed” or “Deleted” as needed. Use the Shift or Shift Down
Button to sort the list in the order you would like to view them.

Financials I Syslog I TETR I Aers I Maps |
License I Devices I Cutput I Email I Polling I Thresholds I Favortes WAN
IP address | Int # | Provider | GircuitiD | Support Phone | Monthly Cost | Expiration | Notes |
I IP address: {10.100.36.60 Denver) | I
Interface number: ID ﬂ
Provider: IEabIe One ‘
Circuit [D: [Cwva1-Bam 331130
Support phone:  |408-555-3242 i
Marthly cost:  [1452.00
1 Expiration date: ||7 5/22/2015 j |
Mates:
II
0K I Cancel |
| Change. . Dekete.. | shitUp | | shift Down |
i oK | Cancl | popy |
— e [
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Configuring Polling Behavior
Use the Configuration Tool and Select the "Polling" tab. You should see the polling configuration window:

4% TotalView Configuration T

Financials ] Syslog ] TFETF ] Alerts ] Maps ]
License ] Devices ] Output ] Email Palling l Threshaolds ] Favarites ] WAN ]

Polling Frequency

Poll devices eveny 13: hours 53: minutes DE: seconds

| Mote: I polling frequency is changed, all previous graph statistics will be erased.

A I

Polling Options
Declare a poll as failed if it does not receive a response within 5[:'[:'[:'3: miliseconds

Paoll device retries 33:

[v Ignore emor calculations on VLAM intefaces |
[ lgnore Unknown Protocol Emors on interfaces

Use |50 3: threads for polling information from intefaces

Polling Type

Weekly, morthly, and yeary graph ~ * Peak values during period

values are calculated as: " Average of all values during period

Mote: I polling type is changed. all previous graph statistics will be erased.

| QK | Cancel Apphy

PathSolutions’ TotalView is very 'network friendly', and makes every attempt to prevent flooding the
network with requests. One minimum sized SNMP packet is sent per interface.

Configuring the Polling Frequency
You will want to select how often the program should poll each interface.

The default is 5 minutes. Less frequent polls will decrease the traffic on your network; however it will not
provide you with as granular information on utilization and error rates.

Note: If you change the polling frequency, all historical utilization information (daily, weekly, monthly,
and yearly graphs) will be erased when you click “OK”, or “Apply”.

Note: Itis very important to make sure you do not poll your devices too often, as this can add to
network overhead. In general, you should poll your interfaces every 5 minutes.

Polling Options

PathSolutions’ TotalView will need to know how long to wait for a response before declaring an individual
poll as failed. The default is 3000ms (3 seconds). If you have a network that has extremely high
latencies you may choose to increase this number. If you want PathSolutions’ TotalView to declare a
device as failed if it does not respond within a smaller response window you can adjust this number
down.
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VLAN Interfaces

For some switch manufacturers, VLAN interfaces report anomalous errors. If you do not want the error
rate of VLAN interfaces calculated, check the “Ignore error calculations on VLAN interfaces” box. The
VLAN interface will still be listed, but it will not become an “issue” listed under the “Issues” tab.

Ignoring Unknown Protocol Errors

Devices will increment the “Inbound Unknown Protocols” error counters on interfaces if strange protocols
are received. This is typically when network adapters receive IPX, AppleTalk, or Cisco Discovery
Protocol (CDP) broadcasts from devices. These packets can be perceived as errors since they may be
unwanted protocols on the network, or the network administrator may view these as valid packets that
were successfully delivered although are of no use to the recipient device. Check this box if you do not
want to regard Inbound Unknown Protocols as errors.

Polling Threads

PathSolutions’ TotalView uses 20 threads for polling devices for SNMP information. If you have a faster
computer, you may choose to increase this number. If you have a slower computer, and PathSolutions’
TotalView is utilizing 100% of the system’s CPU during a polling cycle, you may get better performance

by reducing this number. This will cause less thread overhead in the system.

Polling Type

The daily polling information is summarized to the weekly graph, the weekly graph is summarized to the
monthly graph, and the yearly graph is summarized to the yearly graph.

The mechanism used for summarization can be configured to maintain the average utilization during the
period or the peak values during the period.

Typically, knowing how often an interface reached peak utilization is more valuable than averaging, as the
average utilization information loses its granularity through the averaging process.

Note: If you change the polling frequency, all historical utilization information (daily, weekly, monthly,
and yearly graphs) will be erased when you click “OK”, or “Apply”.
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Configuring Thresholds

Select the "Thresholds" tab. You should see the TotalView Configuration Tool thresholds configuration
window:

Financials ] Syslag ] TEIP ] Alerts ] Maps ]
License ] Devices ] Outpt ] Email ] Puolling Thresholds l Favorites ] WAN ]

Threshold Levels
TotalView tracks utilization and emor rates for each monitored inteface on your networls.

To help you quickly determine if your network is healthy, you can set the thresholds for emor rates
and utilization.

An interface will be flagged with a red indicator i it exceeds ether of the below threshold levels:

An emor rate greater than EEl: percent
i -ar -

A peak utilization rate greater than EDE: percent

QK | Cancel Apphy

L _ T——— I.

If an interface has an error rate higher than 5%, network status will be changed to 'Degraded'.

If an interface has a peak utilization rate (transmitted or received) over 90%, network status will be
changed to ‘Degraded'.

These numbers can be adjusted to suit your specific network environment, and your tolerance for errors.

When you are finished making changes, click "OK" to apply changes and exit the configuration tool.
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Enabling the Syslog Server

The system has a built in syslog server to receive and organize syslog messages received from network
devices:

E= TotalView Conhqurate I

License I Devices | Output | Email I Palling I Threshaolds I Favartes I WAN
Financials Syslog | TEIR I Alerts I Maps
[w Enable Syslog server
IP address | Facil'rtyl Sever'rt'_.rl Ernaill Search string
101003625 4 1 gal... change status to
||
] € 1 r
Add || Change... I| Delete... I
QK Cancel Apphy
E — — .

To enable the syslog server, check the box “Enable Syslog Server”.

Syslog messages will be captured and be visible from the web pages. Click on the “Syslog” link to the
right of “Telnet” and “Web” to view the received syslog messages from each device.

Note: You will have to configure each of your network devices to send their syslog messages to the
PathSolutions’ TotalView server.
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You can add alerting for syslog messages by clicking on the “Add” button. You should see the following
dialog:

S50

Add syslog alert

Ermail address: |ruhyrnias@gemstanes.carr]

IF address; |,.f_-.,n_.,. ﬂ
Facility: Ary =
Severity: Aoy v

Search sting: |ht

Test shing: |hit

Test result; |M atch found

Ok Caricel

If you enter the search string with a regular expression, you can then enter a test string and see if it
matches.

Enter the email address that should receive the alert, the IP address where the syslog message should
come from, and the facility number (or “Any” if it could be any facility number).

The Syslog matching capability is ECMAScript compatible.

ECMAScript regular expressions pattern syntax

The following syntax is used to construct regex objects (or assign) that have selected ECMAScript as its
grammar.

A regular expression pattern is formed by a sequence of characters.

Regular expression operations look sequentially for matches between the characters of the pattern and
the characters in the target sequence: In principle, each character in the pattern is matched against the
corresponding character in the target sequence, one by one. But the regex syntax allows for special
characters and expressions in the pattern.

Special pattern characters

Special pattern characters are characters (or sequences of characters) that have a special meaning when
they appear in a regular expression pattern, either to represent a character that is difficult to express in a
string, or to represent a category of characters. Each of these special pattern characters is matched in the
target sequence against a single character (unless a quantifier specifies otherwise).

|characters|| description || matches |
|. ”not newline ||any character except line terminators (LF, CR, LS, PS). |
|\t ”tab (HT) ||a horizontal tab character (same as \u0009). |
|\n ”newline (LF) ||a newline (line feed) character (same as \u000A). |
|\v ”vertical tab (VT) ||a vertical tab character (same as \u000B). |
|\f ||form feed (FF) ||a form feed character (same as \u000C). |
|\r ||carriage return ||a carriage return character (same as \u000D). |
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| llccr) | |
a control code character whose code unit value is the same as the
\cletter trol cod remainder of dividing the code unit value of letter by 32.
control code For example: \ca is the same as \u0001, \cb the same as \u0002,
and so on...
a character whose code unit value has an hex value equivalent to the
\xhh ASCII character |[|two hex digits hh.
For example: \x4c is the same as L, or \x23 the same as #.
\uhhhh unicode character a character whose code unit value has an hex value equivalent to the
four hex digits hhhh.
|\0 ||nu|| ||a null character (same as \u0000). |
\int backreferen the result of the submatch whose opening parenthesis is the int-th (int
ackreference shall begin by a digit other than 0). See groups below for more info.
|\d ||digit ||a decimal digit character (same as [[:digit:]]). |
. any character that is not a decimal digit character (same as
D . .
\ not digit [~[:digit:]]).
|\s ||whitespace ||a whitespace character (same as [[:space:]1]). |
. any character that is not a whitespace character (same as
S
\ not whitespace [~[:space:11).
|\w ||word ||an alphanumeric or underscore character (same as [_[:alnum:]]). |
\W not d any character that is not an alphanumeric or underscore character
ot wor (same as [*_[:alnum:]]).
the character character as it is, without interpreting its special
meaning within a regex expression.
\character [|character Any character can be escaped except those which form any of the
special character sequences above.
Neededfor: ~ s \ . * + 2 () [ 1 { } |
|[c/ass] ||character class ||the target character is part of the class (see character classes below) |
[~class] negated character{|the target character is not part of the class (see character classes
class below)

Notice that, in C++, character and string literals also escape characters using the backslash character (\),
and this affects the syntax for constructing regular expressions from such types. For example:

std::regex el

character

std::regex e2

("\\d"); // regular expression: \d -> matches a digit

("\\\\"); // regular expression: \\ -> matches a single

backslash (\) character

Quantifiers
Quantifiers follow a character or a special pattern character. They can modify the amount of times that
character is repeated in the match:

|characters|| times || effects |
|* ||0 or more ||The preceding atom is matched 0 or more times. |
|+ ||1 or more ||The preceding atom is matched 1 or more times. |
|? ”0 orl ||The preceding atom is optional (matched either O times or once). |
|{int} ”int ||The preceding atom is matched exactly int times. |
|{int, } ”int or more ||The preceding atom is matched int or more times. |
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{min,max}

between min and

max

The preceding atom is matched at least min times, but not more
than max.

By default, all these quantifiers are greedy (i.e., they take as many characters that meet the condition as
possible). This behavior can be overridden to ungreedy (i.e., take as few characters that meet the
condition as possible) by adding a question mark (?) after the quantifier.

For example:

Matching "(a+).*" against "aardvark" succeeds and yields aa as the first sub match.
While matching "(a+7?).*" against "aardvark" also succeeds, but yields a as the first sub match.

Groups

Groups allow applying quantifiers to a sequence of characters (instead of a single character). There are
two kinds of groups:

| characters ||

description ||

effects

| (subpattern)

||Group

”Creates a backreference. |

|(? :subpattern) ||Passive group”Does not create a backreference.

When a group creates a backreference, the characters that represent the subpattern in the target
sequence are stored as a submatch. Each submatch is numbered after the order of appearance of their
opening parenthesis (the first submatch is number 1; the second is number 2, and so on...).

These submatches can be used in the regular expression itself to specify that the entire subpattern
should appear again somewhere else (see \int in the special characters list). They can also be used in
the replacement string or retrieved in the match results object filled by some regex operations.

Assertions

Assertions are conditions that do not consume characters in the target sequence: they do not describe a
character, but a condition that must be fulfilled before or after a character.

| characters || description || condition for match
N Beginning of line E|the_r it is the beginning of the target sequence, or follows a line
terminator.
s End of line E|the_r it is the end of the target sequence, or precedes a line
terminator.
The previous character is a word character and the next is a non-
b word characte/_' (o_r vice-versa).
\ Word boundary Note: The beginning and the end of the target sequence are
considered here as non-word characters.
The previous and next characters are both word characters or
\B Not a word both are non-word characters.
boundary Note: The beginning and the end of the target sequence are
considered here as non-word characters.
(2=subpattern) Positive The characters following the assertion must match subpattern, but
lookahead no characters are consumed.
(2 subpattern) Negative The characters following the assertion must not match subpattern,
lookahead but no characters are consumed.

Page 145



http://www.cplusplus.com/reference/regex/ECMAScript/#atoms
http://www.cplusplus.com/reference/regex/ECMAScript/#replacement
http://www.cplusplus.com/match_results
http://www.cplusplus.com/regex

PathSolutions TotalView

Alternatives
A pattern can include different alternatives:

|character||description|| effects |
|I ||Separator ||Separates two alternative patterns or subpatterns.|

A regular expression can contain multiple alternative patterns simply by separating them with the
separator operator (|): The regular expression will match if any of the alternatives match, and as soon as
one does.

Subpatterns (in groups or assertions) can also use the separator operator to separate different
alternatives.

Character classes

A character class defines a category of characters. It is introduced by enclosing its descriptors in square
brackets ([ and ]).

The regex object attempts to match the entire character class against a single character in the target
sequence (unless a quantifier specifies otherwise).

The character class can contain any combination of:

o Individual characters: Any character specified is considered part of the class (except\, [, ] and -,
which have a special meaning under some circumstances, and may need to be escaped to be
part of the class).

For example:
[abc] matches a, b or c.
[*xyz] matches any character except x, y and z.

¢ Ranges: They can be specified by using the hyphen character (-) between two valid characters.
For example:

[a-z] matches any lowercase letter (a, b, ¢ ... until z).
[abcl1-5] matches either a, b or ¢, or a digit between 1 and 5.

o POSIX-like classes: A whole set of predefined classes can be added to a custom character

class. There are three kinds:

| class || description || notes
Uses the regex traits' isctype member with the appropriate
A . . ||lcharacter -
[ :classname: ] type gotten from applying lookup classname member on
class
classname for the match.
[.classname. ] collating Uses the regex traits' lookup collatename to interpret
sequence classname.
character Uses the regex traits' transform primary of the result of
[=classname=] . regex traits::lookup collatename for classname to check for
equivalents matches

e The choice of available classes depends on the regex traits type and on its selected locale. But
at least the following character classes shall be recognized by any regex traits type and locale:

- equivalent (with regex traits, default
class description
locale)
| [:alnum:] ||a|pha-numerica| character ||isa|num
| [:alpha:] ||a|phabetic character ||isa|gha
| [:blank:] ||b|ank character ||isb|ank
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| [:cntrl:] ||contro| character ||M |
| [:digit:] ||decima| digit character ||ml_t |

rozapns ] | entation graph
| [:lower:] ||Iowercase letter ||M |
| [:print:] ||printab|e character ||§prl_nt |
| [:punct:] ||punctuation mark character ||isgunct |
| [:space:] ||whitespace character ||issgace |
| [ :upper:] ||uppercase letter ||isugper |
| [:xdigit:] ||hexadecima| digit character ||isxdigit |
| [:d:] ||decima| digit character ||@g|_t |
| [tw:] ||word character ||isa|num |
| [:s:] ||whitespace character ||issgace |

o Please note that the brackets in the class hames are additional to those opening and closing the
class definition.

For example:

[[:alpha:]] is a character class that matches any alphanumeric character.
[abc[:digit:]] is a character class that matches a, b, ¢, or a digit.

["[:space:]] is a character class that matches any character except a whitespace.

o Escape characters: All escape characters described above can also be used within a character
class specification. The only change is with \b, that here is interpreted as a backspace character
(\u0008) instead of a word boundary.
Notice that within a class definition, those characters that have a special meaning in the regular
expression (such as *, ., $) don't have such a meaning and are interpreted as normal characters
(so they do not need to be escaped). Instead, within a class definition, the hyphen (-) and the
brackets ([ and ]) do have a special meaning under some circumstances, in which case they

should be escaped with a backslash (\) to be interpreted as normal characters.

Character classes’ support depends heavily on the regex traits used by the regex object: the regex
object calls its traits's isctype member function with the appropriate arguments. For the standard

regex_traits object using the default locale, see cctype for a classification of characters.
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Enabling the TFTP Server
The system can receive TFTP files from network devices via the built-in TFTP server:

License I Devices I Cutput I Email | Palling | Thresholds I Favortes I WAN
Syslog TFTP Alerts I Maps

Financials

TFTP Directaory: IC:\F‘mgmm Files {<8&)"PathSolutions™TotalView \TFTF Browse

I QK I Cancel Apphy

You can enter a different directory where the TFTP files are saved/retrieved from if desired.
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Enabling Alerting

The system can generate alerts if interfaces change status or exceed set levels of utilization or errors:

-
z otalView Configuration Tool
2|

=)

License I Devices I Cutput Email | Palling | Thresholds I Favortes I WAN
Syslog | TETP Alerts CDR | Map
IF address | Int# | Email | 7| R | Er | Status |
Ary Any Int  sptoner@pathsolutions .com, salyptoner@gmail.com 10 Mone
] m b
Delete. ..
OK Cancel | Aoply

You can add alerting for interfaces by clicking on the “Add” button.
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You should see the following dialog:

[ Add alert -

E mail address; ||

Drescription: |
IF address: |,.-:-.'r-,_.r. j
Alert Type: " Device Communications Failure

Cizco CPU Utilization |50 El ¥

~
(" Cisco free BAM 4036 bytes
" MOS score m
~
~
~

Ay Interface
1]

Interface Type |Dther J [
r lm percent utilized
lm percent utilized
[ lm percent packet lozs

Status Change: | [ omne J

=

Cancel

Enter the email address that should receive the alert, the IP address of the device and the interface
number. Alternately, you can select Interface Type and choose the interface type from the drop-down or
select “other” to enter additional interface types.

Enter Comm Fail if you want to receive an alert if the device cannot be communicated with or “Any if you
want to receive the alert if any interface on the device exceeds the threshold.

You should check the box for Utilization, Error percentage, or Status change if you want these variables
to trigger an alert or not.
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POE Alerting

If you want to know if any PoE enabled device is connected or disconnected from your network select the
“Status Change” PoE change option from the drop down box. You can track when and where VolP
phones are moved, rogue access points are connected to the network, or when VolP phones are
disconnected from the network to help track phone theft.

[ Add alert e |

Emaill address: |$ally@pathsnluticuns.ccum

Drezcription: |F'I:IE Alert

P address: |Distributiu:un Metwork, ﬂ
Al Ty " Device Cammunications Failure

Cisco CPU Utilization |20 El X

Cizca free BAK (4095 bytes
ad El

~
~
~
& Apy Interface
~
~

Interface Mumber |0

Interface Type ||:|ther J |EI

percent utilized

[ T= Utilization:

[ B Utilization: percent utilized

L.

[ Enmor percentage: percent packet lozs

Statuz Change: |I:I|:|erai|:|nal change j

Hone
DEeraiDnaI chanie OF. | Cancel
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Group Alerting

The new group alerting allows you to set up an alert for devices in a group. For example, if you want to
know when any devices in the “Edge Network” group have an interface with high utilization. Just choose
the group in the drop-down box.

[ Add alert =] |

E mail address: |sally@pathsu:ulutinns.u:nm

Dreszcription: |I3r|:|up Alert

IF address: | Edge Metwark j
Alert Tope:

" Device Communications Failure

" Cizco CPU Utilization |50 El ¥
(" Cisco free BAM 4036 bytes
lﬁ 34 3

* Any Interface

" Interface Mumber |0

" Interface Type ||:|ther J |EI
[ Tx Utilization: lm percent utilized
[ B Utilization: lm percent utiized
[~ Ermror percentage: lm percent packet loss

Statuz Change: |I:I|:|erai|:|nal change j
MHone

Cancel
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Configuring the Network Map

To create interfaces that display on the network map, use the coordinates displayed in the lower right
corner of the map and enter them in the Configuration Tool to determine the end points for your network
links. To zoom in and out on the map, use the + and — features at the top left of the screen. To pan, use
your curser in the center of the screen to move around.

Audible alerts play when links or devices go down so you can know what’s happening immediately and
start to remedy the problem.

Phones || Assessment | MOS | Devices | Favorites | Issues | Health | Top-10 | WAN | Interfaces | Tools

Los Angeles

Atlantic

Ocean

State is up to date 77712 IXY coordinates

TolaNew ROEsse & (E728) Copyra €20 1Y Pansaions T o P
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Open the Configuration Tool and add a Map on the left hand side. Click on Add, create a Map Name and
then select a Background pic from your TotalView Graphics folder. Multiple Maps can be created. Then
use the right hand side to enter the interfaces and include the XY coordinates to monitor.

r B
’;E TotalView Configuration Tool = —
License I Devices I Cutput I Email I Palling I Thresholds I FEI'U'?EFE% ______ | _______ W F-.N ________ |
Financials I Syslog I TEIR I Alerts Maps :

IP address | Type | Int # | Start | End -
10100371 Link 1015, 260 1015110 [
10100371 Link 1420, 110 1420, 260
192.168.201.1 Link 1145,275 1280, 275
10.100.36.60  Link 1145,300 1280, 300

San Francisco
Los Angeles

m

|' i Links 1790, 375 635,375
‘ Link: 1015, 335 1015, 475
Link; 1420, 335 1420, 475
Map Mame: | Link 1080, 555 1350, 555
4 Link 1020, 520 1350, 520
B ackground: I Link 1015, 650 665 650
Link; 1015, 650  BE5, 670
Ok Link; 1015, 650 665, 815
Link 1015, 650 665, 840
%4 Link 1420, 650 665, 630
10100372 Link 1420, 650 665, 705

10100372 Link
10100372 Link
101003678 Link
101003642 Link
101003651 Link

4R AR A e -

Add... I Change... | Delete.. | UpdateMapl

ok | canced | ippb |

1420, 650 665, 835
1420, 650 665 875
1420, 650 1700, 660
1015, 650 1700, 350
1015, 650 1015, 300 -

e L o o S L T T Y

1NhNEEhE-ﬁ-—“demN—lN—l—lN—‘

Add | Edt |Delete] « |

To add an object click “Add”. You should get the add map line dialog:

For a link connection between coordinates, choose “Link” and then the IP address of the device and then
enter the interface number that should be updated. Then enter the Line Start X and Y coordinate and the
Line End X and Y coordinate.

s ™
Add map line [
I e sl [ - |

Type: & Link " Ping
|nterface: 0 :

Line start; b IEI i IEI
Line end: = ID Y IU

k. I Cancel
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For a Ping point, choose “Ping” and then enter the Line Start X and Y coordinates. This represents that
the Device can be pinged and will display as a green dot (can ping), a red dot (cannot ping), or a black
dot (device is down).

. B
Add map line [

IP address: | -]
Type: O Lk & Ping

Interface: 0 :

Line start (i vel[i]

Line end: % |0 v |0

k. I Cancel

When finished adding Links and Ping Points clilck on the “Update Map” button to view your
results.

B TotaiVicw Conhaurst niles

License I Devices I Output I Email I Polling I Thresholds I Favorites | WAN |

Financials I Syslog I TFTP I Alerts Maps
IP address | Type | Int & [ Start [ End -
Corfig 10100371 Link 1015.260 1015, 110

San Francisco

Los Angeles 10.100.37 1 Link

1521682011 Link
101003660  Link
10100375 Link
10100383 Link
10.100.265  Link
10.100.26.18  Link

1420, 110 1420, 260
1145, 275 1280, 275
11458, 300 1280, 200
1790, 373 635,375
1015, 335 1015, 475
1420, 335 1420, 475
1080, 55 1350, Bhb

m

1921682024 Link 1080, 520 1380, 520

101003716 Link 1015, 630 665, 650

10.100.237.16  Link 1015, 650 665, 670

1921682023 Link 1015, 650 665, 215

1921682023 Link 1015, 650 665, 240

10.100.36.54  Link 1420, 650 665, 630

10100372 Link 1420, 650 665, 705

10100372 Link 1420, 650 665, 255

10100372 Link 1420, 650 665, 2375

101003675 Link 1420, 650 1700, 660 [

10.100.26.48  Link
101003651 Link

4An 4NN oAe - e

1015, 650 1700, 850
1015, 650 1015, 500 -

ner oern e onnn

1M-h-Mlaglag-h-Eh—lﬂdMLﬂd‘:N—lM—l—lN—l

Add | Edit |Dele¢e|A|v Change... | Delete.. | UpdateMapl

ok | canesd | ipoh |
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Sending Emailed Reports

Reports can be emailed to users whenever desired or on regular schedules.

To set up a report to be sent, create a text file with a text editor such as Notepad. This file should contain
four fields, separated by at least one <TAB> character:

;Email Address Template File Device Interface
jdoedcompany.com IntMailDetailDaily.txt 192.168.1.1 1
jdoe@company.com IntMailSummartyDaily.txt 192.168.6.12 14
jdoe@company.com SystemMailDaily.txt / /

The first field is the Email address where the report should be sent.

The second field is the email template file to use to send the report. Templates can be found in the
“‘MailTemplates” subdirectory.

The third field references a monitored device. This field may or may not be required depending on the
template used. If a system-wide report is used it does not need a specific device to be referenced and a
slash ‘/’ should be used instead.

The fourth field references a specific interface on the specified device. If the report is a system-wide
report or a device report no interface needs to be specified and a slash /' can be used instead.

Save this file with any filename that ends in “.cfg” in the “ReportSend” subdirectory and the report(s) will
be sent during the next polling period and the file deleted.

Note: It's valuable to save this file in an alternate directory first and then copy it to the “ReportSend”
directory when you want it to be sent.

Note: This process can be automated via the Windows Task manager to schedule reports to be sent on
a regular basis.

Note: Allfiles in the “ReportSend” directory with the extension .cfg will be processed and deleted every
poll period.
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Creating Email Report Templates

Existing email report templates are located in the “MailTemplates” directory.

They can be edited with a text editor and copied to create new templates. The format of the templates
includes standard MIME encapsulation headers and definitions for multipart messages (HTML and

embedded graphics).

PathSolutions’ TotalView will pre-process the template and add data elements using the %ELEMENT%

replacement strings.

Available replacement strings are as follows:

%%

%DATE%

%TIME%
%COMMENT-START%
%COMMENT-END%
%CUSTOMERNUMBER%
%CUSTOMERLOCATION%
%LICENSEDINTERFACES%
%LICENSEEXPIRATION%
%RESELLERNUMBER%
%INTERFACES%
%VERSION%
%REVISION%
%PRODNUMBER%
%PRODNAME%
%COMPANYNAME%
%EMAILADDRESS%
%LICENSEDAYSLEFT%
%URL-HOME%
%URL-HEALTH%
%URL-GRAPHICS%
%URL-FAVORITES%
%FAVORITES%
%FAVORITES*%
%ISSUES%

%ISSUES*%
%ISSUES#%
%URL-ISSUES%
%STATUS-PERCENT%
%STATUS-ERR%
%STATUS-UTIL%
%STATUS-RESULT%
%STATUS-COLOR%
%IFSTATUS-GOOD%
%IFSTATUS-DEGRADED%
%ENDIF%
%IFDEVICE-CISCO%
%ENDIF-CISCO%
%IFLICENSE-VOIP%
%ENDIF-VOIP%
%TOPCOUNT%
%TOPERRORS%
%TOPERRORS*%
%URL-TOPERRORS%
%TOPTRANSMITTERS%
%TOPTRANSMITTERS*%
%URL-TOPTRANSMITTERS%
%TOPRECEIVERS%
%TOPRECEIVERS*%
%URL-TOPRECEIVERS%
%TOPLATENCY%
%TOPLATENCY*%
%URL-TOPLATENCY%
%TOPJITTER%
%TOPJITTER*%
%URL-TOPJITTER%

Prints percent sign

Prints current date

Prints current time

Starts a comment area that won’t be sent in the email

Ends a comment area

Prints the licensed customer number

Prints the licensed customer location

Prints the licensed interface count

Prints the license expiration

Prints the reseller number

Prints the number of monitored interfaces

Prints the version of the program

Prints the revision of the program

Prints the product license number

Prints the product name

Prints the company name

Prints the email address(es) that this email will be sent to

Prints the number of licensed days remaining

Prints the full URL to the home page

Prints the full URL to the health page

Prints the full URL to the graphics directory

Prints the full URL to the favorites page

Prints a text table of favorite interfaces

Prints an HTML table of favorite interfaces

Prints a text table of current issues

Prints an HTML table of current issues

Prints the current number of issues

Prints the full URL to the issues page

Prints the current health percentage

Prints the configured error threshold level

Prints the configured utilization threshold level

Prints “Good” or “Degraded” depending if there are any issues
Prints “#008000” or “#FF0000” depending if there are any issues
Prints the following if there are no issues

Prints the following if there are issues

Ends a conditional IFSTATUS section

Prints the following if it is a Cisco device

Ends conditional for Cisco device

Prints the following if the system is licensed for VolP

Ends conditional for VoIP License

Prints the number of interfaces configured for the Top list

Prints a text table of top interfaces with errors

Prints an HTML table of top interfaces with errors

Prints the full URL to the top errors page

Prints a text table of the top interfaces with the most data transmitted by utilization
Prints an HTML table showing the top interfaces with the most data
Prints the full URL to the current top transmitters web page
Prints a text table of the top Interfaces with highest daily received rates
Prints an HTML table showing the top Interfaces with highest daily received
Prints the full URL to the current top receivers web page

Prints a text table of the top devices with the highest daily latency sorted by latency

Prints an HTML table showing top devices with the highest daily latency sorted by latency

Prints the full URL to the current top devices with the highest daily latency

Prints a text table of the top devices with the highest daily jitter sorted by jitter
Prints an HTML table showing top devices with the highest daily jitter sorted by jitter
Prints the full URL to the current top devices with the highest daily jitter
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%TOPLOSS%
%TOPLOSS*%
%URL-TOPLOSS%
%TOPTALKERS%
%TOPTALKERS*%
%URL-TOPTALKERS%
%TOPLISTENERS%
%TOPLISTENERS*%
%URL-TOPLISTENERS%
%ADMINDOWN%
%ADMINDOWN*%
%ADMINDOWN#%
%URL-ADMINDOWN%
%OPERDOWN%
%OPERDOWN*%
%OPERDOWN#%
%URL-OPERDOWN%
%POLLDELAY%
%SAVESTATSTICKCOUNT%
%SAVESTATSTICKCOUNTAVG%
%POLLTICKCOUNT%

%POLLTICKCOUNTAVG%

%ANALYZETICKCOUNT%
%ANALYZETICKCOUNTAVG%
%OUTPUTTICKCOUNT%
%OUTPUTTICKCOUNTAVG%
%POLLHOURS%
%POLLMINUTES%
%POLLSECONDS%
%POLLFAILSECONDS%
%POLLFAILTABLE%
%POLLFAILTABLE*%
%SYSTEM-DAILY-UTIL%
%SYSTEM-DAILY-ERRORS%
%SYSTEM-DAILY-ISSUES%
%SYSTEM-DAILY-INTERFACES%
%SYSTEM-WEEKLY-UTIL%
%SYSTEM-WEEKLY-UTIL%
%SYSTEM-WEEKLY-ISSUES%
%SYSTEM-WEEKLY-INTERFACES%
%SYSTEM-MONTHLY-UTIL%
%SYSTEM-MONTHLY-ERRORS%
%SYSTEM-MONTHLY-ISSUES%
%SYSTEM-MONTHLY-INTERFACES%
%SYSTEM-YEARLY-UTIL%
%SYSTEM-YEARLY-ERRORS%
%SYSTEM-YEARLY-ISSUES%
%SYSTEM-YEARLY-INTERFACES%
%URL-DEVICE%
%DEVICE-NUMBER%
%DEVICE-AGENT%
%DEVICE-GROUP%
%DEVICE-CONTRACT-DATE%
%DEVICE-CONTRACT-ID%
%DEVICE-CONTRACT-PHONE%
%DEVICE-DESCRIPTION%
%DEVICE-INTERFACES%
%DEVICE-ADMINDOWN%
%DEVICE-OPERDOWN%
%DEVICE-INT-DESCRIPTION%
%DEVICE-LOCATION%
%DEVICE-CONTACT%
%DEVICE-NAME%
%DEVICE-SERIALNO%
%DEVICE-CPU%
%DEVICE-RAM%
%DEVICE-DAILY-UTIL%
%DEVICE-DAILY-CPU%
%DEVICE-DAILY-RAM%
%DEVICE-DAILY-LATENCY%
%DEVICE-DAILY-JITTER%

Prints a text table to the top devices with the highest daily loss sorted by loss
Prints an HTML table showing top devices with the highest daily loss sorted by loss
Prints the full URL to the current top devices with the highest daily loss
Prints a text table of top talkers

Prints an HTML table of top talkers

Prints the full URL to the top talkers page

Prints a text table of top listeners

Prints an HTML table of top listeners

Prints the full URL to the top listeners page

Prints a text table of admin down interfaces

Prints an HTML table of admin down interfaces

Prints the number of admin down interfaces

Prints the full URL to the admin down page

Prints a text table of oper down interfaces

Prints an HTML table of oper down interfaces

Prints the number of oper down interfaces

Prints the full URL to the oper down page

Prints the current configured poll delay

Prints the number of ticks (ms) required during the last poll to save statistics to disk
Prints the average number of ticks (ms) required to save statistics to disk
Prints the number of ticks (ms) required during the last poll to collect SNMP information
from all devices

Prints the average number of ticks (ms) required to collect SNMP information from all
devices

Prints the number of ticks (ms) required during the last poll to analyze all data
Prints the average number of ticks (ms) required to analyze all data

Prints the number of ticks (ms) required during the last poll to write output information
Prints the average number of ticks (ms) required to write output information
Prints the configured poll delay hours

Prints the configured poll delay minutes

Prints the configured poll delay seconds

Prints the number of seconds that the last poll failed by

Prints the text version of the poll fail table

Prints the HTML version of the poll fail table

Prints base64 encoding of the daily aggregate utilization graph

Prints base64 encoding of the daily overall errors graph

Prints base64 encoding of the daily overall issues graph

Prints base64 encoding of the daily interfaces graph

Prints base64 encoding of the weekly aggregate utilization graph

Prints base64 encoding of the weekly overall errors graph

Prints base64 encoding of the weekly overall issues graph

Prints base64 encoding of the weekly interfaces graph

Prints base64 encoding of the monthly aggregate utilization graph

Prints base64 encoding of the monthly overall errors graph

Prints base64 encoding of the monthly overall issues graph

Prints base64 encoding of the monthly interfaces graph

Prints base64 encoding of the yearly aggregate utilization graph

Prints base64 encoding of the yearly overall errors graph

Prints base64 encoding of the yearly overall issues graph

Prints base64 encoding of the yearly interfaces graph

Prints the full URL to the specified device page

Prints the device number

Prints the device agent (IP address)

Prints the configured group for the device

Prints the configured device service contract date

Prints the configured device ID number associated with the service contract
Prints the configured device service contract phone number

Prints the configured device description

Prints the number of interfaces for the device

Prints the number of admin down interfaces on the device

Prints the number of oper down interfaces on the device

Prints the device internal description (sysDescr)

Prints the device configured location (sysLocation)

Prints the device configured contact (sysContact)

Prints the device configured name (sysName)

Prints the device serial number (Cisco IOS only)

Prints the device current CPU utilization graph (Cisco IOS only)

Prints the device current RAM utilization graph (Cisco IOS only)

Prints base64 encoding of the daily device overall utilization graph

Prints base64 encoding of the daily CPU utilization graph (Cisco IOS only)
Prints base64 encoding of the daily RAM utilization graph (Cisco 10S only)
Prints base64 encoding of the daily latency graph (VolP only)

Prints base64 encoding of the dalily jitter graph (VolP only)
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%DEVICE-DAILY-LOSS%
%DEVICE-DAILY-MOS%
%DEVICE-WEEKLY-UTIL%
%DEVICE-WEEKLY-CPU%
%DEVICE-WEEKLY-RAM%
%DEVICE-WEEKLY-LATENCY%
%DEVICE-WEEKLY-JITTER%
%DEVICE-WEEKLY-LOSS%
%DEVICE-WEEKLY-MOS%
%DEVICE-MONTHLY-UTIL%
%DEVICE-MONTHLY-CPU%
%DEVICE-MONTHLY-RAM%
%DEVICE-MONTHLY-LATENCY%
%DEVICE-MONTHLY-JITTER%
%DEVICE-MONTHLY-LOSS%
%DEVICE-MONTHLY-MOS%
%DEVICE-YEARLY-UTIL%
%DEVICE-YEARLY-CPU%
%DEVICE-YEARLY-RAM%
%DEVICE-YEARLY-LATENCY%
%DEVICE-YEARLY-JITTER%
%DEVICE-YEARLY-LOSS%
%DEVICE-YEARLY-MOS%
%URL-INT%
%INT-NUMBER%
%INT-DESCRIPTION%
%INT-ALIAS%

%INT-NAME%
%INT-DAILYERRORRATE%
%INT-DAILYERRORRATECOLOR%
%INT-DAILYTXRATE%
%INT-DAILYTXRATECOLOR%
%INT-DAILYRXRATE%
%INT-DAILYRXRATECOLOR%
%INT-SPEED%
%INT-DUPLEX%
%INT-ADMINSTATUS%
%INT-OPERSTATUS%
%INT-TXBROADCAST%
%INT-RXBROADCAST%
%INT-ADMINSTATUSLAST%
%INT-OPERSTATUSLAST%
%INT-CURRTXUTIL%
%INT-CURRRXUTIL%
%INT-CURRERRPCT%
%INT-DAILY-BPS%
%INT-DAILY-PCT%
%INT-DAILY-PPCT%
%INT-DAILY-PKTS%
%INT-DAILY-BCSTS%
%INT-DAILY-ERRORS%
%INT-WEEKLY-BPS%
%INT-WEEKLY-PCT%
%INT-WEEKLY-PPCT%
%INT-WEEKLY-PKTS%
%INT-WEEKLY-BCSTS%
%INT-WEEKLY-ERRORS%
%INT-MONTHLY-BPS%
%INT-MONTHLY-PCT%
%INT-MONTHLY-PPCT%
%INT-MONTHLY-PKTS%
%INT-MONTHLY-BCSTS%
%INT-MONTHLY-ERRORS%
%INT-YEARLY-BPS%
%INT-YEARLY-PCT%
%INT-YEARLY-PPCT%
%INT-YEARLY-PKTS%
%INT-YEARLY-BCSTS%
%INT-YEARLY-ERRORS%
%INT-POESTATE%
%INT-POESTATELAST%
%INT-POEMAXDRAW%

Prints base64 encoding of the daily loss graph (VolP only)

Prints base64 encoding of the daily MOS graph (VolP only)

Prints base64 encoding of the weekly device overall utilization graph
Prints base64 encoding of the weekly CPU utilization graph (Cisco 10S only)
Prints base64 encoding of the weekly RAM utilization graph (Cisco 10S only)
Prints base64 encoding of the weekly latency graph (VVolP only)
Prints base64 encoding of the weekly jitter graph (VolP only)

Prints base64 encoding of the weekly loss graph (VolP only)

Prints base64 encoding of the weekly MOS graph (VolP only)

Prints base64 encoding of the monthly device overall utilization graph
Prints base64 encoding of the monthly CPU utilization graph (Cisco 10S only)
Prints base64 encoding of the monthly RAM utilization graph (Cisco |OS only)
Prints base64 encoding of the monthly latency graph (VolP only)
Prints base64 encoding of the monthly jitter graph (VolP only)

Prints base64 encoding of the monthly loss graph (VolP only)

Prints base64 encoding of the monthly MOS graph (VolP only)
Prints base64 encoding of the yearly device overall utilization graph
Prints base64 encoding of the yearly CPU utilization graph (Cisco I10S only)
Prints base64 encoding of the yearly RAM utilization graph (Cisco 10S only)
Prints base64 encoding of the yearly latency graph (VolP only)
Prints base64 encoding of the yearly jitter graph (VolP only)

Prints base64 encoding of the yearly loss graph (VolP only)

Prints base64 encoding of the yearly MOS graph (VolP only)

Prints the full URL to the specified interface page

Prints the interface number

Prints the interface description

Prints the interface alias

Prints the interface name

Prints the daily peak error rate

Prints the daily peak error rate color

Prints the peak daily transmit rate

Prints the peak daily transmit rate color

Prints the peak daily receive rate

Prints the peak daily receive rate color

Prints the interface speed of the interface

Prints the interface duplex of the interface

Prints the current admin status of the interface

Prints the current oper status of the interface

Prints the transmit broadcast rate of the interface

Prints the receive broadcast rate of the interface

Prints the last admin status of the interface

Prints the last oper status of the interface

Prints the current (last poll) transmit rate of the interface

Prints the current (last poll) receive rate of the interface

Prints the current (last poll) error rate of the interface

Prints base64 encoding of the daily bits per second graph

Prints base64 encoding of the daily percentage graph

Prints base64 encoding of the daily peak percentage graph

Prints base64 encoding of the daily packets graph

Prints base64 encoding of the daily broadcasts graph

Prints base64 encoding of the daily errors graph

Prints base64 encoding of the weekly bits per second graph

Prints base64 encoding of the weekly percentage graph

Prints base64 encoding of the weekly peak percentage graph

Prints base64 encoding of the weekly packets graph

Prints base64 encoding of the weekly broadcasts graph

Prints base64 encoding of the weekly errors graph

Prints base64 encoding of the monthly bits per second graph

Prints base64 encoding of the monthly percentage graph

Prints base64 encoding of the monthly peak percentage graph
Prints base64 encoding of the monthly packets graph

Prints base64 encoding of the monthly broadcasts graph

Prints base64 encoding of the monthly errors graph

Prints base64 encoding of the yearly bits per second graph

Prints base64 encoding of the yearly percentage graph

Prints base64 encoding of the yearly peak percentage graph

Prints base64 encoding of the yearly packets graph

Prints base64 encoding of the yearly broadcasts graph

Prints base64 encoding of the yearly errors graph

Current PoE state

Last PoE state

Maximum power draw of an interface
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Establishing Device Parent-Child Relationships
Parent-child relationships can be established so alerts for subordinate devices are not received when the
parent device is unresponsive.

This can reduce and/or eliminate the large number of device outage alerts that are received when one
device goes down, permitting you to focus your energies on responding to the one device that did fail.

Relationships are established via the ParentList.cfg file. Edit this file with a text editor like Notepad and
enter your devices. Each “Child Device” should have one or more “Parent Device” defined.

;CHILD DEVICE PARENT DEVICE
192.168.1.56 192.168.1.12
192.168.1.12 192.168.1.1
192.168.1.12 192.168.1.2

In the above example, if 192.168.1.12 goes down, the child device 192.168.1.56 will not generate an alert
if it is unreachable.

In the above example, if 192.168.1.1 goes down, the child device 192.168.1.12 will still generate an alert
because another parent is defined as a means of reaching it. If both 192.168.1.1 and 192.168.1.2 are
down, then no alert will be generated for 192.168.1.12.

After saving this file, the service should be stopped and re-started to have it take effect.
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Troubleshooting

There are no devices listed on the web page
The Quick Config Wizard will attempt to locate any devices that are configured to respond to
SNMP. You should check to make sure that SNMP is enabled on your network devices and that
the device will respond to SNMP queries from the PathSolutions’ TotalView computer.

You can use the PollDevice program to test SNMP communications to/from a network device to
validate that it is responding to queries with your community string.

Nothing happens when the service starts or the service fails to start
Check the Windows Event Application log to see what the problem is. Detailed error descriptions
have been created to help you determine what the program needs to be able to operate correctly.

PathSolutions’ TotalView does not check all of my interfaces
If you have more interfaces on your network than you possess license keys, then PathSolutions’
Totalview adds a notice at the bottom of all web pages informing you that there are not enough
licenses to monitor all of your interfaces.
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Frequently Asked Questions

| want to customize the Network Weather Report emails that are sent. How do | do this?
If you want to modify the Network Weather Report emails that are sent, modify the
"WeatherMail.txt" file in the directory where you installed the program.

How do you clear out the utilization statistics?
PathSolutions’ TotalView saves statistics in files in the “Data” directory where you installed the
program. Each filename corresponds to a device on your network. You should stop the
PathSolutions’ TotalView Service before deleting files.

How many interfaces can | monitor with PathSolutions’ TotalView?
The collection engine at the core of PathSolutions’ TotalView has been tested to be able to
monitor networks with 50,000 interfaces within a 5-minute polling period. Make sure you have
adequate RAM for the service if you plan on monitoring a lot of interfaces.

Is PathSolutions’ TotalView safe to use on the Internet?
PathSolutions’ TotalView has been tested for buffer overflow errors from browsers to make sure
that it is safe to use on Intranets, Extranets, and the Internet. If you intend to use the product
over the Internet, care should be taken to limit access to only IP addresses that should be able to
access the PathSolutions’ TotalView machine, and not permit general access. You should enable
authentication and require passwords to be used to access the system.

Note: The PathSolutions’ TotalView Passwords are sent in Base64 encoding. This provides simple
encryption of passwords and accounts, and should only be used to deter casual hackers.
In general, a VPN should be employed to provide security between a computer on the Internet
and the TotalView Server. The PathSolutions’ TotalView Accounts should be used as a method
of preventing internal users from accessing network information.

Why are the transmitted and received information reversed?
When you view statistics, they should be viewed from the switch interface's perspective. If your
backup server is receiving lots of information at 2:00am, the switch interface that connects to the
backup server would be transmitting a lot of information to the backup server.

How do | assign descriptive names to interfaces?
If your switch does not allow you to assign names to each interface, PathSolutions’ TotalView can
allow you to assign names to each interface. Edit the IntDescription.cfg file in the directory where
you installed the program.
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Appendix A: Error Descriptions
Alignment Errors

Rare event

Official definition: A count of frames received on a particular interface that are not an integral number of
octets in length and do not pass the FCS check. The count represented by an instance of this object is
incremented when the alignmentError status is returned by the MAC service to the LLC (or other MAC
user). Received frames for which multiple error conditions are obtained, according to the conventions of
IEEE 802.3 Layer Management, are counted exclusively according to the error status presented to the
LLC.

Basic definition: All frames on the segment should contain a number of bits that are divisible by eight (to
create bytes). If a frame arrives on an interface that includes some spare bits left over, the interface does
not know what to do with the spare bits. Example: If a received frame has 1605 bits, the receiving
interface will count 200 bytes and will have 5 bits left over. The Ethernet interface does not know what to
do with the remaining bits. It will discard the bits and increment the Alignment Error count. Because of
these remaining bits, it is more likely that the CRC check will fail (causing FCS Errors to increment) as
well.

What you should do to fix this problem:

Cause 1: If you have a switch port configured for full-duplex, and the workstation is configured for half-
duplex, (or vice-versa) the network connection will still pass traffic, but the full-duplex side of the network
will report Alignment Errors (it cannot report any collisions because it cannot detect collisions on a full-
duplex link). The half-duplex side of the network will report collisions correctly, and will not detect any
abnormalities. Check to see if there is a duplex mismatch on this interface.

Cause 2: Occasionally, a collision can create an alignment error. If you have a segment with lots of
collisions, and you see occasional alignment errors, you should solve the collision problem and then note
if the alignment error problem also goes away. Implement full-duplex to solve the collision and the
alignment problem.

Cause 3: Sometimes alignment errors will increment when there is induced noise on the physical cable.
Perform a cable test. Check the environment for electrical changes (industrial electrical motor turning on,
EMI radiation, etc.). Make sure your physical wiring is safe from electro-magnetic interference.

Cause 4: If you have alignment errors that occur without collisions, it usually means that you have a bad
or corrupted software driver on a machine on that segment. Check to see what new machines have been
added to that segment, or new network cards and/or drivers.

Carrier Sense Errors
Rare event

Official definition: The number of times that the carrier sense condition was lost or never asserted when
attempting to transmit a frame on a particular interface. The count represented by an instance of this
object is incremented at most once per transmission attempt, even if the carrier sense condition fluctuates
during a transmission attempt.

Basic definition: Carrier Sense Errors occur when an interface attempts to transmit a frame, but no carrier
is detected, and the frame cannot be transmitted.
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What you should do to fix this problem:

Cause 1: Carrier Sense Errors can occur when there is an intermittent network cabling problem. Check
for cable breaks that may cause occasional outages. Use a cable tester to insure that the physical
cabling is good.

Cause 2: Carrier Sense Errors can occur when the device connected to the interface has a failing network
interface card (NIC). The network card connected to this interface should be replaced.

Deferred Transmissions
Common event

Official definition: A count of frames for which the first transmission attempt on a particular interface is
delayed because the medium is busy. The count represented by an instance of this object does not
include frames involved in collisions.

Basic definition: If an interface needs to transmit a frame, but the network is busy, it increments Deferred
Transmissions. Transmissions that are deferred are buffered up and sent at a later time when the network
is available again.

What you should do to fix this problem:

Cause 1: Deferred Transmissions can be deferred because of non-collision media access problems. For
example: If the network is constantly busy (and a network card cannot get a word in edgewise), there is a
media access problem (the NIC cannot get control of the network). This kind of deferred transmission is
usually associated with Single or Multiple Collision Frames. Implementing a full-duplex connection can
solve this problem.

Cause 2: Deferred Transmissions can be created on a switch or bridge that is forwarding packets to a

destination machine that is currently using its network segment to transmit. This can usually be solved by
implementing a full-duplex connection (if possible) on the segment.

Excessive Collisions
Rare event

Official definition: A count of frames for which transmission on a particular interface fails due to excessive
collisions.

Basic definition: If there are too many collisions (beyond Multiple Collision Frames), the transmission will
fail.

What you should do to fix this problem:

Cause 1: A faulty NIC can cause Excessive Collisions. Check the network cards on the segment to insure
that they are functioning correctly.

Cause 2: A failed transceiver can cause Excessive Collisions. Check the transceivers on the segment to
insure that they are functioning correctly.

Cause 3: Improper network wiring (wrong pairs, split pairs, crossed pairs) can cause Excessive Collisions.
Use a cable tester to insure that wiring is good.

Cause 4: A network segment with extremely high utilization and high collision rates can cause Excessive
Collisions. If utilization is high, attempt to implement full-duplex to solve this problem.
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FCS Errors
Rare event

Official definition: A count of frames received on a particular interface that are an integral number of
octets in length but do not pass the FCS (Frame Check Sequence) check. The count represented by an
instance of this object is incremented when the FrameCheckError status is returned by the MAC service
to the LLC (or other MAC user). Received frames for which multiple error conditions are obtained,
according to the conventions of IEEE 802.3 Layer Management, are counted exclusively according to the
error status presented to the LLC.

Basic definition: An FCS error is a legal sized frame with a bad frame check sequence (CRC error). An
FCS error can be caused by a duplex mismatch, faulty NIC or driver, cabling, hub, or induced noise.

What you should do to fix this problem:

Cause 1: FCS errors can be caused by a duplex mismatch on a link. Check to make sure that both
interfaces on this link have the same duplex setting.

Cause 2: Sometimes FCS errors will increment when there is induced noise on the physical cable.
Perform a cable test. Check the environment for electrical changes (industrial electrical motor turning on,
EMI radiation, etc.). Make sure your physical wiring is safe from electro-magnetic interference.

Cause 3: If you notice that FCS Errors increases, and Alignment Errors increase, attempt to solve the
alignment error problem first. Alignment errors can cause FCS errors.

Cause 4: If you see FCS errors increase, check the network cards and transceivers on that segment. A
failing network card or transceiver may transmit a proper frame, but garble the data inside, causing a FCS
error to be detected by listening machines.

Cause 5: Check network driver software on that segment. If a network driver is bad or corrupt, it may
calculate the CRC incorrectly, and cause listening machines to detect an FCS Error.

Cause 6: If you have an Ethernet cable that is too short (less than 0.5meters), FCS errors can be
generated.

Cause 7: If you have an Ethernet cable that is too long (more than 100meters), FCS errors can be
generated.

Cause 8: If you are using 10Base-2, and have poor termination, or poor grounding, FCS errors can be
generated.

Frame Too Longs
Rare event

Official definition: If a frame is detected on an interface that is too long (as defined by ifMTU), this counter
will increment.

Basic definition: Frame Too Longs occur when an interface has received a frame that is longer (in bytes)
than the maximum transmission unit (MTU) of the interface.

What you should do to fix this problem:
Cause 1: Switches that use VLAN (Virtual LAN) tagging of frames can cause FrameToolLongs. To solve

this specific problem, upgrade the device reporting the FrameTooLong error to support VLANS, or turn off
VLAN tagging on neighboring switches.
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Cause 2: Faulty NIC cards can cause FrameTooLongs. Check NIC cards on the segment to insure that
they are running correctly.

Cause 3: Cabling or grounding problems can cause FrameToolLongs. Use a network cable tester to
insure that the cabling is not too long, or out of specification for the technology you are using.

Cause 4: Software drivers that do not respect the correct MTU (Maximum Transmission Unit) of the
medium can cause FrameToolLongs. Check network drivers to make sure they are functioning properly.

Inbound Discards
Rare event

Official definition: The number of inbound packets which were chosen to be discarded even though no
errors had been detected to prevent their being deliverable to a higher-layer protocol. One possible
reason for discarding such a packet could be to free up buffer space.

Basic definition: If too many packets are received, and the protocol stack does not have enough
resources to properly handle the packet, it may be discarded.

What you should do to fix this problem:

Cause 1: Insufficient memory allocated for inbound packet buffers. Research how to increase the inbound
packet buffers on the interface. This may be modified in the device's configuration.

Cause 2: The CPU on the device may not be fast enough to process all of the inbound packets.
Employing a faster CPU may remedy this problem.

Inbound Errors
Rare event

Official definition: The number of inbound packets that contained errors preventing them from being
deliverable to a higher-layer protocol.

Basic definition: These packets contained one or more various data-link layer errors, and were thus
discarded before being passed to the network layer. The root cause of these errors are undefined. In
order to more accurately research these types of errors, you should deploy a packet analyzer in front of
this interface to track the specific errors that occur, as the device is not capable of tracking any additional
information relating to these errors. If this interface provides Ethernet specific errors, these errors may be
detailed in that section.

What you should do to fix this problem:
Cause 1: There are various sources of this type of error. The interface does not possess enough

information as to the exact cause of this error. Deploy a packet analyzer in front of this interface to
inspect the exact type of error that is occurring.
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Inbound Unknown Protocols
Common event

Official definition: The number of packets received via the interfaces which were discarded because of an
unknown or unsupported protocol.

Basic definition: If the physical and data-link layer do their job successfully and deliver a frame to the
correct MAC address, it is assumed that the requested protocol will be available on the machine. If the
protocol is not available, the frame is discarded. If your machine receives an AppleTalk packet, but your
machine is not running AppleTalk, it will discard the packet and increment this counter.

What you should do to fix this problem:

Cause 1: Broadcasts can cause inbound unknown protocol errors. If you have a Novell server on the
segment, it will send out periodic IPX broadcasts that some devices will not understand (because they do
not have the IPX protocol loaded in their network stack). This is a normal event. To attempt to reduce this,
work on reducing the number of different protocols that exist on your network, or install additional
protocols on your machines to be able to communicate with additional clients.

Cause 2: Inbound unknown protocols can be caused by mis-configurations of other machines. Check the
configurations of other machines on the network to try to determine why this machine is receiving an
unknown protocol. If inbound unknown protocols error is incrementing rapidly, attach a network analyzer
and look at the protocols that are being sent to this machine, and their source.

Outbound Discards

Rare event

Official definition: The number of outbound packets which were chosen to be discarded even though no
errors had been detected to prevent their being transmitted. One possible reason for discarding such a
packet could be to free up buffer space.

Basic definition: If too many packets are queued to be transmitted, and the network interface is not fast
enough to transmit all of the packets, it may be discarded.

What you should do to fix this problem:

Cause 1: Insufficient memory allocated for outbound packet buffers. This may be modified in the device's
configuration.

Cause 2: The network interface may not be fast enough to process all of the outbound packets.
Employing a faster speed interface may remedy this problem.
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Outbound Errors
Rare event

Official definition: The number of outbound packets that could not be transmitted because of errors.

Basic definition: These packets could not be transmitted due to one or more various data-link layer errors.
The root causes of these errors are undefined. In order to more accurately research these types of errors,
you should deploy a packet analyzer in front of this interface to track the specific errors that occur, as the
device is not capable of tracking any additional information relating to these errors. If this interface
provides Ethernet specific errors, these errors may be detailed in that section.

What you should do to fix this problem:

Cause 1: There are various sources of this type of error. The interface does not possess enough
information as to the exact cause of this error. Deploy a packet analyzer in front of this interface to
inspect the exact type of error that is occurring.

Outbound Queue Length
Common event

The length of the output packet queue (in packets) number should return to zero in a short amount of
time. If it ends up being any non-zero value for any length of time, you should consider upgrading the
interface to a faster technology, or full duplex (if not already enabled).

Internal Mac Transmit Errors
Rare event

Official definition: A count of frames for which transmission on a particular interface fails due to an internal
MAC sub layer transmit error. A frame is only counted by an instance of this object if it is not counted by
the corresponding instance of the dot3StatsLateCollisions object, the dot3StatsExcessiveCollisions
object, or the dot3StatsCarrierSenseErrors object. The precise meaning of the count represented by an
instance of this object is implementation-specific. In particular, an instance of this object may represent a
count of transmission errors on a particular interface that are not otherwise counted.

Basic definition: If a transmission error occurs, but is not a late collision, excessive collision, or carrier
sense error, it is counted as an error here. NIC vendors may identify these kinds of errors specifically.
Check with the device's manufacturer to determine their interpretation of InternalMacTransmitErrors.

What you should do to fix this problem:

Cause 1: A faulty network transmitter can cause InternalMACTransmitErrors. Check the device to insure
that it is functioning correctly.

Cause 2: Check with the device's manufacturer to determine what their interpretation is of
InternalMACTransmitErrors.

Late Collisions
Rare event

Official definition: The number of times that a collision is detected on a particular interface later than 512
bit-times (64 bytes) into the transmission of a packet. Five hundred and twelve bit-times corresponds to
51.2 microseconds on a 10-megabit per second system. A (late) collision included in a count represented
by an instance of this object is also considered as a (generic) collision for purposes of other collision-
related statistics.
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Basic definition: Collisions should be detected within the first 64 bytes of a transmission. If an interface
transmits a frame and detects a collision before sending out the first 64 bytes, it declares it to be a
"normal collision" and increments Single Collision Frames (or Multiple Collision Frames if more collisions
follow). If an interface transmits a frame and detects a collision after sending out the first 64 bytes, it
declares it to be a Late Collision. If a machine detects a Late Collision, it will treat the collision like any
other collision (send a jam signal, and wait a random amount of time before attempting to retransmit). The
other sending machine may or may NOT have detected the collision because it was so late in the
transmission. The other sending machine may detect the collision AFTER it is done sending its frame,
and will believe that its frame was sent out successfully.

What you should do to fix this problem:

Cause 1: A duplex mismatch can cause Late Collisions. Check to make sure that the duplex settings on
both interfaces are set to use the same duplex.

Cause 2: A faulty NIC card on the segment can cause Late Collisions.

Cause 3: Late Collisions can be caused by a network that is physically too long. A network is physically
too long if the end-to-end signal propagation time is greater than the time it takes to transmit a legal sized
frame (about 57.6 microseconds). Check to make sure you do not have more than five hubs connected
end-to-end on a segment, counting transceivers and media-converters as a two-port hub. Also check
individual NIC cards for transmission problems.

Cause 4: If you have a switch on the network that is configured for "low-latency" forwarding (anything
except "store and forward"), it may be causing the Late Collisions. Low latency forwarding ends up having
the switch act like a very slow hub. It reduces traffic like a switch, but does not insure that frames reach
the destination successfully. The frame "worms" its way through multiple switches, slowing down at each
switch. If there is a collision on the end segment, the frame gets dropped by the switch, and the
transmitting workstation does not detect that the frame was dropped. To fix this, do not use "low-latency"
forwarding features on switches that are hooked up to other switches with "low-latency” forwarding
features. Configure the switches to use "store and forward" forwarding methodology.

MAC Receive Errors
Rare event

Official definition: A count of frames for which transmission on a particular interface fails due to an internal
MAC sub layer transmit error. A frame is only counted by an instance of this object if it is not counted by
the corresponding instance of the dot3StatsLateCollisions object, the dot3StatsExcessiveCollisions
object, or the dot3StatsCarrierSenseErrors object. The precise meaning of the count represented by an
instance of this object is implementation-specific. In particular, an instance of this object may represent a
count of transmission errors on a particular interface that are not otherwise counted.

Basic definition: This is the number of frames that could not be transmitted due to an unknown problem.
This unknown problem is not related to collisions or carrier sense errors. The device manufacturer's
documentation may provide additional information on locating the source of these errors.

What you should do to fix this problem:
Cause 1: There are various sources of this type of error. The interface does not possess enough

information as to the exact cause of this error. Contact the device manufacturer to determine how they
define the MacReceiveError and how to fix this problem.
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Multiple Collision Frames
Rare event

Official definition: A count of successfully transmitted frames on a particular interface for which
transmission is inhibited by more than one collision. A frame that is counted by an instance of this object
is also counted by the corresponding instance of either the ifOutUcastPkts or ifOutNUcastPkts object and
is not counted by the corresponding instance of the dot3StatsSingleCollisionFrames object.

Basic definition: If a network interface attempts to transmit a frame, and detects a collision, it will attempt
to re-transmit the frame after the collision. If the retransmission also causes a collision, then Multiple
Collision Frames is incremented.

What you should do to fix this problem:

Cause 1: A faulty NIC or transceiver can cause Multiple Collision Frames. Check the network cards and
transceivers on the segment for failures.

Cause 2: An extremely overloaded network can cause Multiple Collision Frames (average utilization
should be less than 40%).

Cause 3: If you are using 10Base-2, and have poor termination, or poor grounding, Multiple Collision
Frames can be generated.

Cause 4: If you have a bad hardware configuration (like creating an Ethernet ring), Multiple Collision
Frames can be generated.

Single Collision Frames
Common event

Official definition: A count of successfully transmitted frames on a particular interface for which
transmission is inhibited by exactly one collision. A frame that is counted by an instance of this object is
also counted by the corresponding instance of either the ifOutUcastPkts or ifOutNUcastPkts object and is
not counted by the corresponding instance of the dot3StatsMultipleCollisionFrames object.

Basic definition: If a network interface attempts to transmit a frame, and detects a collision, it will attempt
to re-transmit the frame after the collision. If the retransmission was successful, then the event is logged
as a single collision frame.

What you should do to fix this problem:

Cause 1: Single Collision Frames can be caused by multiple machines wanting to transmit at the same
time. This is a normal occurrence on Ethernet.

Cause 2: If Single Collision Frames increases dramatically, this could indicate that the segment is
becoming overloaded (too many machines on the segment or too many heavy talkers on the segment).
As the segment continues to become overloaded, Single Collision Frame count may decrease, as
Multiple Collision Frames increases. Converting the segment to a switched environment may solve this
problem. Another possible solution is to reduce the number of machines on this segment, or install a
bridge to segregate the segment into two halves.

Cause 3: Single Collision Frames can be caused by poor wiring or induced noise. Use a cable tester to
insure that the physical cable is good.

Cause 4: Single Collision Frames can be caused by a bad network interface card, or failing transceiver.
Check to make sure the network cards and transceivers on the segment are functioning correctly.
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SQE Test Errors
Rare event

Official definition: A count of times that the SQE TEST ERROR message is generated by the PLS sub
layer for a particular interface. The SQE TEST ERROR message is defined in section 7.2.2.2.4 of
ANSI/IEEE 802.3-1985 and its generation is described in section 7.2.4.6 of the same document.

Basic definition: SQE stands for "Signal Quality Error", and may also be referred to as the Ethernet
"heartbeat". With early Ethernet cards that required transceivers, the transceiver would send a "Signal
Quality Error" back to the Ethernet card after each frame was transmitted to insure that the collision
detection circuitry was working. With modern network cards, this SQE test can cause network cards to
believe that an actual collision occurred, and a collision is sent out on the network when a SQE test is
detected. This can seriously degrade network performance, as each frame successfully transmitted on
the network is followed by a collision caused by the SQE test.

What you should do to fix this problem:

Cause 1: SQE Test Errors can be caused by a transceiver that have the "SQE test" dip switch turned on
(it should be turned off). Check the switch settings on all transceivers on the segment.

Cause 2: SQE Test errors can be caused by broken transceivers. Check for failed transceivers on the
segment.
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Appendix B: Saving PoE Usage to a Database

The system tracks current PoE status via the web reports. Historical power usage can be tracked over
time with a few modifications.

1) Run RegkEdit
2) Navigate to HKEY_LOCAL_MACHINE/Software/NetLatency/SwitchMonitor
3) Create a new DWORD key “PollSQLitePoEFlag” and set it to 1

Note: The PathSolutions service does not need to be restarted to have this entry take effect.

The system will now create a file in the Data directory called PoEConsumption.dat. This data file is a
SQLite database that will track the consumption of all PSUs on all monitored switches.

The table structure is as follows:

Field Type Description

PolllD Integer (PK) Primary key

Node Text Server unique identifier

PolINumber Integer Unique poll number for each poll performed
PollTime Text Time of poll

Agent Text IP address of switch

Device Text Hostname of switch

PSU Integer Power Supply Unit number reporting
Status Integer Status (1=0n, 2=0ff, 3=Faulty)
Rating Integer Total watts permitted for the PSU
Consumption Integer Current powers draw in watts

The index Pollindex can be used to speed up queries on large databases. It is indexed on PollID,
PollTime, and Agent.

The database can be queried using the command-line sqlite3.exe program located in the Data directory:
sqglite3 -csv —header PoEConsumption.dat “select * from PoEPoll;”
This information can be sent to a file with the command-line redirect for further processing:

sqglite3 -csv —-header PoEConsumption.dat “select * from PoEPoll;”
>PoEStats.csv
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Appendix C: SMTP E-mail Forwarding

Most companies use SMTP gateways to allow email from the Internet to reach internal users.

This gateway is typically set up to receive emails that are destined for mailboxes on the company's
system.

If you configure PathSolutions’ TotalView to use your company's SMTP mail gateway, the gateway should
accept SMTP messages destined for internal users, but should not accept SMTP messages destined for
outside addresses.

For example:

If you configured PathSolutions’ TotalView to use "mail.company.com " as the SMTP mail gateway, and
set the "Globally send to" field to jdoe@company.com, the mail gateway would accept emails sent to this
address because it exists on the same domain. If the "Globally send to" field was set to
jdoe@outside.com, then the gateway would refuse this request because most mail systems do not allow
relaying of messages from one to another.

This is done by mail administrators to prevent abuse by spammers. Email spammers will search the
Internet for anonymous SMTP mail forwarders that they can use to send their emails out.

This allows them to send untraceable emails.

To allow PathSolutions’ TotalView to send emails to different domains, there are a number of solutions:
e Ask your ISP if they have an SMTP relay server that can be used by your machines. They may
have a server set up that will relay only your messages. In this case, you would configure
PathSolutions’ TotalView to use their SMTP relay server.
e Ask your email administrator to configure the SMTP gateway to allow relaying from the server
that PathSolutions’ TotalView is installed on.

Create a mail alias on your email system (for example: jdoe@company.com) that forwards to an outside
address (jJdoe@outside.com).

A free SMTP mail relay agent (SMTP forwarder) is included with many Windows server's 1S
implementation.
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Appendix D: Configuring SNMP on Devices

A variety of device configuration instructions are available on the PathSolutions website:
http://www.PathSolutions.com/SwitchConfig.html

Other device manufacturer instructions should be available through the device manufacturer's website.
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Appendix E: Changing Interface Names and Speed

Many device manufacturers do not allow interface names to be changed to a descriptive name to help
document the network. In this case, PathSolutions’ TotalView can be configured to ignore the interface
description in the device and use information from a Config file.

Use a text editor such as Notepad to open the IntDescription.cfg file in the directory where PathSolutions’
TotalView is installed.

You should see a document with a description of how to enter the switch interfaces and descriptions.

The file is composed of a number of columns or fields; each separated by one or more <TAB> characters.

Note: The fields in the configuration file need to be separated by at least one <TAB> character, not
spaces.

Here is an example of a configuration file:

;This line is commented out

’

; IPAddress Interface Speed Description
192.168.1.10 1 / Internet connection
calvin.company.com 156 1544000 FEO/6

192.168.2.2 3 / Connection to New York

Semicolons can be used anywhere in the file to indicate that the rest of the line is a comment.

IP Addresses

The IP address of the switch must be entered to identify the device. If the Config file has a DNS name,
then that identical name should be used here to identify the same device.

Interface #

The interface number (as listed in the web reports) should be entered here. If you are unsure of the exact
number to use, reference your device manufacturer's documentation to map the SNMP interface numbers
to the physical addresses on the device. Then use your network documentation to determine what device
is physically connected to the interface on the device.

Speed

If you desire to override the reported interface speed, you can enter the speed in bits per second here.
For example: You may want to change the reported interface speed of a router interface connected to
the internet from 100 Mbps to the actual capacity of the link it is connected to (1.544 Mbps fora T1
connection). This will help to determine when the link utilization is exceeded. If you do not want to
override this information, enter a slash “/” to skip this field.

Description
Enter the description here. The description field should not contain a semicolon character.

Note: The service must be stopped and re-started after this file is modified in order to have the
descriptions take effect.
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Appendix F: Configuring Multiple Locations
If you have multiple PathSolutions’ TotalView implementations, PathSolutions’ TotalView can be
configured to make it easy to navigate between the sites.

Each web page will display tabs across the top of the web page indicating the site that you are viewing:

‘ SLURSEL U] New York [ Dallas |

To configure multiple sites, use a text editor like Notepad to open the MultiSite.cfq file in the directory
where you installed the program:

For 32 Bit Operating Systems
C:\Program Files\PathSolutions\TotalView\MultiSite.cfg

For 64 Bit Operating Systems
C:\Program Files (x86)\PathSolutions\TotalView\MultiSite.cfg

You should see a document with a description of how to enter the site names and URLSs.

The file is composed of a number of columns or fields; each separated by one or more <TAB> characters.

Note: The fields in the configuration file need to be separated by at least one <TAB> character, not
spaces.

Here is an example of a configuration file:

;Example for the San Francisco server:

’

;Current Site Name URL

YES San Francisco http://sfserver.company.com: 8084
NO New York http://nyserver.company.com: 8084
NO Chicago http://chicago.company.com:8084

;Example for the New York server:

’

;Current Site Name URL

NO San Francisco http://sfserver.company.com: 8084
YES New York http://nyserver.company.com: 8084
NO Chicago http://chicago.company.com:8084

Semicolons can be used anywhere in the file to indicate that the rest of the line is a comment.

Current

This field identifies which site should be highlighted. Only one site should be highlighted per Config file.
The Config file on the New York server should have "Yes" for the New York entry.

Site Name
This is the name that is displayed in the tab.
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URL

Enter the server's full URL and port here. This will allow linking from the other PathSolutions’ TotalView
Servers.

Note: The service must be stopped and re-started after this file is modified in order to have the links
work.

The order of the listed sites should be similar for each deployed site so the tabs will display correctly for
each site.
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Appendix G: Entering Custom OIDs to be Monitored
PathSolutions’ TotalView can monitor custom OIDs such as CPU utilization, memory usage, and
temperature if the device provides this information via SNMP.

The configuration file OIDEntry.cfg is used to configure custom OID monitoring. This file is found in the
directory where the program was installed.

Edit this file with a text editor like Notepad.

You will need to enter the following information to be able to set up monitoring of a custom OID:

IP address of the device (“10.0.1.16”)
Interface to be associated with or “/” if you want to associate it with the device instead of an
interface (“23")

e Unique filename for storing the data collected for this OID (“FRAMERELAY”)
e Description of this graph (“Frame Relay FECN & BECN”)
e Y Axis description (“Packets”)
e OID #1 Description (“FECN”)
e OID #1 (“GAUGE:1.3.6.1.2.1.2.2.1.17.1")
e OID #2 Description (“BECN”)
e OID#2 (“GAUGE:1.3.6.1.2.2.1.18.1")
Note: When entering the OID value, put the prefix “GAUGE:”, “COUNTER:”, or “COUNTER:8” in front of
the OID to identify how the OID should be tracked.
Note: After saving this file, you will have to stop and restart the PathSolutions’ TotalView service for the

changes to take effect.
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Appendix H: Configuring Additional OUIs for Phones Tab

A number of OUlIs (Organizationally Unique Identifiers) for various VolP equipment manufacturers have
already been added to the OUIFilter.cfg file. This file can be edited with a text editor (like Notepad) to add
additional OUls.

An OUI is the first three bytes of an Ethernet MAC address. The first three bytes are called the OUI
because they are unique to the equipment manufacturer. Thus, any MAC addresses that share the first
three bytes all come from a common manufacturer.

The OUIFilter.cfg file will require you to enter the OUI (each byte separated by a period “.”), then a tab,
then the name of the manufacturer.

Note: After saving this file, you will have to stop and restart the PathSolutions TotalView service for the
changes to take effect.
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Appendix |I: Changing the Map File

The map file can be changed to any custom JPG file desired.
PathSolutions’ TotalView uses the map file:

For 32 Bit Operating Systems
C:\Program Files\PathSolutions\TotalView\Graphics\map.jpg

For 64 Bit Operating Systems
C:\Program Files (x86)\PathSolutions\TotalView\Graphics\map.jpg

Note: It's advised to rename the existing map file instead of overwriting this file so it can be used in the
future if desired. Otherwise you will need to uninstall and reinstall to recover the map file.

The map can be centered on the screen by modifying the following registry entries:

HKEY LOCAL MACHINE/Software/Netlatency/NetworkMonitor/DestWebMapStartX
HKEY LOCAL MACHINE/Software/Netlatency/NetworkMonitor/DestWebMapStartY

This will set the starting X and Y coordinates for the upper left corner of the map file. If you want the map
to initially display in the upper left corner, set both of these coordinates to 0 (zero).

After the map file has been replaced and the starting coordinates modified, stop and restart
PathSolutions’ TotalView Service to have the changes take effect.
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Appendix J: Changing the WAN Tab

The WAN tab can include any interface desired. This involves changing the WAN.cfg file with a text
editor (like Notepad):

For 32 Bit Operating Systems
C:\Program Files\PathSolutions\TotalView\wan.cfg

For 64 Bit Operating Systems
C:\Program Files (x86)\PathSolutions\TotallView\wan.cfg

This file requires entering two fields, each separated by one or more <TAB> characters.

;This is a list of WAN interfaces to display on the

; "WAN" tab.

iInterface numbers are entered in the following format:
;IP Address<TAB>Interface number

;For example:

iIPAddress Interface #

;192.168.12.15 43
;Enter your IP addresses and interface numbers below.
; IPAddress Interface #

After the WAN.cfg file has been modified and saved, stop and restart the PathSolutions’ TotalView
service to have the changes take effect.
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Appendix K: Adding a Static Route to the Call Path

If there is an unmanaged device (or set of devices) in the network, a static route can be added that will
allow the Call Path mapping to ignore these devices and show a continuous map through the network.

Many times, this may be required if a network provider does not permit SNMP access to their routers.
Adding a static route involves changing the StaticRoute.cfq file with a text editor (like Notepad):

For 32 Bit Operating Systems
C:\Program Files\PathSolutions\TotalView\StaticRoute.cfg

For 64 Bit Operating Systems
C:\Program Files (x86)\PathSolutions\TotalView\StaticRoute.cfg

This file requires entering five fields, each separated by one or more <TAB> characters.

;Router Address Router Subnet Route Mask NextHop
10.0.1.254 255.255.255.0 44.44.44.44 255.255.255.255 38.102.148.163
10.100.36.60 255.255.255.0 10.100.37.1 255.255.255.0 10.100.37.1
10.100.37.1 255.255.255.0 10.100.36.1 255.255.255.0 10.100.36.60

The first and second fields reference the router’s IP address and subnet that should be used for the static
route. This is typically the unmanaged router’s IP address where packets are sent.

The third and fourth fields reference the route and subnet mask for that route.

Note: You can enter a default route by using the route of 0.0.0.0 and mask of 0.0.0.0.

Note: Static routes take priority over any actual routes that exist on the network.

The fifth field references where the call path mapping should continue. This is typically the far-end
router’s LAN IP address.

Once the file is saved, the static route takes effect immediately. No need to stop and restart the service
or collect re-collect information from switches & routers. This will help speed up troubleshooting and
debugging of static routes in the environment.

Note: More likely, two static routes will need to be created. One static route will need to be created for
the outbound traffic and one for the return traffic.
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Appendix L: Automatic Update Scheduling

Updating the bridge table, ARP cache, and routing table information can be automated to occur on a
regular frequency. The following registry entry can be used to do this:

UpdateAutoFrequency=0
By default, this entry is 0 (zero). This means that the information is not collected on any schedule.

The variable can be changed to any of the following recommended intervals:
300000 (decimal) = 5 minutes

600000 (decimal) = 10 minutes

1800000 (decimal) = 30 minutes

3600000 (decimal) = 1 hour

86400000 (decimal) = 1 day

Other intervals can be used, as the number is the number of milliseconds to wait between automatic
updates.

Note: The service must be stopped and restarted for this variable to take effect.
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Appendix M: Changing the Map Fetch Variables to Improve
Map Stability

You may be seeing white lines going from white to green to white or red dots going from red to
green to red. White lines means we did not get any SNMP response from the device. The red
dots mean that we did not get a response from the ping. There may be a problem with packet loss
to/from the device or the device may have a small CPU that causes the 2 pings to fail.

We have 5 seconds to respond to the web browser’s request for information. If a device is up, we
would send a ping and receive a response within 5 seconds so it’s easy to show that it’s green.

If we send a ping, we have to wait to see if we get a response. If we wait 2 seconds for the
response and don’t get one, we can send a second ping and then wait 2 seconds to get a response
again. If we don’t get a response from the second ping, then we should assume it is down.

Total View’s default does 1 ping and then waits 2500ms (2.5 seconds) for a response. If it does
not see a response, then it assumes it is down.

TotalView’s default now does 2 pings and then waits 1500 (1.5 seconds) for a response. If it
does not see a response, then it assumes it is down.

This can be adjusted in the registry with the following variables to help improve the
stability of the map:

Example of Variable Entry change in Bold below
Computer > HKEY_LOCAL_MACHINE > SOFTWARE > Wow6432Mode > Netlatency >
SwitchMonitor

DestWebMapPingRetries = 1
DestWebMapPingDelay = 2500

In this case, you can set the following:
DestWebMapPingRetries = 2
DestWebMapPingDelay = 1500

It should improve the reliability/stability of the pings on the network.

For fetching the SNMP information, the following registry variables apply:
DestWebMapSNMPRetries = 1
DestWebMapSNMPTimeout = 1000

In this case, you can set the following:
DestWebMapSNMPRetries = 2
DestWebMapSNMPTimeout = 1000
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Glossary

IETF - This acronym stands for the Internet Engineering Task Force, and is the governing body for all
standards that relate to Internet and associated communications technologies. Website: www.ietf.org

MAC - Media Access Control: This is a unique address that is used by Ethernet adapters to transmit and
receive frames on the network. They are only used for conveying layer 2 frames between nodes on a
LAN.

MIME - Multi-Purpose Internet Mail Extensions: This is an email standard that defines how different
content is handled inside email messages. This allows graphics, audio, HTML text, formatted text, and
video to be displayed correctly inside email messages. MIME is defined by the IETF's RFC1521
document, and is available on the IETF's website: http://www.ietf.org/rfc/rfc1521.txt?number=1521

Network Weather Report - System Monitor can email network reports to you on a daily basis. The
network Weather Report helps to keep you informed of the overall health of your network.

OSI - Open Systems Interconnect: This is a standard description or "reference model" for how services
are provided on a network.

OUI - Organizationally Unique Identifier: This is the identification of the first three bytes of an Ethernet
MAC address. The first three bytes are called the OUI because they are unique to the equipment
manufacturer. Thus, any MAC addresses that share the first three bytes all come from a common
manufacturer.

SNMP read-only community string - This is an SNMP password with the rights to be able to read
statistical information from a device.

SNMP - Simple Network Management Protocol. This protocol allows network management software (like
System Monitor) to communicate with network devices to read statistical information.

SMTP email address -- This is a standard Internet email address. For example: jdoe@company.com.

SMTP -- Simple Mail Transport Protocol. This protocol allows email clients and servers to communicate
over the Internet.
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